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NAS RK is pleased to announce that News of NAS RK. Series of geology and technical 

sciences scientific journal has been accepted for indexing in the Emerging Sources Citation 
Index, a new edition of Web of Science. Content in this index is under consideration by Clarivate 
Analytics to be accepted in the Science Citation Index Expanded, the Social Sciences Citation 
Index, and the Arts & Humanities Citation Index. The quality and depth of content Web of 
Science offers to researchers, authors, publishers, and institutions sets it apart from other 
research databases. The inclusion of News of NAS RK. Series of geology and technical 
sciences in the Emerging Sources Citation Index demonstrates our dedication to providing the 
most relevant and influential content of geology and engineering sciences to our community. 

 
 
Қазақстан Республикасы Ұлттық ғылым академиясы "ҚР ҰҒА Хабарлары. Геология жəне 

техникалық ғылымдар сериясы" ғылыми журналының Web of Science-тің жаңаланған нұсқасы 
Emerging Sources Citation Index-те индекстелуге қабылданғанын хабарлайды. Бұл индекстелу 
барысында Clarivate Analytics компаниясы журналды одан əрі the Science Citation Index Expanded, 
the Social Sciences Citation Index жəне the Arts & Humanities Citation Index-ке қабылдау мəселесін 
қарастыруда. Webof Science зерттеушілер, авторлар, баспашылар мен мекемелерге контент 
тереңдігі мен сапасын ұсынады. ҚР ҰҒА Хабарлары. Геология жəне техникалық ғылымдар 
сериясы Emerging Sources Citation Index-ке енуі біздің қоғамдастық үшін ең өзекті жəне беделді 
геология жəне техникалық ғылымдар бойынша контентке адалдығымызды білдіреді.  

 
 
НАН РК сообщает, что научный журнал «Известия НАН РК. Серия геологии и технических 

наук» был принят для индексирования в Emerging Sources Citation Index, обновленной версии Web 
of Science. Содержание в этом индексировании находится в стадии рассмотрения компанией 
Clarivate Analytics для дальнейшего принятия журнала в the Science Citation Index Expanded, the 
Social Sciences Citation Index и the Arts & Humanities Citation Index. Web of Science предлагает 
качество и глубину контента для исследователей, авторов, издателей и учреждений. 
Включение Известия НАН РК. Серия геологии и технических наук в Emerging Sources Citation 
Index демонстрирует нашу приверженность к наиболее актуальному и влиятельному контенту 
по геологии и техническим наукам для нашего сообщества. 
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PARAMETERS OF THE DISTRIBUTED DATABASES  
OF INFORMATION SYSTEMS WHEN SPLITTING DATA  

WITH APPLICATION OF ALGORITHMS  
OF MULTIDIMENSIONAL PARITY 

 
Abstract. So far the standard method of prevention of loss of information is a repeated reservation that leads to 

huge material inputs. Big Data security system developed by authors of the article with an application of the 
algorithms of multidimensional parity steady against partial losses of places of storage, showed the increased safety 
level, in particular when using in a cloud computing. In this algorithm data, it is split on a large number of files, each 
of which does not may contain even one bit of the initial information dispersed in a cloud. The system realized by 
authors does not demand additional expensive infrastructure of reservation, easily is scaled, extends, and in process 
of increase in the sizes of infrastructure from the addition of units of storage safety and reliability of data storage 
automatically increases. Results of testing of parameters of the safety of the main basic subsystems of a technology 
of the distributed storage with a splitting of data are received. Results showed compliance of parameters of safety to 
modern requirements and, respectively, a possibility of reduction of domination of expensive infrastructure of 
reservation and Backup. The technology of the distributed storage with splitting of data personifies the new paradigm 
of safety opening a possibility of effective counteraction to numerous threats to the stored information and big 
calculations. 

Key words: safety of information, cloud computing, the distributed storage, splitting of data. 
 
Introduction. Safety of big data and calculations in clouds represents a problem which value only 

increases in the process of increase of external threats over time [1]. According to Brookings Institution, 
safety is the main obstacle for the federal U.S. Government in plans to transfer more functions to cloud 
platforms. The government of Kazakhstan, in general, was forced to issue Resolution No. 965 of 
September 14, 2004 "About some measures for ensuring information security in the Republic of Kazakh-
stan" according to which "processing and storage of the data making the state secrets, office information 
of limited distribution are carried out on the computer aids which are not connected to the international 
(global) data transmission networks, the Internet and/or to the information networks, communication 
networks having an exit in the international (global) data transmission networks, the Internet". Moreover, 
the possibilities of practical realization of optical neural networks with a small number of elements is 
considered [2, 3]. 

How in such a situation to strengthen the reputation of public clouds?  
Only by ensuring reliable safety of the stored information. Badly operated infrastructures of storage 

of cloudy data threaten any business, any governmental activity in case of catastrophic failure. Therefore, 
the main objective is the creation of cost-effective architecture with extremely safe storage, scalability and 
seamless integration between local and cloudy ways of data storage. 
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We offered for the solution of security of cloudy systems technology of the distributed storage of 
information with splitting of data [4]. Originally this technology was approved in local networks [5], then 
established and passed tests in cloudy systems [6]. 

The essence of the offered technology consists in what the stored data is split on considerable number 
of files, each of which does not may contain even one bit of initial information. The divided files are 
distributed on a set of the servers programmed on self-recovery and self-preservation that ensures constant 
safety of data and safety [4].  

The algorithm is not enciphering [7] therefore it cannot be deciphered. The complex structure of 
safety and resistance to damages of places of storage provides increased protection against the hacker 
attacks. Thanks to the innovative hierarchical protocol of access, the system prevents unauthorized access 
to data and plunder of information by insiders. At last, the system guarantees 100% of safe data 
transmission through open Internet channels and private networks. 

It is possible to tell that in a sense our technology of the distributed storage of information with 
splitting of data is entered in the theory of universal objects in a class of the positive preorders considered 
a rather computable reducibility [8]. 

In the real work results of testing of parameters of safety of the main basic subsystems of technology 
of the distributed storage with splitting of data with application of algorithms of multidimensional parity 
which have to show the high level of protection and recovery of data in technology of the distributed 
storage of information with splitting of data are presented. The preliminary tests which are carried out on 
prototypes guarantee safety level which does not have now analogs in the world. 

Method. The method of the distributed storage of information applied by us with splitting of data is 
intended for ensuring unique protection of databases and large-scale calculations in cloud systems. The 
method delivers new hybrid the object/block architecture which easily integrates optimal solutions for 
storage of the structured and unstructured data. In principle, the formulation and solution of the problem of 
optimal allocation of program modules and database arrays to the nodes of computing systems of a given 
topology is considered in a number of works [9-11]. But as a result of application of our method the new 
class of codes splits Big Data in a large number of files, each of which does not may contain even one bit 
of initial information. The divided files are distributed on a set of the servers programmed on self-recovery 
and self-preservation that ensures constant safety of data and safety. The separate split data in itself do not 
bear intelligent information. Another aspect is connected with the fact that the configuration of 
splitting/restoration can be made so that recovery of data could be executed with application only of a part 
of the split data, that is it is possible to provide resistance to loss of data. 

The frontend of a system is realized on web technologies and uses the simple protocol of hypertext 
references of HTTP together with interactive technologies on AJAX/PHP (WEB 2.0). The basic control 
system of content of a web part is realized on CMS Word Press. The website is located on dedicated the 
server of Internet PS Company LLP, under the Linux Ubuntu Server operating system and the Apache 
2.25 web server with PHP 7.0. As the database is used MySQL 5.0. 

Technology. The technology offers seamless integration between local and cloud storages. 
Guarantees unprecedented safety of data and safety and also high scalability. The multilayered infra-
structure of safety the system of the false IP addresses provides protection against the attacks of external 
hackers. Flexible hierarchical protocols of access convince that system administrators, service providers 
and other strangers have no access to the stored data that excludes need of personal safety, execution of 
protocols and promotes cost reduction. The technology also guarantees 100% of safe data transmission 
through open Internet channels and private networks. 

In the developed technology patent algorithms of parity with resistance to multiple refusals are 
applied. The target platform on which the system functions, – MS Windows XP/Vista/7/8 with .NET 
Framework v.4/4.5. 

Structurally the system of the distributed storage of information consists of knots with the installed 
software of NODE connected among themselves by a confidential communication channel and the 
software of CLIENT working with these knots. Such multi-agent systems are well known [12]. Many such 
systems are the basis of decentralized systems with autonomous components [13]. The platforms used are 
as follows: Java Agent Development Framework [14], JACK Intelligent Agents [15], Multi-Agent 
Development Kit [16], Agent Builder [17], Cognitive Agent Architecture [18], Agent Building Tool-kit 
[19], etc. 
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The main modules of a system, the user interface, server a component, knots of storage are 
subordinated to a program complex according to the card of interaction of components (figure 1). 
 

 
 

Figure 1 – The card of interaction of components of a system of the distributed storage of information 
 

The client application is responsible for the breakdown of the file on blocks of data and distribution 
of blocks of data between knots. For storage of the file system and the distributed block, the client ap-
plication is used by the metafile. Thanks to a tree-like system, the metafile describes file structure and 
arrangement of blocks of data. The metafile at completion of work is divided into blocks and is also 
distributed between knots. Only a unique key of the client of CID together with data of authorization (the 
account, the password) can collect the metafile.  

The user establishes a client part of the application and will become authorized in the Distributed 
Cloud System system, receiving at the same time a unique key of CID which serves for formation of the 
metafile. Having chosen the file necessary to it, the client starts the Put in a Cloud function. At the same 
time, this file is blocked, both in the background divided into blocks and distributed on system knots. In 
need of obtaining the file, the client starts the Receive from a Cloud function, and to it from a cloud blocks 
of data of its file arrive and by means of an algorithm are packed in the file. The client can also give 
access to the directory to other users. 

The server part of the application (figure 2) serves for storage and processing of information arriving 
from  the  client.  Storage  is  carried  out  in data files which are broken into clusters. The cluster is in turn 
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Figure 2 – Scheme of work of a server part of a system 
 

broken into pages which are ranged on a 2-fold system. The size of a cluster is configured in settings of a 
system, the cluster contains multiple two the number of pages. For example, if the cluster consists of              
32 megabytes, then it contains 256 pages of 128 kilobytes in size. In the process of receipt of new 
information the system creates new clusters for data storage with various dimension of pages. 

All arriving data register in turn which monitors all processes of data recording. After successful 
completion of receiving the client block of data the system writes down this block in the data file and 
sends to the client the notice of successful receiving the block of data in the form of UID.  

"Client" is an ordinary computer device in the form of the personal computer, the server or any other 
intelligent device on which the software of "CLIENT" is installed. The client serves as a lock for login.  

"Knot" is a server with the installed software of "NODE".  
"Client" works with a system as with an abstract cloudy subsystem. Interaction of "Client" with the 

massif of knots is carried out under the one-to-many protocol (one to many). 
Any act of recording information into the system is pre-processed by a special algorithm that: a) splits 

information into unreadable components; b) adds dynamically generated redundant data to increase 
resistance to partial loss of split parts; c) generates a service metafile describing the created array. 

The act of record of set of the created data is implemented by their distribution on system Knots. Any 
act of reading information by "Client" from "System" is possible only by means of processing of data 
array received from "Knots" by an algorithm which can restore it, only knowing its metadata. The system 
knots making the distributed massif know only the limited number of the neighbors. No knot can know all 
system and knots making it. Knots can dynamically be connected and be disconnected in a system that 
does not affect operability of all system. Knots can exchange data and automatically update the gone parts 
of the stored information on the teams of the client. 

The client can become authorized on any knot of a system for work with all system. 
All information exchange between components of a system is carried out by means of channels in the 

form of virtual tunnels. 
The system is capable to sustain mass shutdowns and damages of Knots, up to 50% and more, 

depending on the size of a system and configuration parameters of an algorithm. 
The system does not demand certification regarding use crypto - algorithms as it does not use 

enciphering for protection of the stored data. It is possible to read data, having only restored them from the 
parts of information "smeared" in a system on "Client". Only the owner of a system (creator) or the one to 
whom the rights were delegated by him can restore data. Delegation of the rights does not mean transfer of 
rights to possession. The owner always has complete control over any changes in its files. 

Node is the software of knot installed on servers in local network of Datacenter I form network of 
storage of SAN. Knots interact with each other, updating information on the user database of a cloud and 
notifying neighbors on changes in structure of knots. Thus the transparent scalability of a system is 
provided. 
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шашыраған бастапқы ақпараттың бір битін де қамтуы мүмкін емес. Авторлар іске асырған жүйе қосымша 
қымбат резервтеу инфрақұрылымын талап етпейді, оңай масштабталады, кеңейтіледі, əрі сақтау бірліктерін 
қоса отырып, инфрақұрылым көлемінің ұлғаюына қарай деректерді сақтаудың қауіпсіздігі мен сенімділігі 
автоматты түрде артады. Деректерді ыдыратумен үлестірілген сақтау технологиясының негізгі базалық кіші 
жүйелерінің қауіпсіздік параметрлерін тестілеу нəтижелері алынды. Нəтижелер қауіпсіздік параметрлерінің 
қазіргі заманғы талаптарға сəйкестігін жəне тиісінше қымбат резервтеу инфрақұрылымы мен Backup басым-
дығын азайту мүмкіндігін көрсетті. Деректерді ажыратумен үлестірілген сақтау технологиясы сақтаудағы 
ақпараттың көптеген қатерлеріне жəне үлкен есептеулерге тиімді қарсы əрекет ету мүмкіндігін ашатын 
қауіпсіздіктің жаңа парадигмасын өзіне көрсетеді. 

Түйін сөздер: ақпараттық қауіпсіздік, бұлыңғыр технологиялар, деректерді үлестірілген сақтау, ажы-
рату. 
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ПАРАМЕТРЫ РАСПРЕДЕЛЕННЫХ БАЗ ДАННЫХ ИНФОРМАЦИОННЫХ СИСТЕМ ПРИ 
РАСЩЕПЛЕНИИ ДАННЫХ С ПРИМЕНЕНИЕМ АЛГОРИТМОВ МНОГОМЕРНОЙ ЧЕТНОСТИ 

 

Аннотация. К настоящему времени общепринятым методом предотвращения потери информации явля-
ется многократное резервирование, что приводит к огромным материальным затратам. Разработанная авто-
рами статьи система безопасности Big Data с применением алгоритмов многомерной четности, устойчивых к 
частичным потерям мест хранения, показала повышенный уровень безопасности, в частности при исполь-
зовании в облачных технологиях. В этом алгоритме данные расщепляются на большое число файлов, 
каждый из которых не может содержать даже одного бита рассредоточенной в облаке исходной информации. 
Реализованная авторами система не требует дополнительной дорогой инфраструктуры резервирования, легко 
масштабируется, расширяется, причем по мере увеличения размеров инфраструктуры с добавления единиц 
хранения автоматически увеличивается безопасность и надежность хранения данных. Получены результаты 
тестирования параметров безопасности основных базовых подсистем технологии распределенного хранения 
с расщеплением данных. Результаты показали соответствие параметров безопасности современным требо-
ваниям и, соответственно, возможность уменьшения доминирования дорогой инфраструктуры резервиро-
вания и Backup. Технология распределенного хранения с расщеплением данных воплощает в себе новую 
парадигму безопасности, открывающую возможность эффективного противодействия многочисленным угро-
зам хранимой информации и большим вычислениям. 

Ключевые слова: безопасность информации, облачные технологии, распределенное хранение, расщеп-
ление данных. 
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