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Introduction

Starting from the beginning of the Information age, humanity advanced its technologies in
multiple domains and number of unstructured and unconnected data has being growing exponentially.
Different domain experts and information sources could not follow standards and come to a consensus
[1]. In order to solve this significant problem, the concept of the Semantic Web, a hypertext web
extension, was introduced. It implies that any data can be shared and integrated within the World Wide
Web, having a form understandable by both humans and machines [2, 3].

Ontologies are considered as a further implementation of the Semantic Web concept and a
connecting link for information systems with different structures and applications. They define a
semantic structure of terms, which describe a data, and relations between those terms. Ontologies also
certify that data content is consistent, shared and understandable for both human experts and machines
[2, 4].

Manual and automated development approaches exist for constructing ontologies from sets of
data. The first approach is considered time and resource consuming, and so most of ontology
developers switched to the latter. Automated development of ontologies, also known as ontology
learning, is based on methods from information technologies fields such as natural language processing
(NLP), machine learning, data mining, information retrieval and knowledge representation. In order for
an unstructured data to transform into an ontology, an ontology developer should apply ontology
learning methodology in order to process that data and further evaluate developed ontologies [1].

Ontology learning methodology

1. Linguistics methods

Linguistics methods adapt methodology of linguistics onto formal language representation of
ontologies and they are used in conjunction with statistical methods and inductive logic programming.
Linguistics include pre-processing, terms and concepts extraction, and relations extraction methods
categories [1].
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1.1. Pre-processing
1.1.1. Part of speech tagging

Part of speech tagging allows matching words with their representative parts of speech and labelling
them with tags [1]. As stated by [1], there were three implementations of this method reviewed: Brill
Tagger, TreeTagger and Stanford CoreNLP API.

1.1.2. Sentence parsing

Sentence parsing is a part of syntactic analysis that discovers dependencies between every words and
arranges them in a parsing tree structure [1]. The authors in [1] reviewed applications of this method in
Principar, Minipar, Link Grammar Parser, Stanford Parser, GATE and Apache OpenNLP
implementations.

1.1.3. Lemmatization

Using this method words may be reduced to their normal forms [1]. As observed in [1], this method
was applied in Cornel API for a set of textual data and used with WordNet library.

1.2. Terms and concepts extraction
1.2.1. Syntactic analysis

In this method, data goes through several steps. Firstly, part of speech tagging is applied to sentences,
and then syntactic structures are extracted and analyzed in order to gain terms [1].

1.2.2. Subcategorization

Subcategorization is a concept, which claims that a specific number of certain forms are selected and
evaluated. Only those words are considered to create a concept [1].

1.2.3. Usage of seed words

Seed words are considered as base words, specific to a domain, which gives an opportunity for other
implementations to extract similar domain-related terms. Only relevant and semantically close words
are chosen [1].

1.3. Relations extraction
1.3.1. Dependency analysis

This method allows finding relations between terms in a corresponding parsing tree using their
dependency data [1].

1.3.2. Lexicosyntactic patterns

According to this approach, regular expressions are used in order to extract similar phrases according to
some patterns [1].
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2. Statistical methods

Statistical methods do not consider semantics layer of ontologies, but apply probabilities on early
stages of ontology development [1].

2.1. Terms and concepts extraction
2.1.1. C/NC value

C/NC value method evaluate multi-word terms and assign them scores. Scores depend on C value and
NC Value. The first value corresponds to valid group of terms in the corpus. NC value is a modification
of C value and used to find lengthier strings and group of terms that appear more frequently. The
longest groups forms a set of concepts [1].

2.1.2. Latent semantic analysis (LSA)

The latent semantic analysis algorithm applies singular value decomposition on terms matrix in order to
reduce its size while keeping the similarity structure. Terms which are part of one phrase are
considered to have a similar meaning [1].

2.2. Relations extraction
2.2.1. Formal concept analysis (FCA)

According to this approach, object or concepts are related with their attributes or properties. Using this
method, an attribute matrix of an object is used in order to find all clusters of attributes and objects.
The result of this approach is a hierarchical structure of both objects and their properties [1].

2.2.2. Hierarchical clustering

The hierarchical clustering method allows to group data elements into clusters using an appropriate
similarity measure such as cosine or Jaccard similarities [1]. Two strategies in the paper [1] are revised:
agglomerative clustering and divisive clustering.

3. Inductive logic programming (ILP).

Inductive logic programming is considered as a machine learning subfield that allows acquiring
hypotheses from existing knowledge and examples cluster using logic programming. ILP is applied at
the last stages of ontology development and considers its terms as an initial data [1].
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BBegenne. B ycnoBusix BBEIEHMsI YpE3BBIYAWHOIO MOJIOKEHHUA, B Mapre-amnpene 2020 roga
MHOTHUMH OpraHu3alusIMu Ha TeppuTopun Pecnyonuku Kasaxcran OblI0 MPUHATO pelIeHUE MEpEBECTH
CBOMX paOOTHHKOB Ha yIaJIEHHBINA pexXuM padoTsl. [Ipu sToM Hanbosee ynoOHBIM U 00ECTICYMBAIOIIIUM
0e3omacHoe coequaenue sBisiercst VPN moakiitodenue, Ipy yCIOBUU BBIIOJTHEHHS OTJCIbHBIX PaBHII
u TpeboBaHui HHPOpMaMOHHON 6e3omacHOCTH. OIHAKO, MOJIEb YTPO3 OPraHU3alMK YBEINUMBACTCS
IPU JJAHHOM BHJI€ TIOJKIIOUYEHUH PaOOTHUKOB K KPUTHUYHBIM MH(MOPMALMOHHBIM akTHBaM. B nanHoi
pabote OyzaeT onucaH JaHAmAadT yrpo3, a TaKKe MpeICTaBIeHa MOAEIb I 3allUThl UHPPACTPYKTYpHI
OpraHu3aly ¢ MIPUMEHEHHEM MaIIMHHOro 00ydeHus npu aHanuse VPN noxakmodeHnit pabOTHUKOB, a
TaKXe KJacCU(pUKalny MoIb30BaTeNIe-pabOTHUKOB Ha OT/IEIbHbIE BUBI TPYIIIIBI

Mopaenu yrpo3 yAaJd€éHHOro MOAKJIOYEHHUsl. YTPO3bl, KOTOPBIE JIOJDKHA pPacCMaTpuUBaTh
OpraHu3ainus, TpU TPEJOCTaBICHUH YAaJIEHHOTO JOCTYMa CBOMM pa0OTHHKAM MOXKHO pa3ieliuTh
COTJIaCHO JIBYM BHJIaM aKTHUBOB:

- pabouure cTaHIIUU PAOOTHUKOB, TIOJIKIIIOYAIOIINXCS YAAIEHHO;
- yIaI€HHOE CETEBOE COeTNHEHHE.

[TooGHBIE MOJIENTU Yrpo3 ONMUCAHBI B CIEAYIOMMX CTaThsiX [1-2]. Yrpo3sl, 00beqMHEHHBIE B TPYIIIIBI
10 CXO0’KECTH TUIIOB aTak, MpeJICTaBIeHbI B Tabuue 1.

Tabnuma 1. Moaens yrpo3 npu yaaJiéHHOM MOAKITIOYECHUN

VYrposa Onucanue

¥Yrpo3a B310Ma, IPUCYTCTBUSA [TockonbKy Ha TUYHBIE paboyue CTaHLIUU PAOOTHUKOB
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