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которые в свою очередь образуют глобальную сеть Интернет, с помощью которой в 
настоящее время злоумышленники и совершают большинство преступлении. 

В настоящее время в мировой практике стали использоваться такие понятия как 
кибероружие и кибершпионские программы, которые не попадают под законодательство РК, 
так как отсутствует их определения в законах и кодексах. Кибероружие – программное 
обеспечение или оборудование, предназначенные для нанесения ущерба 
в киберпространстве; кибершпионские программы - программа, которая скрытным образом 
устанавливается на компьютер, смартфон, персональный цифровой помощник с целью сбора 
информации о конфигурации компьютера, копировании информации из памяти устройства, 
копировании данных пользователя, аудио/видео записи пользователя или пользовательской 
активности без согласия последнего.   

Подводя итог, можно отметить, что интенсивное развитие технологий опережает 
реакцию законодателя, которому требуется время для адекватной регламентации в законах и 
иных нормативно-правовых актах отношений, возникающих в рассматриваемой сфере. 
Кроме того, очень важно разумно учитывать опыт других государств, которые, значительно 
раньше приступив к борьбе с преступлениями в сфере высоких технологий, выработали 
систему эффективных правовых средств этой борьбы, но которые также еще не пришли к 
единому способу регулирования кибепреступлении, в особенности преступлении 
совершенных используя всемирную сеть Интернет. Важно отметить необходимость 
совершенствования уголовного законодательства как с точки зрения применяемой 
терминологии и формулировок, так и по дополнению определяемых в главе составов 
преступлений, их квалифицирующих признаков и соответствующих составов. 
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Under the provisions of the Constitution of Kazakhstan On the right of every citizen to 
personal freedom (art. 16), the CPC RK believes that the introduction of house arrest as an 
alternative arrest is fully justified, since in cases that do not cause an objective need, the scope of 
arrest is narrowed.Procedural preventive measure in the form of house arrest, being an independent 
innovation, should be applied to special subjects of criminal procedural legal relations, as an 
alternative to arrest. 

Detailed legal regulation of house arrest as a preventive measure in connection with the above 
should be reflected in the decisions of the plenary session of the Supreme Court of Kazakhstan, 
normative legal acts of the Prosecutor General of Kazakhstan, departmental regulations acts of the 
preliminary investigation. 
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In the second section, "the concept, objectives and forms of house arrest" at the present time 
attention is paid to the revival of the Institute of house arrest, the ancient but entirely new to us. In 
this regard, the concept, purpose and forms of house arrest were considered as a preventive measure 
in criminal proceedings [1]. 

The concept of house arrest is subjected to hypothetical theoretical and legal analysis and 
formulates this definition. He understands the applied measure of procedural coercion of the suspect 
in exceptional cases in the presence and in the order provided by the criminal procedure law of the 
bases, leaving them in the state of "soft" isolation allowing to satisfy as much as possible the natural 
rights of the personality of the accused, the defendant for the purpose of ensuring appropriate 
behavior of the specified persons. It is proposed to clarify the meaning of "appropriate behavior" 
with the introduction of amendments to article 7 of the CPC RK. 

Therefore, analyzing article 139 of the code of criminal procedure "grounds for the 
application of preventive measures", comes to the conclusion that in the normal state is allowed to 
mix the concepts of "grounds" and "purpose" of the preventive measure.In this regard, they are 
invited to name article 139 of the CPC RK "purposes and grounds for the use of preventive 
measures".Consider, article 139 of the CPC RKinto two parts. Part one sets out the objectives of 
ensuring the proper conduct of the accused, namely: to prevent the objective investigation and trial 
of the case in court, to prevent criminal activity and to ensure the execution of the sentence, without 
exception from the body conducting the criminal process.Belonging of house arrest to the system of 
criminal procedural measures of restraint requires attention to its direct dependence on the General 
objectives of this institution. Based on the variety of preventive measures, as well as their 
differences from each other, justifies the proposal on the existence of its own purpose of house 
arrest.The special purpose of house arrest as a preventive measure is not to isolate the accused from 
society, with a preliminary restriction of freedom of movement and personal integrity in accordance 
with the interests of the bodies conducting the criminal proceedings. 

It should be assumed that the General purpose of house arrest and its modification in the form 
of a special purpose are aimed at ensuring the smooth movement of the criminal process at the 
appropriate stages.We believe that the purpose of house arrest can be implemented as a preventive 
measure in two forms: General and special. In this case, the General form is determined in 
connection with the use of house arrest as an initial or repeated preventive measure.House arrest in 
the form of an initial preventive measure may be applied to an accused at large or to a suspect 
detained under article 132 of the code of criminal procedure. The author refers to them cases of 
change of house arrest to other measures of restraint: more strict or softer. And when considered as 
a second preventive measure as house arrest, the accused is under arrest or another preventive 
measure not related to the restriction of freedom. 

It should be noted that house arrest as a preventive measure is "flexible". Its use is not 
associated with large material costs.The degree of justification of costs directly dependent, for 
example, of the legality and validity of his choice and further extension in the detention of the 
effectiveness of the proceedings and the length of time that a person is in custody.In this regard, 
house arrest does not depend on the ultimate infringement of the rights and freedoms of the 
individual. A person under house arrest may exercise his / her procedural rights and perform 
procedural duties, without being deprived of the opportunity to fully or partially use social benefits, 
without being isolated from the family and society. 

According to it, a special form of house arrest is its use in custody or without it, which largely 
depends on the historical tradition [2].Sharing the opinion of the applicant, professorsP.I. Lublinsky 
and S.A. Golunsky on the use of house arrest without arresting the accused, in the body conducting 
the criminal process, there is no substantial reason to fear the escape of the accused. In addition, 
according to the applicant, it does not exclude the possibility of the accused to perform his duties at 
the place of work or service.Analyzing the issues of house arrest as a preventive measure, it comes 
to the conclusion that their legal nature is associated with ambiguity and uncertainty. This fact gives 
an unclear interpretation in the body in charge of the criminal process regarding the grounds, 
conditions of its application and the procedure of production.We substantiate the proposal that 
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house arrest is a synthesis of several types of preventive measures, the source of which must be 
sought in the theory of criminal procedure. Researcher proves scientific views M.S. Brainin and P.I. 
Lublinsky. They said at the time the accused can be avoided in some cases, the use of detention by 
the combined use of other simple measures and at the same time allowed the simultaneous 
application of two measures. 

The author points out that in modern law enforcement practice there is a strictly targeted 
choice of preventive measures, critically assessing the possibility of applying to the accused 
(suspect) at the same time two or more preventive measures. 

That is, the peculiarity of house arrest is that in its legal nature, none of the preventive 
measures acting on recognizance not to leave and proper behavior, perfectly combined signs of a 
preventive measure, such as arrest. At the same time, the core of successful implementation of the 
considered measure of restraint is supervision and protection of the place of residence of the 
arrested.Under supervision, there are elements of control containing elements of supervision that 
form the basis of preventive measures, such as the transfer of a minor under the supervision and 
control of the command of a military unit for the military. 

On the basis of a generalization of the legal nature of house arrest, the applicant notes that the 
restrictions imposed on the arrested person by the body conducting the criminal proceedings, to 
some extent isolate him from society. The supervision of the conduct of the accused and the 
protection of his / her place of residence create conditions for that person to abscond from the body 
conducting the criminal proceedings, as in detention, prevent the investigation, the trial of the case, 
do not interfere with the criminal activity and the enforcement of the sentence [3]. 

It should be noted that the grounds for the use of house arrest as a preventive measure are the 
unlawful acts provided for by law or the real possibility of their Commission.In accordance with the 
above grounds, article 139 of the CPC RK shall be submitted in the following wording: "if there is 
evidence of the Commission by the accused of the actions referred to in part one of this article, or 
other sufficient data on the possibility of their Commission, the body conducting the criminal 
proceedings, within its powers, shall be entitled to apply to this person one of the preventive 
measures provided for in article 140 of this Code." 

The General grounds are sufficient factual data on the Commission by the accused of an act 
preventing the initiation of criminal proceedings or its preparation. Exceptional persons include: 
Commission by a person of a crime with a sanction in the form of imprisonment for a term of more 
than two years, in exceptional cases up to two years; involvement of a person as a suspect, accused 
in a certain procedural case; existence of a sanction of the Prosecutor or a court decision (judge) on 
the application of this preventive measure.Conditions of application of a preventive measure adhere 
to the position which are procedural factors without which it is impossible to provide legality and 
justification of their choice [4]. 

In this regard, it is recommended to divide the conditions of detention at home into General 
and special. The condition for the application of the preventive measure is that the accused has a 
home under house arrest. It should be noted that paragraph 42 of article 7 of the CPC RK does not 
fully apply the concept of "housing" to house arrest and requires clarification. 

The procedure for applying house arrest is complex and less regulated than other preventive 
measures. 

In the Criminal procedure legislation, there are sufficient types of coercive preventive 
measures to ensure the proper conduct of the accused, the suspect in exceptional cases. In this case, 
a preventive measure provided for in Chapter 18 of the code of criminal procedure is issued. In 
accordance with article 136 of the CPC RK, if there are sufficient grounds for the suspect, the 
accused, there are grounds for the application of preventive measures: 

1) hiding from the court or preliminary investigation, the inquirer; 
2) continues to engage in criminal activity; 
3) the suspect, the accused is hiding from the criminal prosecution or the court, or interferes 

with the objective investigation or trial of the case. 
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With respect to a suspect or accused by a court decision, as a preventive measure, home 
detention is chosen if it is impossible to apply another preventive measure of a milder type of 
preventive measure, and is characterized by control over the suspect or accused in the home, partly 
or completely because of isolation from the society, at the location of which the owner, direction or 
other restrictions are established on a legitimate basis. Given the state of health of the suspect or 
accused, the place of house arrest can be determined by a medical institution [5]. 

Stay in house arrest is selected for up to 2 months. The term of house arrest is considered 
from the date of the court decision on the election of this type of preventive measure against the 
suspect or accused.If the preliminary investigation cannot be completed within a period of up to two 
months and in the absence of grounds for changing or cancelling the preventive measure, this period 
may be extended again by a court decision determined in the manner prescribed by article 151 of 
the CPC RK. The investigating judge may impose the following restrictions and (or) prohibitions on 
the election of house arrest as a preventive measure, taking into account the identity of the suspect 
or accused and in specific cases: 

1) travel outside the place of residence, home; 
2) communicate with some people; 
3) send and receive postal and Telegraph messages; 
4) the use of ICT and communications in a network "the Internet". 
Depending on the actual state of the suspect or accused and the severity of the charge, the 

court may impose other restrictions provided for in article 146 of the CPC RK. These restrictions 
can be changed by court at the request of the investigator or the investigator who is in production of 
criminal case, and also the suspect or accused, his defender, the legal representative. The suspect or 
accused shall not be limited to the right to use telephone communication for the intervention of the 
investigator, the investigator with the body supervising, as well as in the event of an emergency 
situation with emergency services, law enforcement officers, to call an ambulance. In the event of 
such circumstances, the suspect or accused shall notify the monitoring body. 

Control over the conduct of the suspect or accused in the place of execution of the preventive 
measure in the form of house arrest, as well as restrictions and prohibitions established by the court 
are carried out by the Executive authority, the functions of supervision and supervision in the field 
of execution of criminal penalties against convicted persons. Audio-visual, electronic and other 
technical means, the list of which is determined by the Government of the Republic of Kazakhstan 
and the order of application may be used for the purpose of control. 

This procedure provides as follows: 
- about the forthcoming court session the investigator or the investigator in which production 

there is a criminal case, on consideration of a question of election of a measure of restraint in the 
form of detention concerning the suspect or accused informs Executive inspection. 

- the following documents are prepared by the investigation and inquiry bodies in order to 
control the person against whom the court has chosen a preventive measure in the form of 
detention: 

- information on the committed crime, summary information on the client concerning the 
person concerning whom the measure of restraint in the form of house arrest is chosen, information 
on location of the person concerning whom the measure of restraint in the form of house arrest of 
the medical organizations is chosen, contact numbers of the investigator, the investigator in which 
production there is a criminal case, and also data on persons concerning whom the measure of 
restraint in the form of house arrest is chosen, are forbidden; 

- a copy of the passport of the person in respect of whom the preventive measure in the form 
of house arrest, or a copy of other identity documents; 

Certificate of the presence or receipt of a passport or other document for citizens of the 
Republic of Kazakhstan, carrying out entry and exit to the Republic of Kazakhstan. 

About the direction of criminal case to the Prosecutor for the statement of the indictment or 
the indictment, the indictment the investigator or the investigator in which production there is 
criminal case within 24 hours notifies activity of body exercising supervision on the direction of 
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criminal case to the Prosecutor. Within 24 hours after the court has issued a decision on the election 
of a preventive measure in the form of house arrest against the suspect or accused, the investigation 
or inquiry bodies shall send documents to the Executive body. The bodies of investigation or the 
bodies of inquiry of the criminal case, which were in production, within 24 hours inform the 
Executive body of changes in the information contained in the documents. The Supervisory 
authority shall inform the bodies of inquiry or the investigating authorities of the arrival of the 
information and the said documents on the crimes in the proceedings. 

Upon receipt of the decision, the Supervisory authority shall begin to implement the 
restrictions and prohibitions established by the investigating judge and monitor the place of 
execution of the preventive measure in the form of house arrest, the location of the suspect or 
accused [6]. 

On the day of receipt of the decision, the Supervisory authority shall register the person 
against whom the decision on the election of a preventive measure in the form of house arrest in the 
journal of incoming correspondence in the register and shall register the person against whom the 
preventive measure in the form of house arrest has been chosen. 

At the initial meeting, the Supervisory authority conducts explanatory work to the person in 
respect of whom a preventive measure in the form of house arrest has been chosen. 

The Supervisory authority to ensure control over the person elected as a preventive measure 
in the form of house arrest, and to supervise the courts of restrictions and prohibitions: 

- decides on the use of audiovisual, electronic and other technical means of control in respect 
of a person against whom a preventive measure in the form of house arrest has been taken; 

- at any time (except at night), at least twice a week, an inspection is carried out against a 
person for whom a preventive measure in the form of detention at the place of execution of the 
same preventive measure has been chosen. In the absence of prohibition and (or) restrictions on use 
of means of communication concerning the person concerning whom the measure of restraint in the 
form of house arrest is chosen, control with use of means of telecommunication at least twice a 
week with indication of inaccuracy of the monthly document (sheet) is made in the place of 
execution of the same measure of restraint 

- if concerning the person concerning whom the measure of restraint in the form of house 
arrest is chosen, court allowed or are forbidden by court out of the place of execution of the same 
measure of restraint during in the place of work and (or) study concerning the person concerning 
whom the measure of restraint in the form of house arrest is chosen, court of prohibition and (or) 
restrictions with indication of results of the monthly sheet of control are carried out at least twice a 
month 

In case of violation by the suspect or accused of requirements to execution of the same 
measure of restraint in the form of the measure of restraint chosen concerning house arrest, the 
investigator, the investigator has the right to submit the petition for change of a measure of restraint. 
If after appointment of judicial session in violation of the requirements for the execution of the 
measure of restraint in the form of house arrest, this measure may be amended on the proposal of 
the Supervisory authority. 

The decision of the authorized person on application of a measure of restraint can be made as 
providing legal assistance for the purpose of possibility of transfer of the person or ensuring 
execution of the order. 

The severity of the criminal act provided for in paragraph 3 of article 137 of the CPC RK, 
information on the identity of the suspect and the accused, his age, health status, marital status, type 
of work and other provided circumstances affect the formation of internal trust of the official. 

Compulsory preventive measures in criminal proceedings ensure the proper conduct of the 
participants, except for the suspect and the accused, for example, appearance on call, have an 
impact on the victim and witness. The preventive nature of this measure is clearly provided by the 
law: the investigator, the investigator or on the call of the court undertakes to be a person in a timely 
manner, as well as to report a change of residence. 
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However, in order to force the use of restraint, failure to perform obligations should not 
formalize the completed illegal act, in another case it loses the meaning of its application and 
affects other types of coercion. In accordance with this procedural obligations should be long-term 
performance, or consist of a plurality of mandatory actions. Mandatory subjects must be clear that 
the implementation of certain actions necessarily simultaneous in the corresponding period. 
Unfulfilled procedural obligation is an illegal action to eliminate the preventive measures provided 
by the law aimed at ensuring the fulfillment of legal obligations and its termination. 

The application of preventive measures is governed by General and special rules of Criminal 
procedure. In paragraph 1 of article 136 of the code of CPC RK the investigator, investigator and 
judge during the election of a preventive measure shall make a decision, and the court shall make a 
determination for the election of this preventive measure and with reference to the content of a 
suspicious and indictable crime of a person. A copy of the decision or determination shall be 
handed over to the person made in respect of the case, as well as to his / her counsel or at the 
request of the legal representative. 

The preventive measure in the form of detention is replaced by a light form when the medical 
report issued on the results of the medical examination of the suspect or accused who committed the 
crime and the establishment of a serious illness that is an obstacle to detention is confirmed.The 
procedure for drawing up a medical report and the procedure for medical examination by the 
Government of the Republic of Kazakhstan are determined by the list of serious diseases that 
prevent the detention of the suspect and the accused who committed the crime [7]. 

According to the decision of the investigator, the investigator or by definition of court the 
measure of restraint changes or is cancelled.In the decision (definition) needs to be changed which 
reason to be considered when applying measures of restraint, and the reasons of the impossibility of 
leaving the previously chosen measure of restraint. 
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