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combination of traditional methods with Al-based enhancements applied ensures that hand-drawn
animation continues to be a living and breathing art form in the digital era.
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AHAJIN3 DOOEKTUBHOCTH DDOS CETEBOM ATAKH HA 10T YCTPOMCTBO

AOGCTpaKTHBII

B sto0if crathe o0cyxknaercss DDoS-ataku 6onee aeransHo. DDoS (Distributed Denial of
Service) ataku MPEACTABISIOT COOOW CEPhE3HYIO yrpo3y Ui OHJIAMH-PECYpCOB, BKJIOYas BeO-
caiiTel, cepBepa u cetu. OHU MOTYT OBITH IPOBEACHBI 3TI0YMBIIINIEHHUKAMU C LIEJIbI0 Mapain30BaTh
paboTy 1eneBOl CUCTEMBI, HE O3B0 MOIb30BATENSAM OMy4aTh JOCTYII K CEpBUCAM.

Kurouessble ciioBa
Kubepbe3omnacHocts, nHGOpMaImoHHast 0€30MacHOCTh, KHOepaTaka

1. Beegenue

DDoS-ataka — pacnpesieneHHas aTaka, HalpaBlIeHHas Ha OTKa3 B oOcCiyKuBaHUH. B
pe3ynbTaTe aTaku TaKoro TUIIA aTaKyeMbli CETEBOM pecypc MoTydaeT JJaBUHOOOpa3HOE KOJIMYECTBO
3aMpocoB, KOTOpPbIE HE ycneBaeT 00padoTaTh. VICTOYHMKOM BPEJOHOCHBIX 3aIPOCOB SIBIISIFOTCS TAK
Ha3bIBa€Mble 30MOHU-CETH, COCTOSALIME OOJblIed YacTbl0 M3 KOMIIBIOTEPOB  OOBIYHBIX
II0JIB30BATENEH, B CHIy KAaKMX-TO NPUYMH 3apakeHHbIX BpenoHOcHbIM I10. Kpymueim DDoS-
aTakaM IOJIBEPraroTCsl CalThl IPaBUTEIBCTBA U OPraHOB BIIACTH, calThl Benymux [T-koprnopanus
Amazon, Yahoo, Microsoft u T.1.

OTH MOIIHBIE KOPIOPALMH, HUMEIOIINE OTPOMHBIE PECYPCHI, HE BCETAa MOTYT CIIPABUTHCS C
aTakaMHu M OTPa3HUTh HamajJeHue. ExkeroqHo pasinyHble KOMIAHUH, IPEIOCTABISAIONINE YCIYTH B
obOnactu oOecriedeHuss HMH(POPMAIIMOHHOW OE€30MacHOCTH M MPOTUBOAEUCTBUSA KuOepaTakam,
¢buxcupyrot yBenmnuenne konumdecta DDoS-atak u nx MomHocTh. [lepuogundeckue cooOmeHus B
CpeAcTBaX MaccoBOM MHGpOpPMAlMU O HEJOCTYIHOCTH TE€X WJIM HHBIX PECYpCOB B pe3yJbTare
pacrpeielIeHHbIX aTaK, HAallpaBJIEHHbBIX HAa OTKa3 B 0OCIyXHUBaHUU, TOBOPAT O HeI()(eKTHBHOCTH
CpEeACTB MPOTUBOJIEHCTBHS TaKOro poja arakaM. Ha (oHe yka3aHHBIX Bblle aTak K Bexymum IT-
KOpPIIOpalsM TakXe YBEJIMYMBACTCS KOJIMYECTBO aTaKk M K HEOOJBIIUM, «CPEIHUM) caiTam,
KOTOpBIE 10 HEJAaBHETO BPEMEHU HE MPEACTABIISIN UHTEPECA JUIs 3I0YMBIIITIEHHUKOB. OqHaKo, B
HacTosIllee BpeMs, B CBSI3U C YBEIMYEHHEM UX BaXKHOCTU M BOCTPEOOBAHHOCTH, NEepedOU B HX
pabote MOTyT OBITh KpUTHYHBIMHU.
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2. Teopernueckasi 4acThb

Bwmecre ¢ 3TUM MEHSAIOTCSI 1 MOTUBBI, KOTOPBIE ABMXKYT 3JI0YMBIIIJIEHHUKAMU, €CIIH PaHbllIe
Cpeau MPUYMH BO3HUKHOBEHUs] DDoS-aTak MOXHO ObLIO BBIIEINUTH NPOTECT, XYJIUTAHCTBO U T.1.,
TO cerojiHs Bce yaiie DDoS-ataku SBASIOTCS ClIeICTBUEM IIaHTa)Xa U ClIocoOOM BbIMOIaTeIbCTBA
neser. Oto nepeBoautr DDoS-aTaku U3 MIOCKOCTH €IMHUYHBIX HMPOTECTHBIX AKIMHA B 001acCTh
KPUMHHAIBHOTO OW3HEca, KOTOPHI HE OrpaHUYMBACTCA 5 BBHIMOTATEIbCTBOM, HO M SBISETCA
UHCTPYMEHTOM SKCTPEMHUCTCKUX U TEPPOPUCTHUUECKUX opranusanuii. CeroHs Bo BCEM MUPE CTAIIU
OOBIYHOM CHUTYaIlMel aTaku Ha CalThl TOCYIaPCTBEHHOW BJIACTH HaKaHyHE BHIOOPOB MIIM BAXKHBIX
NoJUTUYECKUX coObITUH. [Ipuuem eciu BbI3BaTh OTKa3 B pabOTe KPYMHOI'O pecypca, UMEIOLIEro B
CBOEM apCEHaJIe aKTUBHBIE CPEJCTBA MPOTUBOJACHCTBUS, MOXKHO, MOXKaJyH, TOJbKO 3alI0JIHEHUEM
BCeil OJI0CHI MPOINYCKaHUs KaHajla CBS3HU, YTO BeYeT HEOOXOIMMOCTh B CO3aHUH U MOJIEPKAHUU
JOCTaTOYHO OOoJbIIoN OoT-cetn. To I mapanu3anuu HEOOJBIIOTO PErMOHABHOTIO pecypca
JOCTaTOYHO HEOOJBIIOM IO MOLIHOCTM aTaku M Kak CcJeJCTBHE HeOOJbIIoi O0T-ceTH.
OOcny)XuBaHUEe U MOJJEP)KAHUE TaKUX OOT-CeTell SABJISETCS MEHEE 3aTpaTHBIM, U MOTEHIUAIBHO
CO3J1aTh TAKHUE CETU MOXKET OoJIblIee KOJIMYECTBO 3JI0YMBIIIICHHUKOB.

OtoT (akT Ha (OHE OTCYTCTBHUS AaJEKBATHBIX CPEJICTB MPOTHUBOJCHCTBUS NIENACT yTPO3bI
0€30I1aCHOCTH PErnoHaIbHBIX pecypcoB B pe3ynbrate DDoS-arak oco6eHHo 3HaunMbIM. C 0HOM
CTOPOHBI, JUISI TPOTHUBOJCHCTBUS TAKMM aTakaM MOTYT ObITh 3()()EeKTUBHO MPUMEHEHBI CPE/ICTBA,
IIpeIHa3HAYEHHBIE JUIsl OTPaKEHUs KPYNHBIX aTtak. C Apyroil — BHEAPEHUE U NMOAAEPKAHUE TaKUX
CPEICTB SKOHOMHYECKH 3aTpaTHO M HE MO KapMaHy pErHoHajJbHBIM pecypcaMm. Cpezactsa
MPOTUBOJEHCTBUS, ClIENUATU3UPOBAHHBIE IMEHHO Ha oOecredeHrne 0e30MacHOCTH HEeOONbIINX U
CPEHUX PECypCcOB, IMOJYYMJIM MEHBIIEEe pa3BUTHE M3-3a IpeodsafaHusl B MPOILIOM HMEHHO
KpynHbIX aTak. M B HacTosiee BpeMs OTCTAIOT OT 3BoJIoIMK camux DDoS-artak.

3. [IpakTHyeckas 4acTb

HevictButenbHo, DDoS-aTaku (ataku pacnpeieieHHOro oTkasa B 00CIy)KMBaHUU) SIBISIOTCS
cepbe3Hoi yrpo3oit nmnsi Murtepnera Bemiedt (IoT) u3-3a UX NOTEHIMAIBHOW CIIOCOOHOCTH
napajan30BaTh yCTPOICTBa, CBA3aHHbIE ¢ IHTepHETOM 1 1axe Lenble ceTu. AHanu3 3¢ (heKTUBHOCTH
DDoS-arak Ha ycrpoiictBa [oT wumeer Oombiioe 3Ha4YeHHE JUIsI TOHUMAHUS BO3MOMHBIX
MOCTIE/ICTBUM TaKUX aTak M pa3pabOTKU Mep MO UX 3alluTe.

Korna IoT-ycrpoiictBo monsepraercs DDoS-atake, Harpy3ka Ha ero ceteBoil mHTepdeiic
CYILIECTBEHHO IOBBIIIAETCS U3-3a MMOTOKA 3allPOCOB, MOCTYNAOMINUX OT 3JIOBPEIHBIX MCTOYHHKOB.
OTO0 MOXKET IPUBECTU K MEPETPY3KE PECYPCOB YCTPONCTBA, CHUKEHHUIO €T0 ITPOU3BOIUTEIILHOCTH
WU TIOJTHOMY OTKa3y B oOcmyxuBanuu. Kpome toro, DDoS-araku nHa IoT-yctpoiicTBa MoryT
HCIOJIb30BATHCS KaK Croco0 OTBJIEYEHUs BHUMAHUS OT JPYTUX BUAOB KHOEpaTak, yTo JIeNaeT ux
eiie 6ojee OnacHbIMU.

Hns ouenku s3¢p¢dextuBHoctH DDoS-atak Ha loT-ycTpoiicTBa mpoBOASTCS pazIHyuHBIE
WCCIIEIOBaHMs, BKIIOYAIOUINE aHAJINW3 YPOBHS IMPOIYCKHOM CHOCOOHOCTH, BPEMEHM OTKIJIMKA U
YCTOMYMBOCTH K arakaM. VccrmemoBaTenu Takke M3y4alOT METOAbl OOHAapyKeHHs |
MPEeIOTBPALLECHHUS TAKUX aTakK, a TAK)Ke MEPHI M0 MOBBILIEHUIO Oe30macHocTH yeTpoicT 10T.

OnHuM u3 croco6oB 3amuTsl 0T DDoS-arak Ha ycrpoiictBa [oT siBisiercst ucnonb3oBaHue
CHeIHabHBIX CHUCTEM OOHapyKeHHsS BTOPKEHUH, MEXaHU3MOB (uiIbTpauuu Tpaduka U
IPUMEHEHHE YCWJIEHHBIX METOAOB ayTeHTHU(UKAUK U mHpoBaHus. Takxke BaXHO MPOBOIUTH
OOHOBJICHUS TIPOTPAMMHOTO O0OECIIEUEeHUsST YCTPOMCTB M CIEIWTh 3a HMX O€30MacHOCThIO Ha
MIPOTSKEHUH BCETO UX JKU3HEHHOT'O IIUKJIA.

B uenom, anamu3 sddexruBHocTH DDoS-arak Ha loT-ycTpoiicTBa siBIsieTCs Ba)KHOM
obnacThio HccienoBaHui B cdepe kuOepOe30macHOCTH, KOTOpas MOMOTaeT pa3BHBAaTh HOBBIC
METO/bI 3aILUThI U 00€CIeUnBaTh HAJEKHYIO padOTy YCTPOUCTB, CBSI3aHHBIX ¢ MIHTEpHETOM.
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Onnoit u3 xapakrepuctuk DDoS-atak siBasieTcss MX pachpesesieHHas MpUpoja, Koraa
aTaKyIoLIMEe UCIOJIb3YIOT OOTHETHI MM JPYTrue KOMIPOMETUPOBAHHbBIE YCTPONUCTBA 11l T€HEepaLU
6osb1I0r0 0O0BeMa TpaduKa, HAPABICHHOTO Ha I[ETb. TO CO3/Ia€T BHICOKYIO HArPY3KY Ha IEJIEBYIO
CUCTEMY, U, B PE3YJIbTATE, CEPBUC CTAHOBUTCS HENOCTYIIHBIM JUIsl IESTUTUMHBIX IIOJIb30BATENICH.

Jnsa 3amutel o DDoS-arak cyniecTByloT pas3indHbIE METOJIbI, BKIIIOUYAs HCIIOJIb30BAHUE
CIELUAIN3UPOBAHHBIX alllapaTHBIX YCTPOICTB U MPOrpaMMHOI0 00eceueH sl, 00JauHbIe CEPBUCHI
3anmThl 0T DDOS, HacTpoiiKy MeXaHM3MOB OOHApYKEHHs aTak M MHOTOCIOHWHBIE CHCTEMbI
3aIUTHI.

Ob6cyxnenne DDoS-atak Takke BKIOYaeT B ceOsi pacKpbITHE MX PA3IMYHBIX THUIIOB
(HampuMep, aTaku Ha yPOBHE CETH, IPUJIOKEHUS WM IPOTOKOJIA), MacIuTaboB, Lieiel (Harnpumep,
0aHKH, TOCYJapCTBEHHBIE YUPEKICHUS, KOMIIAaHUN) M TIOCIEACTBUN JUIs Ou3Heca U oOmiecTBa B
LIEJIOM.

Taxoke BaKHO OOCYIHMTH MEpHI MPEIOCTOPOKHOCTH, KOTOPHIE MOTYT OBITh NMPHHSATHI JJIS
3aMThl cedst miM cBoed opranuzanuu or DDoS-atak, 4yToObI MHUHUMHU3UPOBATH BO3MOKHBIE
YOBITKH U 00ECTICUNTh HEMPEPHIBHOCTH OM3HECA.

KoneuHo, g Mory mnpemocraBuTh BaM MHpumep rpaduka, HIUIIOCTPUPYIOLIETO
xapakrepuctuku DDoS-araku. [lns HarasggHOCTH MpencTaBUM BpEMEHHBbIE 3aBUCUMOCTH
MHTEHCUBHOCTHU aTaKU U €€ BO3JCHCTBUS Ha LIEJIEBYIO CUCTEMY.

[IpencraBuM, uTo TO Och abciucc y HAac OyAyT OTJIOXKEHBI BPEMEHHBIE WHTEPBAJIBI
(HammpuMep, Kax/Iplii Yac), a o OCH OpAMHAT - YPOBEHb TpaduKa UM UHTEHCUBHOCTb 3aIIPOCOB,
MOCTYMNAIOIINX Ha LIEJIEBYI0 CUCTEMY.

Zombies &%
Victim

MEbI MOXXeM YBHUIACTH CICAYIOIIUC OCHOBHLIC MOMCHTRGI:
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1. Hauano araku: Bo3pacranme rpaduka co BpeMEHEM, YTO yKa3bIBaeT Ha yBEIHUYCHHE
Tpaduka uz-3a DDoS-araku.
2. Ilux narpy3ku: MakcumanbHass TOYKa Ha rpaduke, IMOKa3bIBAIOLIas HAUBBICIIYIO
MHTEHCUBHOCTb aTaKU.
3. AnuTenbHOCTh aTaku: BpeMeHHOo# MHTepBall, B TE€YEHNE KOTOPOTO aTaka MpoJ0JIKAETCS.

4. 3aBepmienue ataku: CHkeHHe rpaduka O HYJIEBOTO YpPOBHs, ITOKa3bIBaroOIEe
OKOHYaHUE aTaKy U BOCCTAHOBJIEHHE HOPMAJIBHOTO TpaduKa.

I'pa¢puk DDoS-ataku MOKeT UMETh pa3ndHble (POPMBI B 3aBUCUMOCTH OT TUIIA aTakKu, €e
MacmTada U IpoJ0JDKUTENBHOCTH. Takue rpaduku Mo3BOJSAIOT aHATU3UPOBATh XapaKTEPUCTUKU
aTaku, ONpeNeNsATh €€ MOBEICHNE U MPUHUMATh MEPHI 10 3aIIUTE OT MOJA00HBIX COOBITHI.

3akiao4enue

3akmoueHne DDoS-ataku urpaer BakHYIO pOJIb B BOCCTAHOBJIEHMH HOPMaJbHOIO
(YHKIIMOHMPOBAHUS 11€JIEBOM CUCTEMBI IOCIIe TOT0, Kak OHa ObL1a mojBepruyTa atake. IIporecc
3akmoueHuss DDoS-araku Bkitodaer B ce0sl HECKOJIBKO 3TAIoB:

1. OGHapyxenue araku: IlepBoouepenHas 3agada - oOHapyxuTh ¢akT DDoS-aTaku kak
MO>KHO panblue. J{i1s 3Toro Tpedyercs cucreMa MOHUTOPUHTA, CIIOCOOHAsi aHAIM3UPOBATh Tpaduk
Y BBISIBJIATH aHOMAJIUU, XapaktepHble ais DDoS-arak.

2. OtBetHble Mepsbl: [lociie 0OHapykeHus: aTaki HEOOXOUMO MPUHATH MEPHI [0 CMATUEHUIO
ee BO3JIeHCTBH. DTO MOXKET BKJIIOUATh B ce0s1 HACTPOHKY GMIbTpoB Tpaduka, 6okupoBanue IP-
a/IpecoB 3JI0YMBIIIJIEHHUKOB, MiepepacipeiesieHie Harpy3Ku U T.J1.

3. BoccranoBinenue cepBuca: Ilocie 3aBeplieHuss aTraku CIE€IyeT BOCCTAaHOBHTH
HOpMajbHOE (YHKIMOHUPOBAHHE LEIEBOW CHUCTEMBI. OTO MOMKET NOTpeOOBaTh MPOBEPKU
MPOrpaMMHOTO U almapaTHOro oOecledYeHHs Ha HaJM4Me YsA3BHUMOCTEH, a TaKKe pPe3epBHOTO
KOIMPOBAHUSA JAHHBIX, €CJIM OHU MOCTPAJalId B PE3yJIbTaTe aTaKU.

4. Anamu3 uHumzaenra: Ilocme TOoro kak cucTeMa BOCCTaHOBJIEHA, BAXKHO IPOBECTHU
JeTalbHbId aHaM3 WHOHAEHTa DDoS-ataku. DTO MOMOXKET MOHATh XapaKTEPUCTHKH AaTaKH,
BBISIBUTH €€ cja0ble MecTa M HPUHATh MEpbl A MPEJOTBPALCHHUS IMOAOOHBIX CUTyalMil B
Oymymiem.

3axmouenne DDoS-araku TpedyeT KOMIUIEKCHOTO TOIX0/Ia ¥ ONIEPATUBHBIX EHCTBUHN st
MUHHMH3AIUA  yiepOa, BOCCTAHOBIEHUS pPabOTOCIIOCOOHOCTH CHCTEMBI W TPEAOTBpAICHUS
MO0OHBIX MHIIUICHTOB B OYIyIIIEM.
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ONTOLOGICAL MODELS OF THE KAZAKH LANGUAGE FOR SECONDARY
EDUCATION

1. Introduction

In the context of digitalization of education, the development of intelligent learning systems
capable of interacting with users in the state language is of particular importance. In our country,
such a language is the Kazakh language, and its integration into digital environments requires deep
formalization. The creation of intelligent textbooks in the Kazakh language is possible in the
presence of an ontological model reflecting the structure and content of school programs. Ontology
provides systematization, formalization and semantic links between key concepts, which is
especially important for agglutinative languages such as Kazakh. Previous studies [1-3] show the
effectiveness of ontological approaches in formalizing the morphology and semantics of the Kazakh
language, which confirms the relevance and scientific significance of this work.

2. Methodology

Kazakh language textbooks for grades 2-4, available on the Okulyk.kz platform [4], were
used for constructing the ontology. The selection of terms was carried out manually, taking into
account frequency, educational significance, and alignment with curricula. Lexical and grammatical
units (parts of speech, grammatical categories, syntactic structures, etc.) and explanatory terms (text,
dialogue, message, etc.) were identified. The model was created in the Protégé environment [5],
using the OWL formalism, which ensures compatibility with international ontologies and platforms.
The ontology structure implements a hierarchy of concepts, including classes, subclasses, and
properties, reflecting semantic relationships

3. Results

The developed ontology encompasses educational levels by grade, and is also organized
according to a hierarchical principle: key classes such as vocabulary, grammar, phonetics, and
orthography are identified, each of which is subdivided into subclasses (for example, parts of speech,
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