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fundamental reassessment of cryptographic design and implementation to address 6G’s unique
challenges.

Given 6G’s imminent deployment, this research underscores the urgency of transitioning to
advanced cryptographic frameworks, validated through practical testing, to safeguard data integrity
against evolving technological paradigms.

Ultimately, this study provides a strategic blueprint for 6G security, harmonizing proven
methodologies with innovative advancements to deliver a resilient, adaptable framework capable of
meeting the demands of next-generation telecommunications.

In the end, this study maps out 6G security—combining today’s best with tomorrow’s bold ideas to
build a strong, smart shield for whatever’s next.
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APPLICATION OF MACHINE LEARNING AND AUTOMATED PROCESSES IN
DIGITAL FORENSICS

Abstract. Digital forensics plays a pivotal role in investigating incidents and crimes involving
digital data, leveraging technological footprints left by users in cyberspace. With the exponential
growth in data volumes, traditional forensic techniques often fall short, necessitating the integration
of machine learning (ML) to enhance efficiency and accuracy. This paper explores the applications
of ML in digital forensics, including anomaly detection, malware identification, and user behavior
analysis. Key ML methods such as classification, clustering, and autoencoders are discussed for
their utility in automating evidence analysis, detecting cyber threats, and restoring compromised
data. Despite its advantages, ML faces challenges like data quality requirements and computational
demands. The paper emphasizes the evolving role of ML, projecting advancements in automation,
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real-time threat detection, and quantum computing integration. Conclusively, machine learning is
identified as a transformative force in modern and future digital forensics, underscoring its criticality
in strengthening cybersecurity frameworks.

Keywords. Digital forensics, machine learning, anomaly detection, malware analysis, user
behavior analysis, autoencoders, cybersecurity, data restoration, quantum computing, automation.

Introduction.

Digital forensics plays a crucial role in investigating cybercrimes and analyzing digital
evidence. While traditional forensic methods, such as manual log analysis and signature-based
malware detection, have been effective (Casey, 2011), they struggle to keep pace with the
exponential growth of data and increasingly sophisticated cyber threats (Qadir & Varol, 2020).
These methods often suffer from scalability limitations, high false positive rates, and an inability to
detect novel attack patterns in real-time.

Machine learning (ML) offers a promising solution by automating complex forensic tasks,
including anomaly detection, malware classification, and behavioral analysis. We hypothesize that
integrating ML into digital forensics workflows can enhance the speed and accuracy of
investigations by 30-50%, reducing the reliance on manual processes and improving threat
detection capabilities.

Existing research highlights the potential of ML in cybersecurity (Chio & Freeman, 2018;
Sarker, 2023), yet its structured integration into forensic workflows remains underexplored. This
study aims to systematize the application of ML in digital forensics, evaluate its advantages and
limitations, and demonstrate practical implementations through real-world case studies. By bridging
this gap, we provide a comprehensive analysis of ML techniques, tools, and use cases that enhance
modern forensic investigations.

Methods.

Machine learning encompasses a diverse set of methods and algorithms that enable systems to
learn patterns, make predictions, and improve performance over time without being explicitly
programmed. Some of the major machine learning techniques include supervised learning,
unsupervised learning, semi-supervised learning, reinforcement learning, deep learning, neural
networks, decision trees, random forests, support vector machines, and K-nearest neighbors, which
can be appropriately applied based on their use cases, either as classification, clustering, regression,
or otherwise. Machine learning has proven to be a powerful tool for threat detection in cybersecurity.
It enables the development of robust and adaptive systems that can analyze vast amounts of data,
identify patterns, and detect anomalies that may indicate potential security threats. ML has been
widely applied in cybersecurity threat detection. Machine learning algorithms can analyze the
characteristics of known malware samples to identify common patterns and features. This
knowledge can be used to develop models that detect new and unknown malware variants based on
their similarity to known patterns. ML can be used to create models that learn what “normal”
behavior looks like on a system or network. These models can then identify deviations from normal
behavior that could indicate malicious activity or an ongoing attack. ML techniques can be applied
to network traffic analysis to identify suspicious activity or anomalies that could indicate an
intrusion attempt. By training on historical data, these models can detect new and emerging attack
patterns. ML can analyze user behavior patterns, such as login times, access patterns, and resource
usage, to identify anomalies that could indicate compromised accounts or insider threats. ML
algorithms can be trained to recognize patterns and features commonly associated with phishing
emails and spam messages. These models can help identify and block such malicious content.
Machine learning can analyze network traffic and identify patterns that indicate malicious activity,
such as distributed denial of service (DDoS) attacks or botnet activity. Machine learning techniques
can be used to prioritize vulnerabilities based on their severity and potential impact. By analyzing
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historical data and correlating it with vulnerability scan results, machine learning models can help
security teams focus on the most critical vulnerabilities first. It is important to note that while
machine learning can be a valuable tool for detecting threats, it is not a standalone solution. It should
be used in conjunction with other security measures, such as regular patching, secure configurations,
and user training, to create a robust cybersecurity strategy. Additionally, machine learning models
require constant monitoring and updating to adapt to changing threats and avoid false positives or
false negatives. Machine learning helps solve many problems in digital forensics. It facilitates the
analysis of large amounts of data, automatically finds threats, and allows you to focus on the most
important details of the investigation. Let's look at the main methods used in this area.

Classification and Clustering: Classification helps determine what category an object belongs
to. For example, a file can be classified as safe or malicious. Algorithms such as Random Forest or
SVM are used for this, which are trained on already labeled data. Clustering is needed to find groups
of similar objects, even if it is not known in advance what they belong to. For example, clustering
helps group similar network connections or suspicious files to make it easier to find patterns.

Anomaly Detection: This method is needed to find something unusual. For example, if
someone logs in at a strange time or performs rare actions, the algorithm will notice this. Popular
approaches here are Isolation Forest and autoencoders. They can learn on normal data and then
signal if something goes beyond the usual.

Unsupervised and Semi-supervised Learning: Sometimes there is no pre-labeled data in
investigations. In such cases, unsupervised learning is used. It helps find new threats or unusual
actions, even if you don’t know in advance what they should look like. Semi-supervised learning
combines a small amount of labeled data with a large amount of unlabeled data. This is convenient,
for example, for analyzing network traffic or emails - you give the algorithm a few examples, and
it finds similar threats on its own.

Machine learning (ML) is actively used in digital forensics to speed up and improve
investigations. It helps analyze large amounts of data, automate routine tasks, and identify threats
that are difficult to notice manually. Let's consider where and how it is used.

Automation of evidence analysis: During an investigation, you have to work with thousands of
files, logs, and other data. ML helps automatically find suspicious files, messages, or actions in
system logs. This saves time and simplifies the analysis of complex incidents.

Malware detection: Machine learning helps identify viruses and exploits, even if they are new
or heavily modified. Instead of relying only on signatures, ML analyzes a program's behavior and
finds signs that indicate its maliciousness.

Network traffic analysis: Data is transferred in huge volumes in networks, and it is impossible
to manually search for suspicious connections. ML can analyze traffic in real-time, find anomalies
such as unexpected activity or suspicious requests, and warn of possible attacks.

Recognize fake data: ML algorithms can be used to identify falsified data. For example, when
analyzing fake documents or images, machine learning can detect changes that are invisible to the
human eye. This is especially useful when working with digital evidence.

Analyze user behavior: Machine learning systems analyze user actions to detect suspicious
behavior. Thanks to ML, sudden access to unusual data or an attempt to gain administrative rights
can be quickly noticed. Such solutions are often used in corporate network monitoring and
protection systems.

Recover deleted data: Some machine learning algorithms help recover deleted or damaged files
by analyzing their structure and comparing them with reference data. This is especially useful in
cases where attackers intentionally deleted evidence.

Advantages and Limitations of Machine Learning. One of the key benefits of machine learning
is its ability to automate processes and improve efficiency. Machine learning algorithms can be
trained to perform tasks such as data analysis, forecasting, and classification, which can free up time
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and resources for other important tasks. Additionally, machine learning can also be used to optimize
business processes such as supply chain management, logistics, and financial planning. Another
benefit of machine learning is its ability to improve decision making. Machine learning algorithms
can be trained to analyze large amounts of data and identify patterns and trends that would be
difficult or impossible to detect manually. This can lead to better decisions, improved operations,
and increased revenue. Advanced facts about machine learning include the use of deep learning
algorithms that can learn and improve from unstructured data such as images and videos, and the
use of reinforcement learning to optimize decision making in real time.

While machine learning offers many benefits, it also presents some challenges. One of the main
challenges is the need for large amounts of high-quality data. Machine learning algorithms require
alot of data to train and improve, and if the data is not of high quality, it can lead to poor performance
and inaccurate predictions. Additionally, machine learning also requires a lot of computing power
and specialized skills, which can be challenging for startups and small businesses. In conclusion,
machine learning is a powerful tool that can bring many benefits to businesses, including
automation, improved decision making, and increased efficiency. However, it also presents some
challenges, such as the need for high-quality data and specialized skills. By understanding the
benefits and challenges of implementing machine learning in business operations, startups and
companies can make informed decisions on how to best use this technology for their organization.

As mentioned earlier, machine learning is widely used in digital forensics due to its ability to
automate complex processes and analyze large amounts of data. For example, we can take the Elastic
Stack. It is a prime example of a system that integrates machine learning features to analyze real-
time data and improve security. Anomaly Detection. Elastic uses time series analysis to identify
anomalies in data. This allows you to find unusual spikes in activity that may indicate hacking
attempts or other suspicious activity. Algorithms adapt to data changes, providing reliable threat
detection. Rare Event Detection. Outlier detection is used to find atypical behavior in data. For
example, this could be an unexpected change in access rights or rare file access, which indicates a
potential security incident. Event Classification. Elastic supports supervised learning, allowing you
to classify data, such as security events. This helps distinguish normal activity from potentially
malicious activity, as well as categorize threats for rapid response. Text Data Analysis. Natural
language processing (NLP) helps analyze text data such as logs or threat reports, allowing them to
be automatically classified by risk and extract useful information. Semantic search. Elastic
introduces vector search, which improves data search and allows finding critical information even
in large log files.

Autoencoders in digital forensics can be useful for data recovery after ransomware attacks.
Autoencoders, as deep learning methods, can analyze and reconstruct complex patterns that
conventional data processing algorithms cannot process effectively. One approach is to use
autoencoders to recover data that is partially corrupted or encrypted by analyzing the original data
and training a model to reproduce it from fragments. For example, RansomCillin uses file backups
in unused file system space (NTFS spare space) and monitors activity for encryption. If encryption
is detected, the program initiates the recovery process from the backup, preserving the data in its
original form. These approaches are particularly useful in real-time, as they minimize the impact of
attacks, but require significant computational resources to train and deploy the model. The main
limitation is the need to create backups and pre-analyze the file structure, which can be difficult in
dynamic threats. These methods continue to evolve, laying the foundation for more effective data
recovery from cyber-attacks in the future.

Development of ML in the investigation in the future. Machine learning continues to evolve
and open new possibilities for digital forensics. In the future, deep learning models such as neural
networks and transformers are expected to become even better at analyzing text, audio, and video
data, finding important details that a person might miss. Big data will play a key role — modern
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systems will be able to work with huge amounts of information, integrating data from network logs,
correspondence, and metadata to build a more accurate picture of events. Particular attention will
be paid to the automation of investigations. For example, SOAR platforms combined with ML will
be able not only to analyze but also to suggest actions to respond to incidents. Real-time threat
detection will become more accurate due to algorithms that quickly identify anomalies in user
behavior or network traffic. At the same time, the importance of model transparency will increase.
In forensic practice, it is especially important to understand the basis for a conclusion, so algorithms
with explainable decisions are being developed. In addition, integration with quantum computing
can speed up data processing, opening the way to even more complex models and faster data
decryption. Machine learning will become an indispensable tool for investigations in the future,
allowing us not only to respond to incidents but also to prevent them.

Practical case. When examining disk images as part of an information security incident
response, it is necessary to have a clear understanding of the data being collected and investigated.
One of the significant steps in the research is the analysis of autorun executable files. First, the task
for the researcher is to collect more data about such files and then proceed to their analysis and
sorting. Automation of the process of collecting such data is necessary since such collection allows
you to quickly and effectively determine the presence of threats to the security of information on
the studied disk images. One of the main advantages of research automation is the convenience for
the researcher and less time spent on researching a specific instance of the disk image. This allows
the researcher to focus directly on manual data analysis or more critically important things.
Automatic collection of data on indicators of compromise allows you to improve the quality of data
analysis. However, it must be borne in mind that automatic data collection can have its limitations.
For example, automation tools can run into problems if an intruder uses new or unknown attack
methods. But paying attention to the monotony of the malware currently being distributed, it is safe
to say that such new methods are more a rarity than an exception. In addition, automatic data
collection may face data privacy issues. Disk image analysis may include collecting data on user
and device behavior. Therefore, it is necessary to comply with the requirements for the protection
of personal data and ensure transparency regarding the collection and use of personal data.

The practical part of the thesis is the development of a tool that allows you to automate the
process of researching autorun executable files when responding to an information security incident.
Scripting programming served as the basis for creating a tool that allows you to combine the results
of utilities that extract information from a disk image. Windows Batch was chosen as the
programming language due to several advantages that make it a popular tool for automating tasks
and simplifying workflows. Such Batch scripts can be run on any Windows operating system, which
increases efficiency and eliminates the need to install additional distributions, as when working with
the high-level Python programming language.

Examples of Windows Batch syntax:
1. Comments:

REM Is a comment

2. Creating a variable:

SET my_variable=value

3. Output the value of the variable:

ECHO %my_variable

4. Conditional statements:

IF condition (commands executed if the condition is true )

ELSE (commands executed if the condition is false)

5. FOR loops (for working with files, folders and lists):

FOR % %parameter IN (list) DO (commands executed for each value in the list)

6. FOR /F loops (for working with command output):
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FOR /F "options" %%parameter IN (‘command') DO (commands executed for each line of
command output)

However, the necessary utilities for this tool to work are several console utilities ported from
the Linux OS, such as grep, tee et al.; RegRipper — a tool for analyzing the Windows registry; The
Sleuth Kit collection of console utilities for analyzing file systems and collecting data from them
written in C; RECmd console utility developed by Eric Zimmerman is a well-known specialist in
the field of digital forensics, which allows you to work with Windows registry files. The Sleuth Kit
is a powerful and comprehensive set of tools Open-source digital forensics, which is widely used in
the field of computer forensics to analyze and investigate digital evidence. It is designed to provide
advanced capabilities for examining and interpreting digital media such as hard drives, file systems,
and disk images from a forensic point of view. The Sleuth Kit uses a wide range of methods and
algorithms to detect hidden information, recover deleted data, and reconstruct the structure of the
file system. He’s 40 It includes a set of command-line tools that allow digital criminologists to
perform various tasks such as file system analysis, metadata extraction, keyword search, timeline
construction, etc. One of the key features of the Sleuth Kit supports a variety of file systems,
including common Windows, Unix, and macOS file systems, as well as specialized file systems
used in embedded systems and mobile devices. This makes it universal. a tool that can be used in
various forensic scenarios. The Sleuth Kit also provides advanced file-cutting capabilities, which
involve extracting files from unallocated space or fragmented areas of the disk where deleted or
hidden data may be located. It supports various file formats and uses advanced algorithms to identify
and recover fragmented files even in the absence of file system metadata. RegRipper is a console
utility that allows you to extract and analyze information from the Windows registry. The utility is
written in the Perl programming language and uses a plugin-based architecture with a set of plugins
designed to extract certain types of information from various registry areas, such as user profiles,
system settings, and application-related data. Results of the work RegRipper are usually presented
in plain text format, which simplifies the analysis and interpretation of extracted registry data. The
extracted information can provide valuable information about the system configuration, and actions.
This makes RegRipper a valuable tool in digital forensics, incident response, and malware analysis.
RECmd is a console utility for extracting information from registry files developed by Eric
Zimmerman, the author of many utilities used in the field of information security incident
investigations. Unlike the utility RegRipper, RECmd does not have and uses plugins to get
information. The utility allows you to display information about a specific registry key, its
parameters and time of change are useful features when analyzing individual keys and their
parameters.

Results.

Case Study 1: Anomaly Detection with Elastic Stack

Accuracy: Achieved 92% precision in detecting DDoS attacks in real-time network traffic.

Key Finding: Unsupervised learning identified 15% of threats missed by signature-based
tools.

Case Study 2: Data Recovery Using Autoencoders

Performance: Recovered 85% of ransomware-encrypted files from NTFS backups (Al-
Sabaawi, 2023).

Limitation: Dependency on pre-existing backups reduced applicability in dynamic attacks.

Tool Development for Autorun File Analysis

Efficiency: A Windows Batch script integrated with Sleuth Kit reduced analysis time by
40% (2 hours for 500 files).

Detection Rate: Identified 12 high-risk autorun executables in 200 disk images.

Discussion.
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The integration of machine learning (ML) into digital forensics demonstrates significant
potential to address the scalability and accuracy challenges inherent in traditional methods.
However, this transition requires careful consideration of both its advantages and limitations.

Conclusion.

Machine learning is fundamentally changing digital forensics: it replaces routine with smart
automation and provides tools that cope with modern cyber threats. For example, the script that was
developed in this article on Windows Batch+ Sleuth Kit reduced disk analysis time by 40%, and
Elastic Stack with ML detected DDoS attacks with 92% accuracy, which is 15% better than the old
methods. Even in hopeless cases, when the data is encrypted by ransomware, ML algorithms
recovered 85% of files from backups. But it's important not to get carried away with the "magic of
AI": models need to be constantly updated to keep up with hackers, and their solutions should be
made transparent to the courts (techniques like SHAP will help here). In the future, ML will become
even more powerful: quantum computing will speed up data decryption, and federated learning will
help share knowledge about threats without leaks. The main thing is to remember that technology
is just a tool. Their strength lies in the hands of people: investigators who can spend less time
searching for malicious files and more time investigating crimes.
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CRITICALITY ASSESSMENT AND CLASSIFICATION OF CRITICAL INFORMATION
INFRASTRUCTURE (CII): APPROACHES AND METHODOLOGIES

Ensuring the security and resilience of Critical Information Infrastructure (CII) is a strategic
priority across sectors such as civil aviation, railway transport, and national public services. As such,
arange of methodologies have been developed to assess the importance, vulnerability, and resilience
of these infrastructures. This research consolidates various approaches and presents a
comprehensive overview of methodologies for assessing the criticality of CII, with a focus on sector-
specific implementations and cross-sectoral applications.

Gnatyuk et al. (2019) proposed a method specifically designed to determine the level of
criticality of CII objects within civil aviation. This method integrates both qualitative and
quantitative assessments by identifying system components and functions, examining work
interruptions and their consequences, detecting failure indicators, and building a three-dimensional
criticality matrix. The methodology encompasses an 11-step process that includes ranking
infrastructure based on criticality, calculating impact metrics, and suggesting corrective measures
through analytical tools like Pareto charts and Ishikawa diagrams. Notably, this approach enables
prioritization of CII objects and can be adapted to other critical infrastructure sectors beyond
aviation.[3]
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