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Abstract. The relevance of this study is conditioned by an increase in the number of cases of leakage of personal data of 
citizens, which indicates a low level of protection of their fundamental rights. The purpose of the study was to analyse the 
current legislation in the context of ensuring the protection of information about the personal data of an employee in the 
Republic of Kazakhstan. For this purpose, several methods were used, such as logical, formal legal comparative analysis, 
and dogmatic method. The norms that are regulated by the Constitution of the Republic of Kazakhstan, the Labour Code 
of the Republic of Kazakhstan, the Law of the Republic of Kazakhstan “On Approval of the Rules for the Collection and 
Processing of Personal Data” were investigated. This provided an opportunity to conduct a comparative legal analysis of 
the current legislative norms of Kazakhstan and European regulations. It was noted that the legal doctrine of Kazakhstan 
does not consolidate the fundamental principles that allow settling the issue of collecting, processing, and storing personal 
data of citizens. In addition, the obligation of the employer and a clear mechanism for maintaining the confidentiality 
of personal data of employees are not established at the state level. In this regard, recommendations were proposed 
to improve the current legislation. The practical significance of the results obtained lies in the possibility of using the 
proposed recommendations to improve the effectiveness of the mechanism for protecting information on personal data 
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of global communication networks and the introduction of 
electronic management, allow collecting, processing, and 
distributing information with high speed and accuracy. Fol-
lowing B.M. Maksutov (2019), this creates serious threats to 
the use of personal data of citizens by authorities and indi-
viduals contrary to the interests of data subjects, and some-
times with the aim of violating their rights and legitimate 
interests. Technical means provide ample opportunities for 
collecting, storing and processing large amounts of socially 
significant information in various automated systems. How-
ever, these systems aimed at structuring, storing, and search-
ing for socially significant information create the problem of 
leakage and other forms of illegal access to personal data, 
which emphasises the importance of ensuring legal protec-
tion of personal information.

N.N. Alkhamsi and S.S. Alqahtani (2024) examined the 
creation of a compliance framework for personal data pro-
tection laws. The researchers underlined the need of clear 
standards and efficient enforcement methods for ensuring 
that organisations follow data protection legislation. Their 
research emphasised the significance of connecting legis-
lative frameworks with technology improvements in order 
to protect individuals’ privacy rights while also encourag-
ing responsibility among data controllers. R.S.  Shahrul-
lah  et al.  (2024) investigated Indonesia and South Korea’s 
personal data protection legislation, focussing on how both 
legal frameworks uphold privacy rights. Both nations’ con-
tinuous attempts to improve personal data privacy while 
navigating the challenges of enforcement and compliance 
were disclosed. By evaluating the similarities and contrasts 
in their approaches, the study identified crucial lessons that 
Kazakhstan might apply to enhance its own data protection 
legislation. The study underscores the idea that comprehen-
sive legal frameworks are essential for effectively protecting 
privacy rights in the face of growing data collection and pro-
cessing. Z. Guo et al. (2024) researched the evolution of per-
sonal data protection in China, focussing on the transition 
from a monistic to a dualistic approach in civil and criminal 
law. Their research demonstrates a growing realisation of 
the necessity for various legal approaches to manage per-
sonal data protection completely. This study emphasises the 
necessity of adjusting legal frameworks to developing dif-
ficulties in digital privacy, as well as the need for constant 
development in personal data legislation to keep up with 
advances in technology and social expectations.

In the Republic of Kazakhstan, as in many modern states, 
addressing these challenges requires the use of a wide range 
of executive, organisational, and technical measures and the 
creation of a legislative mechanism. Based on this, the pur-
pose of the study was to examine the shortcomings the cur-
rent legal doctrine of Kazakhstan in the context of ensuring 
the protection of employees’ personal data. To achieve these 
goals, it was necessary to investigate the concept of “person-
al data”, conduct a comparative legal analysis of the legis-
lation of Kazakhstan and other acts, and identify a range of 
problems that reduce the effectiveness of the mechanism for 
protecting citizens’ data.

Introduction
In light of the rapid development of the digital society and 
digitalisation processes, the relevance of the problem of le-
gal regulation of information security as an information re-
source is steadily increasing. However, an important aspect 
remains the achievement of an optimal balance between the 
changes taking place in the state and society and the indi-
vidual needs of employees in ensuring the confidentiality of 
the personal sphere within the framework of the legal mech-
anism for the protection of information rights. This problem 
remains urgent and complex. This can be accomplished by 
adhering to the constitutional principle of prioritising hu-
man rights and freedoms, ensuring the inviolability of pri-
vate life, personal and family secrets, and the protection of 
honour and dignity, which is consistent with international 
human and civil rights and freedoms standards. Citizens 
have a basic right to secrecy and the protection of their per-
sonal data (Kakeshov et al., 2023). Every year in Kazakhstan, 
the importance of protecting citizens’ personal data increas-
es, which is associated with an increase in the likelihood 
of personal information leakage and the resourcefulness of 
fraudsters. The state and employers are obliged to provide 
reliable protection, properly organise activities to protect 
the rights of employees and avoid the risks associated with 
violations in the field of storage and processing of personal 
data (Mentukh & Shevchuk, 2023).

According to E.N.  Nurgalieva and F.M.  Syrlybae-
va (2020), a new institution is currently being formed in Ka-
zakh labour law – the right to information of subjects of labour 
law and its protection. This right includes a number of pow-
ers, such as access to information and processing of informa-
tion, namely its storage, combination, transmission, dissem-
ination or other use. Following E. Yerbolatov et al. (2020), 
a separate aspect is the right to protection of information 
about labour rights, which is implemented within the frame-
work of the relationship of protection of workers’ rights. 
Modern technologies allow employers to use personal data 
for their activities on a scale previously impossible. F.M. Syr-
lybaeva (2022) notes that in this regard, they must ensure a 
high level of protection of such data based on a reliable legal 
foundation in the field of protection of information rights of 
employees. The large-scale changes that are currently taking 
place in almost all countries are associated with the rapid de-
velopment of information and communication technologies 
(ICT). The development of these technologies is happening 
so fast that all subjects of information relations have the op-
portunity to access and use various databases. According to 
S.B. Akhmetova et al. (2023), the process of development of 
the information society, despite the obvious positive results, 
also generates legal, moral, social and other problems and 
threats. In this regard, the stage of development of modern 
society towards information transparency requires reflec-
tion and understanding of the consequences for the future.

L.S. Asainova (2021) mentions that in the process of de-
veloping an information society, the ways of dissemination 
and exchange of information change, and the structure of 
the information space undergoes radical changes. Modern 
technologies, such as automatic data processing, the creation  

of an employee in Kazakhstan, reduce the number of cases of information leakage, and bring legal norms in accordance 
with international standards
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Materials and methods
This study was carried out using various types of analysis. 
The functional analysis was used to investigate the protec-
tion of information about personal data of an employee in 
Kazakhstan, to determine its functional components, pro-
cesses, and security measures. This provided an opportunity 
to identify which data is considered personal and requires 
protection, to consider potential threats to data security, 
and to assess the level of protection of the current infor-
mation system from identified threats. The functional anal-
ysis helped to evaluate the information protection system 
for personal data of employees in Kazakhstan in terms of its 
functionality and effectiveness. The method of logical analy-
sis was used to investigate the personal data protection sys-
tem, potential vulnerabilities in the logical structure of the 
information system that can be used for unauthorised access 
or data leakage, compliance of the personal data processing 
system with the data protection legislation in Kazakhstan, 
and detection of inconsistencies.

The formal legal method provided an opportunity to 
study the norms regulated by the legislation on the protec-
tion of personal data. Thus, the provisions of the Internation-
al Covenant on Civil and Political Rights (1996), Constitution 
of the Republic of Kazakhstan (1995), Law of the Republic 
of Kazakhstan No. 94-V “On Personal Data and their Protec-
tion” (2013), Law of the Republic of Kazakhstan No. 115-VIII 
“On Amendments and Additions to Certain Legislative Acts 
of the Republic of Kazakhstan on State Control and Statis-
tics, Improvement of the Population Protection System, Data 
Management, Registration of Legal Entities and Exclusion 
of Excessive Legislative Regulation” (2024), Labour Code of 
the Republic of Kazakhstan (2015), Entrepreneurial Code of 
the Republic of Kazakhstan (2015), Code of the Republic of 
Kazakhstan “On Administrative Offences”  (2014), Europe-
an Social Partners Autonomous Framework Agreement on 
Digitalisation  (2020), General Data Protection Regulation 
(GDPR)  (2018), Order of the Minister of Digital Develop-
ment, Innovation and Aerospace Industry (MDDIAI) of the 
Republic of Kazakhstan No. 395 “On Approval of the Rules 
for the Collection and Processing of Personal Data” (2023) 
were investigated.

The method of legal hermeneutics has been applied 
to analyse and interpret legislation and legal documents, 
including laws on personal data protection. This method 
helped to investigate and understand the content of laws 
and regulations, determine their meaning and application. 
In the context of studying policy on the security of personal 
data, the method of legal hermeneutics was used to consider 
in detail the text of laws, terms, definitions, and structure, 
to determine the meaning of key concepts used in laws, to 
specify the purposes of laws and their interpretation. The 
dogmatic method was used to review the legislation on the 
protection of personal data, which helped to analyse and 
interpret existing norms and principles, and identify the re-
lationships between them.

The method of comparative legal analysis was used to 
compare the norms of the GDPR (2018) and the Law of the 
Republic of Kazakhstan No. 115-VIII (2024) to identify sim-
ilarities and differences between them. This provided an 
opportunity to analyse the key terms and principles in these 
regulations, compare structures, formulations, and manda-
tory elements. Although Kazakhstan is not required to ad-
here to European Union standards, comparing its legislation 

to the GDPR gives significant insights into best practices 
and global trends in data protection. This comparison helps 
to determine how Kazakhstan’s law addresses personal data 
privacy in a rapidly digitalising world, as well as whether 
it incorporates robust mechanisms found in internationally 
recognised regulations such as the GDPR, which is frequent-
ly cited as a benchmark for comprehensive data protection 
frameworks. The method of comparative legal analysis 
helped to investigate two key regulations and assess their 
impact on the practice of personal data processing in Ka-
zakhstan. The deduction was introduced to provide char-
acteristics about the “employee’s personal data” by high-
lighting the key principles, features, and structure of the 
protection mechanism. In turn, the induction method, based 
on the established legislative norms, allowed characterising 
the mechanism for protecting personal data of an employee 
in Kazakhstan.

Results
Due to the increasing threat to the security of personal data, 
laws are being adopted in some countries that provide cer-
tain individuals with control functions in the collection, 
processing, and transfer of personal data to both public and 
private organisations. The adoption of legislative acts on the 
regulation of information resources in various countries has 
become the basis for the development of a branch of law 
known as information law, which includes public relations 
related to the legal regulation of information circulation, its 
creation, storage, processing and use employing communi-
cation technologies, and its protection.

The growing frequency and severity of data breaches 
in recent years has had a significant impact on personal 
data security, particularly in the United States. According 
to the Identity Theft Resource Center’s  (2024) report, the 
United States remains the most impacted country, with over 
2,365 documented intrusions in 2023 alone. These instanc-
es, which represent the vast majority of global breaches, 
have exposed extremely sensitive information such as Social 
Security numbers, healthcare records, and financial data. 
Phishing attacks and ransomware were the primary causes, 
accounting for more than 18.5% and 10.4% of total breach-
es, respectively. The healthcare and banking industries were 
notably affected, with over 800 compromises because of the 
high value of medical data on the black market (101 of the 
latest data…, 2024).

In 2024, the situation has only gotten worse, with a 
number of high-profile breaches shattering people’s trust in 
data security. A breach at Find Great People in July 2024 
revealed the personal information of approximately 12,000 
people, including Social Security numbers and medical re-
cords (Borelli, 2024). Similarly, the ShinyHunters organisa-
tion engineered the Ticketmaster breach in May 2024, which 
compromised the personal information of over 500 million 
individuals, making it one of the most significant breaches in 
recent history. This attack revealed personal identifiers and 
partial credit card information, fuelling concerns about mas-
sive financial theft. Furthermore, the AT&T breach in July 
2024 affected call records and text message data for nearly 
all of its customer base (Sicurella, 2024).

In early 2024, the National Public Data breach (2024) 
revealed over 2.7 billion records and affected 170 million 
individuals. These breaches have far-reaching effects, since 
stolen data may be used to commit identity theft, phishing 
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schemes, and unauthorised financial transactions. The es-
calating cost of breaches also places a significant financial 
strain on organisations. A single mega breach may cost an 
average of $332 million, with 20% of breaches in the US 
resulting in regulatory fines surpassing $250,000 (101 of 
the latest data…, 2024). These instances emphasise the ris-
ing need for robust cybersecurity solutions, including mul-
ti-factor authentication, personnel training, and improved 
security infrastructures. With the United States highest on 
the number of reported breaches each year, the problem of 
protecting personal and organisational data remains crucial.

Kazakhstan has not been immune to the global increase 
in data breaches, and the country has faced growing cy-
bersecurity issues in recent years. One of the most promi-
nent events came in 2021, when a major breach revealed 
the personal information of millions of Kazakh individuals, 
exposing flaws in the country’s digital infrastructure (Bu-
chelnikova,  2024). This hack exposed sensitive data such 
as national identity numbers and personal details, raising 
questions about the effectiveness of cybersecurity in both 
the public and commercial sectors.

Data breaches in Kazakhstan have grown dramatically 
during 2018, indicating the country’s expanding cyber threat 
scenario. According to JSC State Technical Service (2023), 
Kazakhstan saw over 223  million attempted cyberattacks 
in 2023, with targets ranging from government institutions 
to telecoms and private organisations. This is a significant 
increase in cyber events over prior years, especially as the 
country continues to digitalise its economy. Furthermore, 
Kazakhstan’s important position in Central Asia and impor-
tance in regional commerce have resulted in a rise in cyber 
threats to vital infrastructure. As the country’s digital econ-
omy grows, weaknesses in its cybersecurity architecture, 
notably in telecommunications, healthcare, and finance, 
have grown increasingly apparent. To counteract escalating 
threats, the government has emphasised the need for strong-
er legislative frameworks as well as modern cybersecurity 
technology. The government has implemented measures to 
improve personal data privacy, progressively matching its 
rules with international standards such as GDPR (Personal 
data protection in Kazakhstan, 2022). These reforms include 
requiring organisations to inform authorities of breaches and 
enforcing stricter standards for how personal data is main-
tained and used within the country. The Ministry of Digital 
Development, Innovations, and Aerospace Industry has been 
entrusted with managing these security measures, although 
capacity concerns remain a concern. To address these dif-
ficulties, Kazakhstan has worked to enhance its national 
cybersecurity policy by investing in security infrastructure, 
increasing citizens’ digital literacy, and collaborating with 
foreign partners. However, as the volume of digital data in-
creases, the dangers of data breaches remain a major issue 
for both individuals and organisations across the country.

The above suggests that the confidentiality of personal 
data is under threat. In this case, it is advisable to mention 
that in 2022, 31% of companies in Kazakhstan were subject-
ed to cyber-attacks, which makes it important to consider 
these issues to resolve the main aspects that will strengthen 
the protection of personal data of employees at the legal level 
(Every third company…, 2023). Cyberattacks were most com-
monly directed at government agencies, with 133.5 million 
attacks on local executive bodies. In all, government entities 
suffered around 47.7 million assault attempts, emphasising 

the importance of enhanced cybersecurity measures in the 
public sector (JSC State Technical Service, 2023). This is a 
huge increase over prior years, when cyberattacks were few-
er and less sophisticated.

Citizens’ information rights are enshrined in the Interna-
tional Covenant on Civil and Political Rights (1996), which 
is binding on almost all countries of the world, including 
Kazakhstan; articles 17-21 of this Covenant. Information 
rights are also contained in articles 10-39 of the Constitu-
tion of the Republic of Kazakhstan (1995), which, although 
they do not directly regulate the issues of ensuring the pro-
tection of personal information rights, nevertheless serve as 
basic provisions. In 2013, Kazakhstan adopted the Law of 
the Republic of Kazakhstan No. 94-V “On Personal Data and 
their Protection” (2013), which for the first time took into 
account international standards. The main priority of this 
law is to ensure the protection of human and civil rights 
and freedoms in the collection and processing of personal 
data. It also regulates public relations in the field of personal 
data and establishes the legal basis for their protection. Ad-
ditional changes were made with the adoption of Law of the 
Republic of Kazakhstan No. 115-VIII (2024). The revisions 
were intended to strengthen the present legislative frame-
work, particularly in terms of governmental control, data 
management, and population protection. The changes aimed 
to increase government oversight systems for personal data 
processing and guarantee that enterprises that handle per-
sonal data follow amended regulations. These reforms indi-
cate Kazakhstan’s commitment to modernising its regulatory 
framework in response to the growing complexity of data 
security in the digital age.

It is worth noting that the provisions of this law are 
not reflected in the current Labour Code of the Republic of 
Kazakhstan (2015), where there are no articles on person-
al data and their protection. The Labour Code only men-
tions the employee’s right to protect the data stored by the 
employer. These references to personal data legislation do 
not sufficiently solve the problem of information protection 
within the framework of employment relations, which, of 
course, has its own characteristics. The employer’s obliga-
tion to protect the employee’s information rights includes 
the protection of the employee’s personal data exclusively in 
the context of an employment relationship, such as informa-
tion about the employee, his/her professional qualifications, 
business and professional qualities, but should in no way af-
fect personal and family life (Rieger et al., 2019). To prevent 
unjustified expansion of information about an employee in 
the Labour Code, it is necessary to establish a list of informa-
tion that is prohibited from being required from an employee.

The problems of personal data leakage indicate the ex-
istence of a number of problems. Each government agen-
cy that has databases must independently be responsible 
for storing personal data in its databases and comply with 
the rules for the use and secrecy of information stored there 
(Hina et al., 2019). In addition to the problem of leakage of 
personal information, important aspects include liability for 
violations of relevant regulations, including the dismissal of 
the head of the department responsible for the collection and 
storage of personal data. Currently, there are no statistics 
on personal data protection in Kazakhstan. Based on this, 
it is necessary to develop a culture of personal data protec-
tion, especially among employers, including reporting infor-
mation violations to the employee himself, which will help 
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establish trusting relationships and assign responsibility for 
the collection, processing, and storage of personal data; en-
sure the confidentiality of information about the employee, 
which consists in restricting access to this data. Protecting 
an employee’s information data is a technical issue, whereas 
data privacy is a legal issue. Many information privacy pro-
tection protocols are still vulnerable to authorised persons 
to whom this information is available. It is also important 
to ensure the technological capabilities of the subjects for 
cooperation. With regard to the protection of information 
data, it is necessary to establish a range of entities that have 
access to and control the safety of collecting, processing and 
storing information about an employee obtained using vari-
ous devices, such as video surveillance (Yakymenko, 2023).

Government agencies and organisations own and man-
age various informatisation facilities and databases, as they 
provide electronic services, which gives them access to per-
sonal data of citizens. In order for their activities and techni-
cal infrastructure to always meet the requirements of infor-
mation security and be maximally protected from possible 
hacker attacks and internal threats, there is an authorised 
body in Kazakhstan responsible for monitoring information 
security, namely MDDIAI. According to the Entrepreneurial 
Code of the Republic of Kazakhstan (2015), this authorised 
body conducts preventive control and unscheduled inspec-
tions that help to identify inconsistencies with information 
security requirements in the work of government agencies 
and organisations. In case of detection of the facts of ille-
gal collection or leakage of personal data, and violations of 
the rules for the use of electronic digital signatures, citizens 
have the right to contact the authorised body in any conven-
ient way to register a complaint (for example, electronical-
ly, by mail, through the portal of “Electronic Government” 
or another way). According to such appeals, the authorised 
body has the right to start an inspection against the violator, 
initiate an administrative case and bring him to justice in 
accordance with the Code of the Republic of Kazakhstan “On 
Administrative Offences” (2014).

Despite the presence of specialised agencies controlling 
supervision and other institutions, it is important to note 
that virtually all government agencies, their committees, de-
partments and departments work with at least one database. 
The protection of employees’ information rights should be 
an essential link that promotes harmonious relations among 
state bodies and between these entities and society. This 
strategy intends to improve trust and communication, two 
critical components of a digital society. The Law of the Re-
public of Kazakhstan No. 94-V (2013) provides the founda-
tion for this societal revolution. It should be mentioned that 
the technical requirements to secure information containing 
personal data apply only to public authorities. Significant 
revisions have been made to Article 27, which now clearly 
specifies the roles of central and local government entities. 
These changes include a systematic structure for developing 
and approving legal acts relating to personal data protec-
tion, handling appeals from individuals and businesses, and 
enforcing compliance. Local executive bodies, in particular, 
are granted more authority to ensure that personal data is 
legitimately managed within their administrative zones, in-
cluding the capacity to demand the correction, blocking, or 
deletion of unauthorised or untrustworthy data. This demon-
strates Kazakhstan’s commitment to both central control and 
local enforcement of personal data legislation.

Monitoring the application of the law on personal data 
protection and monitoring compliance with the requirements 
for their protection are becoming the main aspects of work 
in the field of personal data protection (Protection of per-
sonal information, 2023). Nevertheless, to date, the existing 
practice does not contribute to solving systemic problems, 
since it postpones the solution of the most important tasks to 
a later date, including personnel training, the creation of a 
legal and information culture, and above all in government 
agencies. It is important to note that dismissal (for example, 
for improper storage or leakage of information) cannot re-
main the only mechanism of punishment for violation of the 
law, as it requires the development of clear mechanisms for 
accountability. Since personal data is subject to protection, 
and it is the state that acts as the guarantor of this protec-
tion, all those involved in the protection of personal data 
must comply with established technical and legal standards 
(Custers et al., 2019). The Law of the Republic of Kazakhstan 
dated No. 115-VIII (2024) aimed at improving state monitor-
ing and compliance, notably by altering Article 27 of Law of 
the Republic of Kazakhstan No. 94-V “On Personal Data and 
their Protection” (2013). This offers both central and local 
executive authorities clearer mandates for enforcing person-
al data privacy legislation, handling appeals, and penalising 
offenders. These amendments attempt to get past systemic 
enforcement deficiencies by delegating additional authority 
to national and regional agencies to take prompt and deci-
sive action to resolve breaches and other infractions.

The digital transformation in labour relations brings 
significant benefits to both employers and employees. They 
include new employment opportunities, increased productiv-
ity, improved working conditions, the introduction of new 
methods of work organisation, and improvement of the qual-
ity of services provided (Aloisi & Gramano, 2019). Thus, with 
proper organisation and protection of information rights in 
the field of labour relations, this can lead to increased em-
ployment and job retention. The legislation of Kazakhstan 
does not contain an exhaustive list of public personal data 
and specific legal norms governing the collection and pro-
cessing of such data. It is important for employers to obtain 
the consent of employees in advance for the processing of 
such data, since the purposes of using personal data that have 
become publicly available may not coincide with the goals 
stated by the organisation when collecting and processing 
personal data. The amendments due to Law of the Republic of 
Kazakhstan dated No. 115-VIII (2024) contribute to this area 
by enhancing the legal framework governing the collection 
and utilisation of employee data. The reforms help in this 
area by strengthening the legal framework governing the col-
lection and utilisation of employee data. They impose stricter 
monitoring by state bodies, as seen by modifications to Arti-
cle 27 of Law of the Republic of Kazakhstan No. 94-V (2013), 
which entrust local executive bodies with state responsibility 
over compliance with personal data protection rules, par-
ticularly those affecting private commercial companies. This 
guarantees that enterprises processing employee data follow 
established legal rules, so contributing to the protection of 
employees’ rights as labour practices become more digital.

The authorisation and withdrawal of consent for em-
ployee personal data collecting and processing requires 
adherence to a key principle: the data subject’s only right 
to offer such consent. Current national regulatory frame-
works do not allow for transfer of this ability to third parties 
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through proxy or power of attorney processes. The modi-
fications made by the Law of the Republic of Kazakhstan 
No. 115-VIII (2024), reinforce this by eliminating any option 
for third-party permission via power of attorney and instead 
focussing on expanding local and state authorities’ authority 
over personal data processing. The amendments strengthen 
local executive bodies’ responsibilities by assigning them 
the oversight of personal data processing issues within their 
jurisdiction, including ensuring compliance with data pro-
tection laws in cases were legal representatives, rather than 
third-party attorneys, act on behalf of individuals. These re-
visions emphasise the importance of personal data owners 
or their legal representatives being the only ones able to of-
fer or withdraw consent. This right belongs only to a legal 
representative, that is, a person who can act on behalf of an 
individual in state bodies, since the protected person is not 
able to exercise his or her rights and duties directly due to 
age or physical limitations. That is, employers should take 
this circumstance into account, and legislation should pro-
vide for the possibility of giving consent to the processing 
of personal data by an employee through a trusted person.

As indicated in the Labour Code of the Republic of Ka-
zakhstan  (2015), the general requirements for processing 
employee personal data are regulated by the norms that 
define the obligations of the employer to collect, process, 
and protect personal data. Based on this, each employer 
must establish a clear procedure for collecting, processing, 
and protecting personal data by adopting an internal docu-
ment and familiarising all employees with it. With Law of 
the Republic of Kazakhstan No. 115-VIII (2024), employers’ 
duties in managing personal data are indirectly enhanced 
by the expanded enforcement powers granted to state enti-
ties under Article 27 of Law of the Republic of Kazakhstan 
No. 94-V (2013). The legislation requires local executive au-
thorities to monitor private commercial organisations’ com-
pliance with data protection rules in their area. This under-
lines the need of organisations to strictly follow internal data 
handling practices and establishing explicit data protection 
policies. Refusal to comply may result in local authorities im-
plementing enforcement actions, such as penalties for non-
compliance, emphasising the significance of ensuring that 
only authorised individuals have access to employee data.

The employer must restrict access to personal data of 
employees and appoint those responsible for their process-
ing. Data processors should only access the information 
necessary for fulfilling their official responsibilities, while 
maintaining confidentiality. A large amount of data is ac-
cumulated when doing work, but often managing this data 
is not a priority. Issues related to the legal aspects of data 
collection, access, and sharing remain unresolved. This af-
fects the confidentiality of information about employees, 
their mobility in their careers and the quality of the work 
performed. Collective rights must also be protected, as reg-
ulators usually pay attention to protecting the rights of in-
dividuals or protected groups, such as those of a particular 
gender, age, ethnicity, or sexual orientation. While Law of 
the Republic of Kazakhstan No. 115-VIII (2024) does not ex-
plicitly address collective rights or provide extra protections 
for sensitive personal data like as political beliefs or ethnic-
ity, it does bring a more organised approach to data man-
agement. Local governments now have the right to order or-
ganisations to clarify, prohibit, or remove untrustworthy or 
illegally obtained material. This helps to protect individuals’ 

data in circumstances when it is unlawfully managed, but 
it does not currently provide collective rights protections. 
Additional legislative efforts may be necessary to close this 
gap. This is important, but not enough to ensure real free-
dom of action for both employees and employers and their 
representatives.

COVID-19 has brought new data sources to the work 
environment through the collection of health information 
and remote work (Podoprigora et al., 2019). The digital rev-
olution has significantly transformed the global professional 
landscape, resulting in a notable increase in remote work. 
Data indicates that the proportion of employees working re-
motely rose from 20% in 2020 to 28% by 2023. Within this 
context, the technology sector exhibited the highest preva-
lence of remote work, with 67% of its workforce primarily 
operating from home (Sherif, 2024). Often, employee data is 
collected during hiring and during work through communi-
cation tools, interfaces, and sensors. This employee-related 
data can bring value to employers, especially in terms of im-
proving productivity. However, the capabilities of employ-
ees are often limited due to complex technical aspects, lack 
of transparency and lack of means to protect their individual 
and collective rights to personal and collective data.

European Social Partners Autonomous Framework 
Agreement on Digitalisation (2020) entitles employee repre-
sentatives to participate in issues related to consent, confiden-
tiality and monitoring, following the GDPR (2018). Howev-
er, GDPR applies only to personal data, and the assumed and 
observed data that is often collected in the workplace does 
not always fall under this definition. Existing legal frame-
works lack a specific definition of “confidential data”. This 
uncertainty applies to a wide range of sensitive information, 
including racial or ethnic identifiers, political views, trade 
union connections, religious beliefs, health-related data, sex-
ual orientation, and genetic or biometric markers. The lack 
of specific legislative definitions for various data types com-
plicates their legal categorisation and protection. Employers 
can use such data in an employment relationship without 
significant restrictions. Law of the Republic of Kazakhstan 
No. 115-VIII (2024) reinforces this framework by increasing 
governmental control over the processing of personal data. 
Specifically, the new Article  27 gives state agencies more 
ability to enforce compliance with data privacy legislation. 
It allows them to impose sanctions on organisations that do 
not adopt sufficient internal controls, such as those govern-
ing employee data access and processing. This strives to guar-
antee that personal data handling inside organisations meets 
the appropriate requirements. Technologies are constantly 
evolving, new identification methods are emerging, and the 
employer must monitor such innovations. It is also necessary 
to legislatively regulate the procedures for the collection 
and processing of personal data of employees not only at 
the stage of their use, but also at the stage of development.

In comparison with the principle of legality in the Law 
of Kazakhstan, the GDPR (2018) establishes a more specific 
and specific nature of the principle of legality, fairness, and 
transparency. It not only requires compliance with the law 
when collecting and processing data, but is also one of the 
fundamental concepts and a key condition for the protection 
of personal data. The legality of the processing of personal 
data in the GDPR is supported by the requirement to obtain 
consent from an individual. Consent must be free, specific, in-
formed and unambiguous, and in its absence, data collection  
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and processing are considered illegal, except in cases provid-
ed for by law. In addition, Articles 13 and 14 of the GDPR 
establish clear requirements for the information that the 
data controller is obliged to provide to the data subject at 
the time of collection of his/her personal data. Mandatory 
information includes the contact details of the person re-
sponsible for the protection of personal data, the purpose 
of data processing, the conditions for transferring data to 
third parties, indicating measures to protect them, the terms 
of data storage, an indication of automated data processing 
and other details. The alteration to Paragraph 2 of Article 
17 of Law of the Republic of Kazakhstan No. 94-V “On Per-
sonal Data and their Protection” (2013) through Law of the 
Republic of Kazakhstan No. 115-VIII (2024) eliminates the 
need for the authorised data management authority to ap-
prove certain data processing operations. This simplifies the 
procedure but adds no additional particular responsibilities 
to alert data subjects about its collection, use, or transfer of 
their personal information. In comparison, the GDPR (2018) 
sets tougher standards, including the need that permission 
be free, explicit, informed, and clear (GDPR, Article 6). Con-
sent must be sought prior to data collection, and data con-
trollers are expected to give persons with full information 
about the purpose of data processing, storage durations, and 
potential data sharing with third parties (GDPR Articles 6, 
13, and 14). The changes to Kazakhstan’s law do not address 
the unique concerns of transparency and informed consent.

The modified Article 27 Law of the Republic of Kazakh-
stan No.  115-VIII  (2024) empowers state and municipal 
executive authorities to design and adopt normative legal 
actions, respond to data subjects’ concerns, and hold offend-
ers responsible. Furthermore, local organisations are respon-
sible for assessing individual appeals against the processing 
of their personal data and ensuring that private commercial 
firms within their jurisdictions comply with data protection 
regulations. These municipal organisations also have the 
authority to order the blocking, removal, or clarification of 
unlawfully obtained or inaccurate data. While this improves 
state monitoring and enforcement, it does not create specif-
ic duties for data controllers to proactively notify data sub-
jects before collecting personal information, creating a gap 
in comparison to the GDPR’s more stringent requirements.

The GDPR  (2018) relies on the principles of legality, 
fairness, and transparency, with Articles 13 and 14 requir-
ing controllers to provide clear, detailed information at the 
time of data collection, including the controller’s identity, 
the purpose of the data collection, data transfer conditions, 
retention periods, and whether automated decision-making 
is involved. This guarantees that consent is fully informed 
and voluntary. The Kazakh revisions, however, do not in-
clude such clauses, implying that, while there is better en-
forcement, the legislation does not completely address the 
concepts of transparency and individual rights to the same 
extent as the GDPR.

The data controller must inform the data subject of his 
or her rights, including the right to withdraw consent, the 
right to protection in the state body for the protection of per-
sonal data, the right to access personal data, the right to cor-
rection, the right to deletion. According to Article 12 of the 
GDPR  (2018), the controller and the operator are obliged 
to provide information to the data subject in a clear, direct, 
and understandable form, using simple and understandable 
language. In comparison with the GDPR, the current Law of 

Kazakhstan No. 115-VIII (2024) does not contain obligations 
for database owners and operators regarding the collection 
of personal data, does not establish important requirements 
for informing data subjects before obtaining consent to the 
processing of personal data, and does not provide clear re-
quirements regarding the freedom of consent and the level 
of awareness of data subjects. Law of the Republic of Ka-
zakhstan No. 115-VIII (2024) primarily clarifies the roles of 
state and local executive bodies in overseeing compliance 
with data protection laws, handling complaints, and enforc-
ing actions against violations. However, it does not intro-
duce specific obligations for database owners and operators 
to inform data subjects about personal data collection and 
use before obtaining consent. The law states that state bod-
ies “take measures to bring persons who have committed 
violations of the legislation... to responsibility” and that lo-
cal executive bodies “exercise state control over compliance 
with the legislation... in relation to private business entities” 
(Article 27.1(3) and 27.2(2)). These provisions enhance the 
government’s ability to enforce compliance but do not ex-
plicitly require database owners to provide data subjects 
with detailed information about the purpose of data collec-
tion or data retention periods.

Law of the Republic of Kazakhstan No. 115-VIII (2024) 
does not introduce detailed requirements for ensuring that 
data subjects are fully informed about the processing of their 
data. While local bodies are given the power to demand the 
clarification, blocking, or destruction of unreliable or illegal-
ly obtained personal data (Article 27.2(4)), this does not ex-
tend to establishing clear requirements for transparency be-
fore consent is given. As a result, the law still lacks provisions 
that mandate database operators to provide data subjects 
with clear, informed, and unambiguous information regard-
ing the collection and processing of personal data. Although 
the amendments improve enforcement capabilities, they do 
not address the issue of ensuring that consent is freely given 
and informed. The GDPR  (2018) requires that consent be 
“free, specific, informed, and unambiguous”, but these de-
tailed standards are not reflected in the 2024 amendments. 
The Kazakh law does not provide requirements similar to 
the GDPR’s Articles 13 and 14, which set forth the need to 
inform data subjects about the purpose of data collection, 
data transfer conditions, and data retention periods.

In accordance with Order of the MDDIAI of the Repub-
lic of Kazakhstan No.  395 “On Approval of the Rules for 
the Collection and Processing of Personal Data” (2023), it is 
determined which data should be included in the consent, 
how it should be provided, and even set its validity period. 
The revisions to this order emphasise the need of obtaining 
explicit agreement from the data subject or their legal repre-
sentative before collecting personal information. They also 
outline the procedures for acquiring this permission through 
both government and non-governmental agencies. The up-
dated regulations limit data collection to what is deemed 
necessary and adequate, as specified in an authorised list 
of personal data. Furthermore, any distribution of data in 
publicly available sources requires the subject’s agreement, 
fostering a higher level of transparency. The requirements 
demand that all personal data be stored within Kazakhstan, 
resulting in stricter controls on cross-border data transfers. 
This integrates Kazakhstan’s system with international data 
protection standards, ensuring that personal information is 
managed more securely and accountable.
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Order of the MDDIAI of the Republic of Kazakhstan 
No. 395 “On Approval of the Rules for the Collection and 
Processing of Personal Data”  (2023) allows that database 
owners and operators can request other information about 
the data subject with the consent of the data subject, but the 
authorised body stressed that the list of these data should be 
exhaustive. The intent is to grant transparency and restric-
tions in data processing. The order’s need for an exhaustive 
list of data that can be sought from data subjects seeks to 
avoid unnecessary or excessive data collecting, which could 
lead to privacy violations. This guarantees that data control-
lers and processors are open about the categories of personal 
information they require and collect only the least amount 
of data required for the indicated purpose, in accordance 
with the concept of data minimisation. A comprehensive list 
also protects the data subject by specifying how the informa-
tion will be used, avoiding misuse or overreach of data pro-
cessing beyond the initial consent. It also adheres to interna-
tional data protection regulations such as the GDPR (2018), 
which emphasises transparency and restricts collecting data 
to what is required for processing purposes.

The widespread use of advanced ICT and the intensive 
analysis of personal data in both commercial and public 
sectors necessitate a thorough revision of existing ethical 
and legal principles governing data protection. Regulatory 
principles must be resilient to rapid technological advance-
ments and adaptable to new innovations. Specifically, the 
GDPR  (2018) in Europe provides a model framework. Its 
foundational principles, such as data minimization (Arti-
cle 5), and accountability (Article 24), are designed to en-
sure lawful and transparent processing of personal data. The 
implementation of such principles into Kazakhstan’s legis-
lation could strengthen the protection of personal integrity 
and privacy. To improve the regulatory framework in Ka-
zakhstan the following is proposed.

The existing legislative framework of the Republic of Ka-
zakhstan does not sufficiently address the principles of trans-
parency and accountability. Incorporating provisions similar 
to Articles 13 and 14 of the GDPR is advised, which require 
data controllers to provide detailed information to data sub-
jects regarding the purpose of data collection, the retention 
period, and the right to access their data. This will increase 
transparency and ensure data subjects are fully informed.

The existing Article 16 of the Republic of Kazakhstan 
No. 115-VIII (2024) on cross-border data transfer should be 
amended to specify stricter controls, similar to Article 45 of 
the GDPR (2018), which requires an adequacy decision be-
fore data can be transferred to a third country. This ensures 
that personal data transferred outside Kazakhstan will be han-
dled with the same level of protection as within the country.

The principle of accountability is recommended to be 
adopted as laid out in Article 24 of the GDPR (2018) is rec-
ommended. Data controllers in Kazakhstan should be legally 
obligated to implement suitable technical protocols and or-
ganisational measures to facilitate adherence to data pro-
tection regulations. This can be achieved by mandating the 
appointment of data protection officers in public and pri-
vate organizations that handle large-scale personal data. To 
ensure these legislative amendments translate into practical 
improvements, the following measures are proposed:

1.  Following the regulatory framework established by 
Article  35 of the GDPR (2018), it is proposed that enti-
ties operating in Kazakhstan be required to conduct Data  

Protection Impact Assessments (DPIAs) for high-risk data 
processing operations. These DPIAs, required by GDPR Ar-
ticle 35, have proven effective as analytical tools for identi-
fying and mitigating privacy-related vulnerabilities in data 
processing procedures. Implementing such a requirement 
will bring Kazakhstan’s data protection policies in line with 
internationally recognised norms while also strengthening 
the data governance system.

2. A study by M. Friedewald et al.  (2022) reports that 
integrating DPIAs into project management early on helps 
organisations proactively address privacy concerns before 
systems are implemented. The study found that DPIAs, when 
executed thoroughly, reduced high-risk data processing and 
facilitated compliance with privacy by design principles. 
These practices are particularly relevant for high-risk sectors 
such as health and IoT services, where personal data is pro-
cessed extensively.

3. Empirical studies show that public awareness regard-
ing data protection significantly enhances the effectiveness 
of laws. Special Eurobarometer 487a (2019) found that 73% 
of EU citizens were aware of at least one of their rights un-
der the GDPR. This increased public awareness correlates 
with a higher demand for transparency from businesses re-
garding how personal data is collected and used. The survey 
highlights the positive impact of robust data protection reg-
ulations and public education campaigns in fostering trust 
between individuals and organisations. Kazakhstan could 
replicate this success through public campaigns that educate 
individuals about their data rights and the obligations of 
businesses and state institutions under the new regulations.

4.  Integrating ICT and digital governance can support 
data protection while maintaining efficient public servic-
es. Estonia and Finland have successfully integrated ICT 
and digital governance into their national frameworks, en-
suring efficient public services while maintaining robust 
data protection. Estonia’s e-Governance model, for exam-
ple, showcases how digital public services can be securely 
managed with a strong focus on data privacy. A study by 
R. Adeodato and S. Pournouri (2020) shows how Estonia’s 
e-Estonia program, in conjunction with legal frameworks, 
has enhanced both service efficiency and data protection. 
Kazakhstan could consider a similar digital transformation 
strategy, integrating data protection into the broader frame-
work of e-governance initiatives to safeguard personal data 
more effectively.

Kazakhstan may develop a strong and future-proof reg-
ulatory framework by aligning its data protection legislation 
with globally best practices, such as those outlined in the 
GDPR, and implementing both legal and practical sugges-
tions based on proven cases and empirical data. This will 
not only preserve individuals’ private rights, but will also 
increase confidence in digital services, resulting in a safer 
digital society.

Discussion
The amendments with Law of the Republic of Kazakhstan 
No. 115-VIII  (2024) on personal data and their protection 
make significant changes to the oversight and enforcement 
of data protection laws but fall short of addressing key 
GDPR  (2018) requirements such as transparency and in-
formed consent. Specifically, while the new amendments 
(particularly the revised Article 27) clarify the roles of cen-
tral and local government bodies in addressing complaints, 
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monitoring compliance, and enforcing data protection vio-
lations, they do not impose specific obligations on database 
operators to notify data subjects before collecting personal 
data. This contrasts with the GDPR’s strict transparency re-
quirements, stated in Articles 13 and 14, which require data 
controllers to publish extensive information about the pur-
pose of data processing, data retention periods, and restric-
tions for transferring personal data to third parties.

The law’s solidified enforcement measures enhance state 
control over compliance by allowing local executive bodies 
to order the corrections, blockage, or elimination of unlaw-
fully obtained or erroneous data (Diegtiar et al., 2023). How-
ever, these modifications do not create additional procedures 
to ensure that data subjects are adequately informed prior to 
data collection, which remains a significant gap. The lack of 
specific standards for freedom of consent and data subject 
knowledge highlights the distinction between Kazakhstan’s 
framework and the GDPR (2018). As a result, while the re-
visions strengthen governmental monitoring, they do not 
achieve the degree of openness and accountability required 
by international standards, notably those established by the 
GDPR. The study stresses the need for Kazakhstan to tighten 
its data protection regulations by implementing GDPR con-
cepts such as openness, data minimisation, and accountabili-
ty. Specific ideas include modifying the legislation to compel 
data controllers to give data subjects with full information 
about the purpose of data collection and cross-border data 
transfers, as well as employing data protection officers in 
organisations that handle substantial amounts of data. Fur-
thermore, completing DPIAs for high-risk operations and 
raising public knowledge of data rights are advised strate-
gies for ensuring strong data security. Integrating ICT and 
digital governance, inspired by successful systems in Estonia 
and Finland, is also proposed to improve data security and 
service efficiency (Semeniuk & Horbach-Kudria, 2024).

According to T.T. Ke and K. Sudhir  (2022), it is quite 
important to distinguish between confidential and secret 
information about a person. It is worth adding that in this 
case, additional and significant difficulties arise due to the 
presence of several types of “secrets” in the legislation, in-
cluding various legal regimes that include the term “secret”, 
such as banking, medical, law. C. Chang et al. (2019) inves-
tigated the automated extraction of privacy policies under 
the GDPR, demonstrating how technological developments 
might improve regulatory compliance. In contrast, Kazakh-
stan’s legal structure lacks such automatic procedures, al-
lowing for oversight gaps and limited transparency. D. 
McGraw and K.D.  Mandl  (2021) write that currently, the 
main difference between confidential information about an 
individual and secret information is that the regulation of 
the legal status of confidential information is based on the 
principle of voluntariness, while restricting access to secret 
information is mandatory and established by law. Based on 
this, it can be concluded that the provision of confidential 
information is always the implementation of the right of a 
certain subject of information relations, and when access to 
confidential information is restricted, it is the fulfilment of 
obligations provided for by relevant legislation.

V.B. Kumar et al. (2020) noted that confidential infor-
mation is considered to be information to which access is 
restricted by the subject of personal data, while secret infor-
mation is considered to be data that is subject to secrecy in 
accordance with the law. It should be added that confidential  

information includes aspects such as information about the 
private life of a citizen, such as facts, events and circum-
stances, or personal data that allow the identification of a 
citizen, with the exception of information that is subject 
to publication in the media in accordance with established 
rules. V.B. Kumar et al. (2020) examined the automatic ex-
traction of opt-out statements, emphasising how modern 
technology may assure compliance with data privacy rules. 
The absence of such procedures in Kazakhstan’s legislative 
framework demonstrates a huge technology gap that hin-
ders effective data management. Both current research and 
international studies agree on the significance of increasing 
automation and transparency in order to achieve GDPR-level 
protection while managing personal data.

R.N. Zaeem and K.S. Barber (2020) write that personal 
data includes information related to a specific individual, 
such as last name, first name, patronymic, temporal and geo-
graphic markers of origin, residential information, relational 
status, socioeconomic indicators, education, profession, and 
income. Examples of personal data include passport data, 
information about marital status, information about educa-
tion, taxpayer ID number, data from the insurance certificate 
of state pension insurance and health insurance, informa-
tion about employment, information about social and prop-
erty status, and income data. In turn, according to H. Li et 
al. (2019), various data are also collected in medical institu-
tions for the treatment of a patient, including test results and 
information about benefits, health insurance, and previous 
treatments. Confidentiality of personal data is mandatory for 
all services and organisations that have access to this data, 
such as government agencies, legal entities, and individuals 
who organise the processing of personal data of employees 
of the enterprise.

N. Truong et al. (2021) note that the personal data infor-
mation system is a system that includes a set of personal data 
stored in a database, including technical means that allow 
automating their processing. The processing of personal data 
includes various operations that manipulate, manage, and 
transform individual-specific information. M. Di Martino et 
al. (2019) note that when processing personal data, the op-
erator must take all necessary organisational and technical 
measures to protect this data from unauthorised access, de-
struction, modification, blocking, copying, and dissemina-
tion. The operator creates a commission that assesses data and 
assigns a security level to the personal data information sys-
tem. This level determines the processing category, volume, 
information resource type, processing modes, and user access 
rights differentiation, ensuring the security of the enterprise 
security system. Also, M. Di Martino et al. (2019) identified 
possible flaws in the GDPR’s right of access and demonstrate 
how they might be abused to leak personal information. This 
study emphasises the importance of stringent enforcement 
methods, a worry that current research on Kazakhstan also 
emphasises, given the shortcomings in its implementation 
of personal data regulations. In both circumstances, the 
lack of robust monitoring and thorough protection meas-
ures makes personal information vulnerable to exploitation.

In the legal regulation of the turnover of personal data, 
two main directions arise, which provide for the specific fea-
tures of the legal regime of such data. First of all, according 
to L. Bradford et al. (2020), this includes ensuring the con-
fidentiality of personal data in the process of their collec-
tion and processing in information systems, when a person 
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interacts with government agencies and other organisations 
in the course of his activities. Secondly, it includes ensuring 
the confidentiality of personal data through the interaction 
of an individual with the media. Each individual uses his/
her personal data to exercise his/her rights and obligations 
by participating in public relations regulated by legal norms 
and providing personal data for legal circulation. This leads 
to the accumulation of personal data, which involves the 
owners of databases containing personal data and the op-
erators of such databases. Despite the fact that careful legal 
regulation of the mechanism for ensuring the confidential-
ity of personal data is a necessary condition for their legal 
turnover, it is fraught with certain difficulties. M. Finck and 
F. Pallas (2020) mention that maintaining the confidentiali-
ty of personal data requires organisational, technical, finan-
cial, and economic costs. It is worth agreeing with the above, 
as this creates difficulties for some personal data operators, 
who cannot always properly comply with the legislation due 
to redundant legal provisions.

This study identifies substantial deficiencies in Kazakh-
stan’s data protection regime, notably in transparency, ac-
countability, and enforcement, in comparison to internation-
al norms such as the GDPR. The findings indicate that, while 
legal amendments like Law of the Republic of Kazakhstan 
No. 115-VIII  (2024) have enhanced state control, they fall 
short of completely informing data subjects and implement-
ing particular consent methods. This study emphasises the 
need for increased transparency in collecting data and strict-
er enforcement of data protection regulations, as well as 
practical recommendations for policy reforms and the adop-
tion of GDPR-aligned measures to improve data security and 
protect personal information in Kazakhstan.

Conclusions
The rising appearance of data breaches, along with rapid 
improvements in ICT, has required updates to data protec-
tion regulations across the world, including in Kazakhstan. 
The 2024 modifications to Kazakhstan’s Law No. 94-V “On 
Personal Data and Their Protection” aimed to improve the 
legal framework, notably by defining the obligations of 
state and local executive authorities in data collecting and 
processing. However, a careful comparison of the GDPR 
with Kazakhstan’s amended law finds that, while the 2024 
modifications improve governance, they fall short of GDPR 
requirements in numerous critical areas.

One of the most significant changes between the 2013 
and 2024 laws is the expansion of governmental monitoring  

and the implementation of more specific enforcement au-
thorities to oversee data protection. For example, Article 
27 of the 2024 legislation outlines state authorities’ ob-
ligations in producing normative legislative actions, re-
solving data protection violations, and monitoring com-
pliance at the local level. The amendments also required 
local governments to address data subject appeals and im-
plement stronger compliance measures. However, these 
changes prioritise administrative enforcement above en-
hancing openness and data subjects’ rights, which are key 
to the GDPR.

The new law lacks key GDPR provisions, such as the 
requirement for data subjects’ free, specific, informed, and 
unambiguous consent (GDPR Article 6), as well as the obli-
gation to provide data subjects with detailed pre-collection 
information about the purpose of data processing, retention 
periods, and data transfer conditions (GDPR Articles  13 
and 14). Accountability provisions, such as those included 
in GDPR Article 24, which require data controllers to estab-
lish organisational and technological measures for compli-
ance, are lacking in Kazakhstan’s legislation. The law does 
not address the need for greater transparency in employ-
ment-related data collecting, which allows sensitive infor-
mation such as political opinions, ethnicity, or trade union 
membership to be gathered without specific constraints. 
Further reforms are necessary to fully secure the priva-
cy rights of employees in Kazakhstan’s digital economy.

The Law No. 115-VIII outlines broad requirements for 
database owners and operators regarding the collecting of 
personal data, which differs from Law No. 94-V. However, 
it falls short of establishing precise obligations for inform-
ing data subjects prior to gaining consent, as well as de-
fined rules for data subjects’ freedom of consent and degree 
of awareness. This contrasts with international frameworks 
such as the GDPR, which have more thorough laws in these 
areas. Future research should focus on developing more 
comprehensive frameworks that incorporate technological 
advancements, such as automated data protection systems, 
as well as assessing the efficacy of newly implemented reg-
ulations in reducing breaches and increasing public trust in 
data security.
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Анотація. Актуальність даного дослідження обумовлена збільшенням кількості випадків витоку персональних 
даних громадян, що свідчить про низький рівень захисту їх основних прав. Метою дослідження був аналіз 
чинного законодавства в контексті забезпечення захисту інформації про персональні дані працівника в 
Республіці Казахстан. Для цього було використано кілька методів, таких як логічний, формально-юридичний 
порівняльний аналіз, догматичний метод. Були досліджені норми, які встановлені Конституцією Республіки 
Казахстан, Трудовим кодексом Республіки Казахстан, Законом Республіки Казахстан “ Про затвердження Правил 
збору та обробки персональних даних”. Це дало можливість провести порівняльно-правовий аналіз чинних 
законодавчих норм Казахстану та європейських нормативно-правових актів. Зазначено, що в правовій доктрині 
Казахстану не закріплені основоположні принципи, які дозволяють врегулювати питання збору, обробки та 
зберігання персональних даних громадян. Крім того, на державному рівні не встановлено обов’язок роботодавця 
та чіткий механізм збереження конфіденційності персональних даних працівників. У зв’язку з цим запропоновано 
рекомендації щодо вдосконалення чинного законодавства. Практичне значення одержаних результатів полягає 
в можливості використання запропонованих рекомендацій для підвищення ефективності механізму захисту 
інформації про персональні дані працівника в Казахстані, зменшення кількості випадків витоку інформації, 
приведення правових норм у відповідність до міжнародних стандартів
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