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CayaTTbUIbIFbIH apTThIPY

203. Opra MeKTernTe HaHOTEXHOJIOTUS YFBIMbIH OKBITY/IbIH, 808
Opborar A. THIMZI aicTepi
CEKLUA 2
COBPEMEHHBIE TH®OPMAIIMOHHBIE 1 KOMM YHUKAIIMOHHBIE
TEXHOJIOTYN
IMogcexkums 2.1
Lindposas TpaHchopmaryist 00pa30BaHUS

204, Apanbek H. «TpafiuiiiOHHBIE U UHTE/UIEKTYa/bHbIe TIOAX0bl B 00yUeHUH» 812

205| bakenoBa A.A. «lludpoBusaius TecTUpoBaHUs: pa3paboTka HelWpocCeTeBOTo 816
TIPWIOXKeHUs it GOPMUPOBaHUs 3alaHUM T10 aHTVIMKMCKON rpaMMaTUKe»

206, Bekmypar A.E. « ITHHOBaIIMOHHBIE METO/IbI 00yUeHs THpOPMaTHKe B IITKOJIe Ha 821
OCHOBE MCKYCCTBEHHOI'O MHTEJ/IJIeKTa»

207} HazapoBa A.T. «Pa3BuTve LM(POBBIX KOMIETEHLIMA yUUTesell B YyC/IOBUSIX 826
TIepCOHA/TM3UPOBAHHOTO 00yUeHHsI»

208, HypueBa  O.P. «ludpoBas  TpaHchopMalyss  MeJarorukd:  poJb
HMH(MOPMAaLIMOHHBIX TeXHOJIOTU B TOBBIIIIEHUN KBa/IM(UKaLUU 830
TIpero/iaBaTesiei»

209, A6agyammmmoBa II.M. «bimim Gepy mpoleciHze >kacaHAbl WMHTE/IEKT 833
TEXHOJIOTUSIJIaDBIH KOJIIAHYAbIH TAIM/IJTITI»

210} AxkubaeBa A.[l. «MekTen MH(OPMAaTUKAChIH OKBITYJAFbl KEMILITIKTep/i KO0 837
JKOJZIapbI»

211} Acbuibek M.A. «Oprta Mekrerite 6ijiM Oepy yzepiciHAe yiKeH [AepeKTepi 842
KO/IZIAHY 9/1iCTEMECi»

212, AtanoBa A.E. «9neymeTTiK esisiepi WHMOpPMAaTHKA MoHI OOMBIHIIIA OKBITY 845
KYpaJbl peTiHze naijanaHy»

213| banrabaeB H.I1. «MekTentepie cabak KecTeCiH aBTOMAaTTaH/bIPyFa apHa/FaH 851
WHTeJIJIEKTYyaJl/Ibl )Kyhe KYpy»

214] banrabaes H.II., [IapmeHoB O.M., MypatoBa M.M. «KacaH/bl WUHTE/IEKT
HeTi3iHJe >KapaTbUIbICTaHy T9HJEePiH OKBITYAbl eTindipy: BilimALL Al 854
171aThOpMaChIHbIH, MYMKIiH/TIKTePi»

215, baymypatoBa X.b. «AKT oOKpITy OapbichiHZ@a 0OacTaybllll  CBHIHBIIM 856
OKYLUIbLIapPbIHBIH, UG PJIbIK CayaTThIBIKTAPBIH KAIBINTACThIPY/IbIH 3/licTeMeCi»

216} Baymyparoga II1.B. «’KacaHpl UHTe/TIEKT HeTi3iH/e WHK/IO3UBTI OimiM Oepyi 859
SKETUIIIpY»

217, Fasuz JK.E. «bacrayplln  MeKkTenTe  akMapaTThIK-KOMMYHUKALIUSIBIK 863
TeXHOJIOTUSIAP/bI OKBITY 9/IiCTEMECi»

218, HapmeHoB O.M. «HbopMaTHKaHbI KO/DKeTiMi eTeTiH MoOwisai "BilimAll" 866
KOCBIMILIAChI»

219, HOyiiceramueBa H.A. «HIGH-TOUCH HIGH-TECH Mopgesni apKpUibl OoJaliiak, 870
vH(hOpMaTHKa MYFaliM/iepiH MalllMHa/IbIK, OKBbITY Heri3iHjAe AasprayzbiH




WHHOBALIMSJIBIK TICI/IZIEP] Typasibi»

220, Eruk6aii AK. «AxkmnaparTelk Adyipge 6imiMm  GepyaiH jkaHa KeseHi — 874
Wudorpaduka»

221} XKanabekkpi3bl A. kKEDCAFE Al kemerimeH cabakThl KocCrapJsiay» 879

222| )KymabekoBa ¥Y.B., CabpipoBa M.E., CabeipoB T.C. «MHpopmaTvKa MoHiH | 883
»KoDaJsiar OKbITy TeXHOJIOTHSIChI»

223| Kenpebait H.A. «<EDUVISION 6isim 6epy rpoijeciH KaJjaramalThiH KOChIMIIIA» 888

224] KemeHoBa A. «lJudpiblk cayaTThUIBIKTBIH, MeKTeNl KypChl OOWBIHIIA
VUHTe/UIeKTya/lIbIK, ~ OKy  OacbulbIMJiapblHa  apHa/JiFaH  AWJAKTUKAJIbIK, 891
Marepuasnaap»

225| KyanbimeBa [.K. «VHKm03uBTI OisiM  Oepyzie TefarorThlH, akIapaTThIK- 893
KOMMYHUKaLUs/IbIK TexHoaorusiapabl (AKT) KoniaHy Aasip/ibIFbIH XKeTiAgipy»

226, MaysieHoBa M. A. «YIKeH [lepeKTepAi eHJeye MalluHa/IbIK OKbITYAbIH, 3/iCTepi 897
MeH Kypa/iapbl»

227, MeinteikbaeBa XK. T. «Kaparbibictany naHzaepiH STEM 6inim 6epy men ROS 901
onepaLysiIbIK )KYeci Heri3iH/e KellleH i OKbITY»

228 Hagupxan TI'.E. «Aybin MekTenTepiHZe UUMPIbIK OKBITYAbl JaMbBITY 903
MYMKIHJIKTepi»

229| OpbiHbaee M.JK. «KoMmbrOTep/Tik Kepy aaropuTM/IepPiH MallliHAJIbIK, OKBITY 907
Heri3/epi OOMBIHIIA KOIJJAHYbIH OKY-3/liCTeMeTiK HeTi3aepi»

230} CaburoBa A.B., PaxkanoBa A.H. «’KacaHabl UHTe/JIEKT »KoHe OimiM: Oosarak 910
MyFajliMJepre apHa/faH )kaHa MYMKiHZIKTep»

231} CarbiHzapikoBa A.C. «bonaiak mHpopMatika MyfaniMZiepiH MarucrpaTypara 915
Jlasipyiayiarbl OH/IaWH-KYpPCTap/blH, peJi»

232| Caiunay XK.b. «Xanbikapasblk 3eptreyre okyubliapel AKT apKbuisl 918
JalbIHAAY/1aFbl TTeJarorTep/iiH KY3bIPeTTi/IriH apTThIPY K0/1Japhi»

233} Tepani K.H. «bactayslill ChIHBINT OKYIIbIIAPbIHBIH LU(PIBIK CayaTThUILIFbIH 923
JaMBITY/IbIH epeKIlIe/TiKTepi»

234] TypmaranbetoBa 3.I1., AnteibaeBa A.H. «Epekie 0imimMii KakeT eTeTiH 927
OKYIIblJIapFa MeKTell UHPOPMaTUKa KYPChIH OKbITY/ibl YUBIMAACTLIPY»

235| Xanxabaii A. ««Anroputmzey >koHe OaFgapyamanay» Kypchl OOWBIHIIA 931
MOOWJTBIi KOCHIMIIIAHBI OKY Y/€PiCiH/Ie KOIJaHy»

236} blcmatibin H. «Mekren uH(OpMaTKa KypChbiHZA >X00ambIK OKBITY 936
9/ICIH eHri3y»

237} I36acapoBa M.P. «binim 6epyzeri Tectisiey >kyiienepi» 938

ITopcexuus 2.2
NuTennexkTyanbHble HHGOPMaIHOHHbIE CUCTEMbI
238] Amantayeva Gulden Turarkyzy «Comparative analysis of models and methods in 944

heart disease prediction problems»




239

Tanirbergenov Meirbek Sagyndykovich «Facial Recognition-Based Attendance
Management»

947

240

Toleubay Daniyar Manatuly «Cardiac disease prediction using machine learning
algoritms»

952

241

Yerezhepov Rakhat Aibulatovich «Detecting logical fallacies in web content with
nlp-powered crawling»

957

242

AsxvikeHOB ApMaH PyciaHoBuu, AbariieB Apcian A3atabekoBrud « OnTUMU3ALINS
JIOPOXKHOTO Tpaduka B AcTaHe uepe3 CUMYJISILIMIO TPAHCTIOPTHBIX TOTOKOB»

962

243

Amamxon Anbdapabu MamukoBuu, Cabut Magusip, KyiepbaeB beksar
Amibekynbl «CucTeMa BU3yanu3allid W aHajlW3a JIaHHBIX O Tiepe/IBHKeHU!
He(TH Ha OCHOBe MHTEePAaKTUBHOU KapThI»

968

244

AckarioBa MaauHa KyanbiibekoBHa «Ilapanienb/i  Ka3ak-TYpiK —ceiiey
KOPITYChl KaJIbINITaCTBIPYZbIH, 9/iCi MeH MOJEJiH KYpy»

972

245

bekkokuH [lactraH AKaHyIbl «TepeH OKBbITY HeTi3iHze Ko/pkazba TaHOa/iapbiH
TaHy NpOrpaMmaJibIK KypasbIH 93ipJey»

975

246

HakeHoB Anumiep Mbip3axmeTy/ibl «AHannM3 cUrHaaoB OO HelpoceTeBbIMU
METO/IaMHU [I7Isl pAaHHEeH UarHOCTUKU HeUpo/iereHepaTUBHBIX 3a00/1eBaHU»

978

247

Iocrion Hasryn Hypnaukpisbl, 2KeTkeHnOait JleHa «bamabakiiagarbl 6amanapasis
IMOLMSI/IBIK, >Kar/aliblH OakpllayFa apHa/JFaH SMOLMS/IApAbI TaHy >KyHeciH
asipsiey»

987

248

Epmekbaii Atibonat, Mongabek Emkan «XKacaHapl MHTeIIEKT HeTi3iHe BeO-
KOCBIMLLIA 33ipey»

992

249

JKyman JKanust Epykadkpi3bl, Abpypaxman YKaHcasi BepikykaHKbI3bI

«[Ipumenenne ronocoBoro MHW-nomouHWKa B redMudUIMPOBaHHON
obpa3oBare/ibHOM cpejie»

1001

250

KapumoB Pycnan KacumHoBuu «3ddeKTUBHOCTb cylecTByroux WU-
pellieHU B OCHOBHBIX HarpaB/IeHUsIX TPAHCTIOPTHOM JIOTUCTUKH»

1007

251

KybueBa Cabuna TanraroBHa, Y TenbepreHoBa 3apuHa ApPMaHKbI3bI

«Pa3paboTka iot cucTembl 1o yxo[y 3a pacTeHUsIMU Ha 0a3e MCKyCCTBEHHOTO
VIHTeJI/IeKTa»

1012

252

Kynobaes [lanuan [dynatoBuu «Pa3paboTrka vH(OPMaIiMOHHON CUCTEMBI /ISt
aBTOMAaTH3aLuu CTOMAaTO/IOTUYeCKUX YCITyr»

1017

253

Mycuna HaHess TneyxanoBHa «/IHTenneKTyajbHble UHCTPYMEHTHI
aBTOMAaTH3UPOBAHHOM AMArHOCTUKHU HaZle)KHOCTU MH(POPMaI[MOHHBIX CUCTEM»»

1024

254

PoroBa Kcenust AnekcanipoBHa, Kabapioek Pusar [Jocvykanysbl, [)KymaaueBa
Torxan bekexaHOBHa «MOHWTOPUHI WH)KE€HEPHBIX KOHCTPYKLIMM Ha OCHOBe
HCKYCCTBEHHOI'O UHTeJIJIeKTa»

1030




255| CadonoBa Codbsi AnekcanipoBHa «CoBpeMeHHbIe acreKTbl MH(POPMAaI[MOHHOM 1034
6e30macHOCTH B 00/IaUHBIX BHIUUCIEHUSIX: MO/IE/TH, YTPO3bI U METO/IbI 3alI[UThI»

256 CmamioBa Ha3ryn Batbip6ekkpi3bl « TepeH OKbITY apKbl/ibl KiTal YChIHbICTAapbIH
asipney: collaborative filtering, content-based »oHe nlp agictepiniy | 1041
KOMOMHALUSAChI»

257| Taxibaii Apy>kaH Aimockei3bl, Kynybaesa Cayne AsbkaHoBHa «Kepy KabineTi
9JICi3 ajlaM/lapFa apHaJIFaH ai 1aybICThIK KOMEKIIIi: HaKThl yaKbITTa 00bekTiepai | 1046
aHBIKTAy >K9He KAIIbIKTBIKThI Oarasiay»

258| TaibkaHoB ~ A3zamat  JKaukengiyibl  «Python  Tiningme — gunbmaepiy 1051
HHTeJIJIeKTYasI/ibl YChIHBIC XKYWeCiH a3ipey»

259| Ymup3axoB Cynzeranu KabObuibekoBuu «CypaHbICTapAbl HHTEIEKTYalbl 1055
Tasifiay Heri3iH/e YIUBIMHBIH CAlThI YIITiH 4aT-00T Kypy»

260| aiixctan Mapryiadn «IOT CeHcopsapbl Heri3iHAe aya jacTaHy JAeHTeWiH | 1060

OomKay»

IMoacekuus 2.3

CoBpeMeHHbIe TeH/|eHIIUY B IPOrPaMMHOU MH)KeHEePHH U YIIPaB/IeHUH B YC/IOBHAX

1u¢poBoit HHAYCTPUH

261| Bekenova A.B. «Development of a registration panel for users and doctors with 1077
integration into the database»

262| Bolat A.Zh. «Data analysis methods and decision making using big data and 1081
machine learning tools»

263| Anraiyibl A. «Visual studio uHTerpan/ipl oprachiH/ja «kokiMa KbI3MeTKepriepiHe 1036
apHaJIFaH» MaJIiMeTTep KOPbIH yKobasay»

264] Apan A.K. «AKpIIbI CypeT calyiibl pOOOTTHI 33ipsiey» 1088

265, ApThIKOeKKbI3bI A. «AKBUIIBI yinepaeri 3arrap uHTepHeri(iot) MeH 1091
pPOOOTOTEXHUKAHBIH, 63apa apeKeTTecyi»

266, AxmetoBa A.Jl. «ToHA3BITKBIIITAaFbI OHIM/EPAi OaKblIayFa >K9He TaFaM 33ipJiey 1096
YCHIHBICHIH Oepyre apHa/IFaH MPOrpaMMaIbIK, KOChIMIIIA»

267} Oapibaii 1.[. «PoboToTeXHUKAHBI KOJIZAHY apKbLIbl KOWMa JTOTMCTUKACHIHAAFBI 1100
KOJIJAHbICTaFbl 6acKapy >KykesnepiH Taagay»

268| )KambynoB C.K. «bimiMm anymbuiapgbpl WHGOPMAaTHKa >kKoHe TMpOrpamMmaray 1102
O/IMMITHaZia/IapbiHa AalbIH/ay/la )KacaHAbl UHTEJIEKTTiH KOJI1aHbIChI»

269, Kaupxan P.C. «Development of system for recognition of emotional states of 1108
employees based on computer vision methods on Raspberry Pi»

270| KatipekeHoBa H.P. «OHepkacinTik poOOTTHI K6py YIIiH MallllHA/IBIK, OKBITY/IbIH 111

3aMaHay| TaCi/ifiepi: aficTep, AepeKTep KUbIHTBIFbI )K9He ONMTUMU3ALUsIIAY »




271, Kamwkad A.K. «Pa3paboTka cucTemMbl OMOMETpPUYECKOW ayTeHTU(UKAIUU C 1113
ripefotBpaiieHrieM deepfake aTak»

272| KacbinkacoBa K.H. «IIporpammHoe obecrieuenre smartmed g1s o6paboTku 1118
MeIULIMHCKUX JIaHHBIX U IUarHOCTUKU»

273| Kabpgemes O.E. «Ketengi Tanmay HeriziHze JeHCAy/IbIKThI JUArHOCTUKAIAY/IbIH 1120
VHTeJIIeKTYa/1/ibl IPOrpaMMachIH 33ipJiey»

274, Maxaee E.E. «Pa3paboTka 00/auHOrO TIPWIOXKEHHUSI [Jisi aBTOMAaTH3al[uu 123
JlesiTeIbHOCTU CETH arTek»

275/ MypatoB M.M. «3d¢ddekTuBHOCT eJuHON HWH(OPMALMOHHON CHUCTeMbI 1196
arporpoMBIILIJIEHHOTO KOMILIEKCa»

276 HypxaHoBa A.b. «CoBpemeHHble MeTOZbl KIaCCU(HUKALMU SMOLMNA: aHa/Iu3 1130
MO/ XO/|0B U MepPCHeKTUBbI Pa3BUTHSI»

277| Hypneucosa 3.P. «O630p 1 uccieoBaHie MeTO/|0B UCKYCCTBEHHOTO UHTeJ/IeKTa 1134
JU1sl aHa/lM3a pPbIHKA He/IBKUMOCTHU»

278| PakpiMbek A.C. «Kitarkymap/iapra apHa/iFaH ruiatdopma: Kitarrap/bl OKY KaHe 1138
Oemicy YIIIiH a/1eyMeTTiK »eJliHi )ko0asiay >koHe iCKe achIpy»

279| CarugynmmHa [I.C. «Visual studio wuHTerpanjpl OpTacbiHZA «KAPXKbUIBIK,
TpaH3aKLusAIapAbl Kajarajdy >KoHe Tajjayra apHaJFaH»MajliMeTTep KOpbIH | 1144
)1(06anay»

280 Teneybait /I.M. «Yolovl0 KoifaHy apKpibl PEHTreH CypeTTepiHe Cyhek 1147
CbIHYBIH aHbIKTay/lbl KeIlleH/i 3ePTTey»

281} YterenoBa [1.b. «Visual studio uHTerpanzbl opTachiHJa «(QUTHEC OPTaJbIK, 1152
KbI3MeTKepi YIIIiH» MaJliMeTTep KOPbIH >k00asiay »

282| IaiimypatoB A.)K. «[IpoekTHpoBaHHe arirapaTHO-TIPOrPaMMHOI0 KOMIIJIeKca 1154
JI71s1 aBTOMaTU3MPOBAaHHOTO yYeTa »KeJle3HO0POXKHOT0 MO/IBUYKHOTO COCTaBa»

ITopcexuus 2.4
HNudpopmanuoHHas 6e30macHOCTb

283 Akniyet N. «Smart home automation and security system using arduino uno r4 1158
and esp32 microcontrollers with telegram integration»

284] Askhatov A. «Analysis of social engineering methods and development of a 1165
defense strategy for corporate structures»

285| Bekturganov A.B. «Development of an early detection model for ddos attacks 1170
based on network traffic analysis»

286| Gabdullin A. «Analysis of modern wireless network security protocols and 1174

prospects for their development»




287} Garifullin A. «Modern information security management systems: construction 1179
and implementation in the digital era»

288| Igumenshev D.V. «Methods of embedding malicious code into pdf files» 1182

289 Issabay T.B. «Utilizing sandboxes for cybersecurity training: a hands-on 1187
approach»

290} Kalybayev S. «Overview of modern authentication methods in 1191
telecommunication systems: from passwords to biometrics»

291} Kerim A. «Owasp top 10 and alternative methods of its compilation» 1194

292| Yergazin A. «Analysis of a protection of hybrid intrusion detection and
prevention system (idps) for low-latency 5g networks with adaptive learning | 1199
using edge computing»

293| Yerzhanova Y.Y. «Key attacks in web forensics: xss, sql injection and rce» 1204

294} Zhakay A. «Fundamentals of modern cryptography: from encryption to digital 1209
signatures»

295| AtimapoBa A.A. «Visualvm kemerimeH cast-128 >kaHe kuznyechik OGIOKTBIK 1214
1M papbIHbIH KiJIT reHepalysChIH CabICTHIPY K9He CTaH/japTTapFa 1oy »

296, Akumbekoa [I.M., KaupykanoBa [I.)K. «Keprijmikri >kemiHiH Kayimnci3girin 1220
KaMTamachI3 eTeTiH Heri3ri mapameTpJiep»

297| AckapoB A.[l. «Paspabotka u wuccnemoBanve 3((GeKTUBHOCTH MeTofa | 1224
VMHCTPYMeHTa [J1s1 BbisiB/ieHUs1 ()eHiKOBBIX HOBOCTel B COLIMAIbHBIX CETSIX»

298| AyecxaH H. «AHOManusiiapZibl aHbIKTay 9/IiCTEPiH Taazay» 1299

299| EpbonatoB A. «AHanu3 BpeJOHOCHBIX TIPOrpaMM C TIOMOLIbI0 WU U 1332
Kpunrorpaduueckas 3aiura»

300, EpbosatoBa A.JK. «Neuvector >oHe kubernetes: KOHTeMHepJ/iK OpTaarbl 1336
KayiICi3JiKTi KaMTaMachI3 eTy TaCi/iepi»

301} >KanaraeB M.K. «Creranorpacdusi Ha ocHOBe Isb: peasnui3aiiyisi COKpBITUS JAHHBIX 1338
B Mefinadaiinax»

302| JKapacxan H.JK., KaitynioB E.K. «Crystals-kyber airoputmin pecypchbl 1mekTeyti 1343
KYPbUIFbUIapFa OHTaWIaHAbIPY »

303| JKonmacbaeB M.O. «3amaHayW OIEpALUS/IbIK JKYHETeperi >Kafibl AaMITbI 1348
KeCKIiHiH a/ly Kypa/JapblH Ta/ifiay )KoHe CaJbICTbIpy»

304} Konmmyparyiel  B., Maparos ©O.b., Xoppmabait H.A. «Eki dakropaer | 1353




ayTeHTU(PUKALUSHBIH, KaYirlCi3/iri >koHe OHbIH, KO/IaHbUTYbI»

305

Kazpunos [].M. «ABTOMaru3alysi BHeIpeHUs a/lbTepHAaTUBHOM Soar MaaThopMbl

. N 1357

Ha OCHOBe CPe/ICTB CO CBOOOJHOM /TULeH3Uei»

306| KaszbaranbetoBa M.A. «Wireshark O6aFgapiaMachklH TakiJanaHbIl  KeTUTIK 1361
Tpa(uKTi Tangay >KoHe aKnapaTThIK Kayirci3[ikTi KaMmTaMachi3 eTy»

307| Kakimbek O.K., Cepikbaii A.E., Haypsiz6aes [I.E. «MITM 11abybuibl Typasib» 1366

308] Kerremr b.H. «ELF TtangayblHAArbl capstone: CbISBIKTBIK >K9He PeKypCHUBTI 1370
nmu3accembsiepriey»

309 Kemkinbaera @.K. «Linux KoprayablH 3aMaHayHW JZiCTepiHe Tasifiay.openvas 1374
JK9He nmap KeMeTiMeH OocasIbIKTap/bl aHbIKTay»

310} Kageip H.E. «3amaHayu GUIIMHT Typ/iepi MeH o/ap/blH, YHBIM/bIK, aKIapaTThIK, 1379
JKyHenepre bIKIaabh»

311} Kaxxken E.E., Temupxan C.A. «Kayinci3gik WHIUTeHTTepiHe Kasai >kayarl 1384
bepyre 60aAbI?»

312| Kapr6aii E.F., Temap6ait H.M. «MITM mabybuibl (afiaMHBIH, OpTaZaFbl 1388
1a0ybUTBI)»
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1. Introduction

Social engineering has emerged as a primary corporate cyber threat, focusing on human
psychology rather than technical vulnerabilities. Actors manipulate users through phishing,
pretexting, baiting, and tailgating, leveraging psychological triggers like authority, urgency,
reciprocity, and social proof to deceive employees into revealing sensitive information or granting
access. This human-centered threat has grown rapidly — for example, phishing attack incidents have
quadrupled since 2020, with more than one million incidents reported in one quarter of 2022. Notably,
an estimated 78% of cyber incidents involve unintentional insider participation, which speaks to how
employees tend to be the weakest security link.

Despite increasing awareness, traditional defenses that are purely technical in nature remain
inadequate against these sophisticated social engineering methods. Attackers routinely bypass strong
authentication or network defenses by exploiting humans (e.qg. tricking users into divulging one-time
passwords despite multi-factor authentication). To address these gaps, recent research by Askhatov et
al. proposes a multi-layered defense strategy coupling technical safeguards, human-centered training,
and organizational policy. This summary synthesizes the background, methodology, and primary
findings of that research, with a focus on real-world deployment of the defense mechanisms and their
impact. The goal is to provide cybersecurity practitioners with concise, actionable recommendations
that effectively reduce social engineering risk.

2. Context and Methodology of the Study

The study first analyzed current social engineering methods and corporate weaknesses through
a combination of literature review, case studies, and simulations. By examining real-world attack
scenarios and psychological principles (e.g. Cialdini’s influence principles of authority, scarcity, etc.),
the authors extracted prevalent attack patterns and enabling human factors. Phishing emails, for
instance, routinely instill urgency or fear of missing out to prompt rushed action, whereas
impersonation exploits authority bias (e.g. posing as a CEO or IT admin) to bully compliance. This
contextual analysis underscored the need for multi-faceted defenses addressing technology, people,
and processes in tandem.

Methodologically, the researchers employed both qualitative and quantitative approaches. The
authors used an LSTM-based model for detecting social engineering content, achieving high precision
(0.89) and recall (0.87). They also tested a Q-learning-based incident response model, which improved
reaction time by up to 19%.

The authors also simulated defense-response scenarios using reinforcement learning to
optimize incident response strategies. They applied an enhanced Q-learning algorithm to adapt
defenses in real time, which demonstrated 9—19% faster response times and more stable handling of
varied attack sequences compared to baseline approaches. Throughout the research, findings were
validated using statistical analysis and cross-validation (for models) to determine significance and
generalizability. Finally, the study experimented with various defense mechanisms (technical tools,
training, policies) in controlled corporate environments and real-case studies, measuring outcomes



such as phishing click-through rates, incident reporting frequency, and breach recovery time. These
empirical experiments provided concrete evidence of which strategies yielded the most improvement,
informing the recommended defense framework.

2.1 Multi-Layered Defense Strategies

A defense-in-depth model was developed from the analysis with the realization that no single
solution is sufficient. The strategy combines three levels of defense — technical controls, human-
centered programs, and organizational policy — to create a strong security posture. In this section, the
actual implementation of measures in each category is delineated and their effectiveness is noted.

2.2 Technical Controls and Tools

Technical defenses are the frontline, operating to either detect or prevent social engineering
attacks automatically from reaching end users. Some of the key tools used are:

e Phishing Detection Browser Extension — A custom browser extension was developed to
detect and alert on suspicious websites and URLs in real time. It analyzes visited web pages for
phishing red flags such as abnormal domain patterns, spoofed subdomains, or trigger words such as
"verify" or "login". The extension also queries links against known phishing databases (e.g.
PhishTank) for real-time threat intelligence. In initial testing, this tool effectively alerted users to
phishing websites before they could engage, providing a valuable frontline defense for employees.

e Filtering and Spam Protection via Email — Next-gen email security gateways (e.g.
Proofpoint, Mimecast) were introduced to filter out phishing emails. These offerings utilize content
filtering and threat intelligence to quarantine ~80% of phishing emails prior to them even reaching
user inboxes. Filtering lowers the risk an employee even sees a phishing lure by dramatically reducing
the amount of malicious email.

e Multi-Factor Authentication (MFA) — Requiring MFA (via apps like Duo or Google
Authenticator) adds a critical layer of account protection. Even if users are tricked into revealing
passwords, MFA requires a second factor (token or biometric) to log in. Industry research and the case
studies indicate MFA can prevent 50% or more of credential-based breaches by stopping attackers
who have stolen passwords. In one deployment, enabling MFA for customers caused a 70% drop in
account takeover incidents, drastically reducing phishing-based compromise.

e Anomaly Detection Systems — Machine learning-based anomaly detection (via tools like
Splunk or Darktrace) actively monitors network and user behavior to detect abnormal patterns. The
study's pilot deployment illustrated that anomaly detection alerts security teams to aberrant
communication or login activity, reducing successful phishing intrusions by ~40% through early
detection of suspicious activity. By identifying indicators of compromise (i.e. a sudden download of
large amounts of data by an employee account at odd hours), these systems allow for a speedy response
to presumed social engineering intrusions.

e Behavioral Profiling — Related to anomaly detection, some defenses build profiles of
normal user behavior and communication patterns. Deviations from these norms (e.g., an employee
receiving an email that doesn’t match standard sender profile or linguistic patterns) can be flagged for
analysis. While more experimental, such profiling can be used to catch insider threats or targeted
spear-phishing attacks that generic filters miss. In the comparative analysis, behavioral analytics were
rated as moderately effective, with specific effectiveness in handling sophisticated or insider-focused
social engineering scenarios.

Collectively, these technical controls provide an automated defense that makes social
engineering attacks much less probable and minimizes their impact. They are preventive and detective
controls that work best together — for example, using email filtering, anomaly detection, and MFA
collectively provides overlapping defenses that an attacker would need to bypass simultaneously.



2.3 Human-Centric Security Measures

To strengthen the human factor, a combined program of gamified training, phishing
simulations, and incentivized reporting was implemented. Gamified exercises and simulations
reduced phishing click-through rates from 25% to as low as 8%, while feedback loops and reward
systems increased incident reporting by 25%. These measures proved highly effective in developing
user awareness and active participation in threat detection.

2.4 Organizational Policies and Preparedness

Organizational policies ensure that even if a social engineering attack succeeds, its impact is
contained. Organizations with tested incident response plans recovered 40% faster. Regular security
audits helped eliminate 15% of potential vulnerabilities. Role-Based Access Control (RBAC) reduced
insider-related incidents by 30%, and improved physical access control cut unauthorized entries by
80%. These governance-focused practices ensure resilience, readiness, and accountability across
teams.

3. Results and Effectiveness of the Defense Strategies

Empirical results from the case studies and simulations of the research demonstrate that a
multi-layered approach can make a corporate structure substantially more resilient to social
engineering.

On the technical side, the deployment of strong authentication and anomaly detection showed
clear benefits. As noted, rolling out MFA to user accounts coincided with reductions of up to 70% in
account takeover incidents, closing what had been a common result of phishing (stolen passwords
leading to breaches). Likewise, pilot deployment of an Al-based anomaly detection system caught
several spear-phishing attempts early, preventing damage and reducing overall incident levels by an
estimated 40% compared with the pre-deployment period. These technical tool outcomes indicate that
preventative controls can block a high percentage of social engineering attempts before they fool a
human, especially when continuously refreshed with threat intelligence.

Human-centered defenses demonstrated perhaps the most immediate behavioral impact.
Phishing simulation campaigns, when first initiated, would often register a high baseline click rate
(e.g. 20-30% of employees fell for test phish initially). But over the period of several months of
training and repeated simulations, organizations saw a steady reduction in click rates to single-digit
percentages (as low as 5-8% in some divisions). Concurrently, the rate at which employees reported
the simulated phishing emails rose dramatically, an indicator of heightened vigilance. Interestingly,
departments that utilized the gamified training modules improved the most rapidly, an indicator of
interactive training’s effectiveness in altering behavior. Incentives increased reporting rates by 25%.
This improved reporting is valuable because it gives security teams early warning to investigate actual
phishing attacks before they spread.

Organizational measures provided priceless support during the study's observation time frame.
Companies with refined incident response plans and who conducted regular drills contained mock
breaches or actual incidents significantly better — cutting response times and recovery costs by a
substantial margin (up to 40% faster recovery noted). Ongoing security audits not only patched policy
gaps but served as a feedback loop to ensure technical and training measures remained effective
against emerging threats. For example, when one phishing tactic using fake file-sharing links became
popular, an audit triggered the updating of email filters to expressly warn of such unusual external
share requests. This agility is a primary advantage of having formal governance and review
established.

Combined, the multi-layered defense strategy reduced successful attack rates by up to 70%,
improved employee phishing detection (click rates down to 5-8%), increased incident reporting by
25%, and shortened recovery times by up to 40%.



4. Conclusion

This overview lays out a comprehensive strategy for safeguarding corporate entities against
the growing menace of social engineering. By incorporating technical controls (phishing detection
software, anomaly monitoring, MFA, and email filtering), human-centered initiatives (continuous
gamified training, phishing simulations, and incentives-based reporting), and sound organizational
policies (incident response planning, security audits, and strict access controls), organizations can
drastically reduce their vulnerability to social engineering attacks. The practical controls discussed —
from a browser extension that intercepts phishing links in real time to an incentives program that
rewards employees for reporting threats — have proven to offer value in actual use, bringing tangible
improvement of security posture.

Most importantly, the findings demonstrate that a multi-layered defense-in-depth approach is
far more effective than standalone initiatives. Cybersecurity professionals can take away not only
specific actions (such as introducing MFA or conducting drills) but also the benefit of integrating
these actions into a cohesive program. The benefits such as a 50—70% drop in successful attack rates,
faster incident response, and enhanced user wariness attest to the real-world applicability of this
approach in corporate environments. Going forward, organizations need to continuously update these
measures — customizing training materials to new scams, refreshing tools with Al-driven
enhancements, and reviewing policies against novel social engineering tactics. By doing this,
businesses will develop an adaptive human-technology firewall, making it far more challenging for
attackers to exploit the human element and ensuring that when they do try, the attempts are detected
early and contained.

This article, based on Askhatov Alim's research work, is a sound evidence-based manual for
practitioners. It argues that social engineering defense is not a single solution but an ongoing,
integrated process. With strategic direction and determination on technical, human, and management
levels, corporate entities can stay ahead of social engineers and protect their vital assets and
information from manipulation-based intrusions.
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