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focus on improving model efficiency and integrating blockchain-based security mechanisms (Hussain 

et al., 2021) [3]. 
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1. Introduction 

Wireless networking is crucial in our daily lives now. You can find Wi-Fi almost everywhere, 

like in homes, offices, and public places. Over the last 20 years, the security features of Wi-Fi have 

improved and changed a lot. This change follows several important standards that were introduced to 

make Wi-Fi more secure and reliable. Early protocols like Wired Equivalent Privacy (WEP) were 

found fundamentally flawed, leading to the development of Wi-Fi Protected Access (WPA) and the 

widely adopted WPA2 (IEEE 802.11i) standard in 2004. Most recently, the Wi-Fi Alliance introduced 

WPA3 in 2018 as the successor to WPA2, aiming to strengthen encryption and authentication for 

WLANs [10]. These modern 802.11 security protocols (WPA2, WPA3) were designed to ensure 

confidentiality, integrity, and access control in wireless networks, and they are now the default options 

in personal routers and enterprise Wi-Fi deployments [10], [14]. 

2. Context and Methodology of the Study 

Despite significant advancements in wireless encryption and authentication protocols, real-



 

 

world Wi-Fi networks continue to face a range of security threats. WPA2 has been the most widely 

adopted standard for over a decade, yet research and practical attacks have shown that even robust 

encryption can be undermined by protocol-level flaws, misconfigurations, or weak credentials. These 

persistent issues have driven the development of WPA3, which introduces new mechanisms aimed at 

mitigating common vulnerabilities—but its adoption and implementation remain uneven across 

devices and environments. 

Understanding the practical security posture of these protocols is crucial. This study explores 

how WPA2 and WPA3 fare under targeted attacks by recreating common threat scenarios in a 

controlled environment. Specifically, four types of attacks were simulated: deauthentication attacks, 

handshake captures, KRACK (Key Reinstallation Attacks), and protocol-level exploits targeting 

offline dictionary attacks. 

Each scenario was executed in five repeated trials to ensure statistical relevance. Key metrics 

such as attack success rate, packet loss, and reconnection time were recorded and averaged. The 

methodology not only tests theoretical weaknesses but also assesses whether the protocol-level 

improvements of WPA3 result in observable resilience during live deployments. 

This combined contextual and experimental analysis allows for a practical evaluation of WPA2 

and WPA3, providing insight into which vulnerabilities persist, which have been mitigated, and what 

implications this has for securing modern wireless networks in both personal and enterprise settings. 

2.1 VULNERABILITIES OF WPA2 

Wi-Fi Protected Access II (WPA2) has been the predominant WLAN security standard for 

over a decade, offering robust encryption via AES-CCMP. However, multiple studies have exposed 

critical vulnerabilities in WPA2’s design. One notable flaw is the Key Reinstallation Attack 

(KRACK), which exploits a weakness in the four-way handshake to force nonce reuse and decrypt 

data without the Wi-Fi password [27]. Similarly, an attacker can capture a WPA2 handshake-derived 

value (the PMKID) to perform offline dictionary attacks, bypassing the need to intercept the full 4-

way exchange [6]. These revelations highlight that even strong ciphers can be undermined by protocol 

logic errors.  

2.2 VULNERABILITIES AND FEATURES OF WPA3 

The introduction of WPA3 brought important enhancements intended to address WPA2’s 

shortcomings. Notably, WPA3-Personal replaces the pre-shared key exchange with the Simultaneous 

Authentication of Equals (SAE) handshake, a variant of the Dragonfly key exchange, to provide 

forward secrecy and better resistance to offline password guessing [14]. WPA3 also mandates 

Protected Management Frames (PMFs) to defend against deauthentication spoofing and introduces 

individualized data encryption even on open networks through Opportunistic Wireless Encryption 

(OWE) [10], [15]. These improvements raised expectations that WPA3 would resolve the prevalent 

issues in WPA2. 

2.3 CONTRIBUTIONS OF THIS STUDY 

Through this hands-on evaluation, we present a synthesized analysis of the strengths and 

weaknesses of WPA2 and WPA3, and we offer insights into their suitability for different use cases. 

In particular, this study: 

(1) Identifies which known vulnerabilities remain applicable (or have been mitigated) in 

real deployments of WPA2 vs. WPA3 [5], [7]. 

(2) Pinpoints security gaps where further improvements or best practices are needed (for 

instance, in handling rogue AP threats or ensuring robust user authentication) [8], [23]. 

(3) Provides guidance on selecting and configuring Wi-Fi security protocols for distinct 

contexts—from end-user home networks to large enterprise infrastructures—in light of their current 

security posture [10], [14]. 

By highlighting the practical implications of recent protocol developments, our work aims to 

help both network practitioners and researchers understand the current state-of-the-art in wireless 



 

 

security and the prospects for its future development.  

3. RESULTS AND DISCUSSION 

This section presents and analyzes the experimental results, comparing the performance of 

WPA2 and WPA3 under different attack scenarios. Results are structured into four key attack 

evaluations: deauthentication attack, handshake capture, KRACK attack, and overall comparative 

metrics. 

All the experimental results are consolidated in Table 1 for direct comparison. Each metric 

represents the average over 5 repeated trials per scenario, as described in the methodology. The 

success rate (in %) for each attack was computed as shown in Equation (1), based on the number of 

trials in which the attack achieved its intended effect (e.g., disconnection or key compromise): 

 

𝑅𝑠 =
𝑁𝑠𝑢𝑐𝑐𝑒𝑠𝑠𝑓𝑢𝑙 𝑡𝑟𝑖𝑎𝑙𝑠

𝑁𝑡𝑜𝑡𝑎𝑙 𝑡𝑟𝑖𝑎𝑙𝑠
 × 100% 

 

Table 1. Comparative outcomes for WPA2 vs. WPA3 under different attack scenarios 

Attac

k Type 

Succes

s Rate (WPA2 

vs. WPA3) 

Avg. 

Disconnection 

Time (s) 

P

acket 

Loss 

(%) 

Reconn

ection Time (s) 

Deau

th Attack 

100% 

vs. 0% 

0.5s 

vs. 0s 

9

0% vs. 

0% 

3.0s vs. 

0s 

Hand

shake 

Capture 

100% 

vs. 100% 

0.5s 

vs. 1.0s 

5

% vs. 

5% 

1.5s vs. 

2.0s 

KRA

CK Attack 

100% 

vs. 0% 

0s vs. 

0s 

5

% vs. 

0% 

0s vs. 

0s 

 

4. Conclusion 

This study set out to identify the strengths and weaknesses of modern Wi-Fi security protocols 

through hands-on testing, and the findings clearly confirm the expected security gap between WPA2 

and WPA3. WPA3-Personal delivered substantial improvements over WPA2 in real-world attack 

scenarios. In our experiments, WPA3’s use of the Simultaneous Authentication of Equals (SAE) 

handshake and mandatory Protected Management Frames (PMF) effectively thwarted attacks that 

readily compromised WPA2 networks, including offline passphrase cracking and deauthentication-

based disconnects. Notably, WPA3’s improved handshake process also mitigated the KRACK key 

reinstallation vulnerability that severely affected WPA2. By contrast, WPA2-PSK — still the most 

widely deployed Wi-Fi security protocol — was consistently breached under these tests using well-

known tools and techniques, highlighting how easily it can be compromised under real-world 

conditions. These results reinforce the conclusion that WPA2’s legacy protections are insufficient 

against modern attack methods, whereas WPA3 offers a far more robust defense in practice. 

Finally, this work highlights several avenues for future research to further strengthen Wi-Fi 

security. First, comprehensive assessments of WPA3-Enterprise deployments (e.g., in 802.1X 

environments) are needed to verify that enterprise authentication mechanisms hold up against 

sophisticated attacks, as our study focused on personal networks. Second, investigation into side-

channel and implementation-layer vulnerabilities in WPA3 devices is warranted – for example, early 

analyses uncovered flaws in the WPA3 Dragonfly handshake (the Dragonblood attacks) via timing 



 

 

side-channels and insecure transition modes, indicating that even a strong protocol can be undermined 

by poor implementations or backward-compatibility features. Third, as cryptographic technology 

advances, exploring the integration of post-quantum cryptographic algorithms into Wi-Fi 

authentication is an important forward-looking step to ensure long-term resistance against emerging 

threats. Addressing these gaps will help solidify the security of next-generation wireless networks and 

ensure that Wi-Fi remains secure as new vulnerabilities and attack techniques evolve. 
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Abstract 

This article examines the construction and implementation of modern Information Security 

Management Systems (ISMS) in the context of evolving cyber threats. Through a mixed-method 

research approach combining literature review and practical assessment, the study analyzes key 

components and best practices in ISMS development. The research highlights the transition from 

reactive security approaches to proactive, risk-based strategies that integrate people, processes, and 

technologies. The article proposes guidelines for organizations to enhance their security posture 

through advanced ISMS frameworks, with particular attention to emerging technologies such as AI 

and machine learning for threat detection. The findings demonstrate that comprehensive ISMS 

implementation significantly strengthens organizational resilience against increasingly sophisticated 

cyber attacks, while addressing the challenges of regulatory compliance and rapid technological 

adoption. 

Keywords: Information Security, ISMS, cybersecurity, risk management, artificial 

intelligence, organizational resilience 

 

Introduction 

With increasing digitalization across all industries, the security of information systems has 

become a foundational concern for modern organizations. From e-commerce platforms to government 

infrastructure, every domain now faces the challenge of protecting sensitive data in the face of 

constantly evolving cyber threats.Information Security Management Systems (ISMS) serve as a 

strategic framework for identifying and mitigating information risks. Unlike traditional security 

measures that focus narrowly on firewalls or antivirus tools, ISMS approaches combine technology, 

policies, and human behavior to deliver comprehensive protection. As cyberattacks grow in frequency 

and sophistication, organizations must shift from reactive to proactive defenses—relying on 

continuous monitoring, risk assessments, and adaptable security architecture. 

This article examines how ISMS frameworks are evolving, the role of emerging technologies 

like artificial intelligence, and what organizations can do to stay ahead of the threat landscape. 

 

Modern ISMS: From Policy to Practice 

ISMS provides a structured methodology for ensuring the confidentiality, integrity, and 

availability (CIA) of data. It helps organizations establish security baselines, identify critical assets, 

assess risks, and define policies that govern access, monitoring, and response. 
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