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Disabling JavaScript in PDF viewers, implementing intelligent scanning systems, and 

promoting user awareness are critical steps toward reducing the risk of infection. As document-based 

threats grow more sophisticated, continued research into proactive and intelligent detection methods 

remains essential [4]. Through a deeper understanding of both the theoretical and practical aspects of 

PDF malware, more resilient defenses can be developed against this evolving threat landscape. 
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Abstract. As cyber attacks turn out to be more advanced and widespread, the demand for 

cybersecurity professionals who can handle reality-based issues grows more rapidly day after day. 

Traditional education systems that are usually based on theory cannot provide the field practice 

necessary to combat the reality-based issues of modern-day cyberattacks. Sandboxes - isolated 

platforms in which malware and cyberattacks are safely tested and analyzed - have become a central 

element in the training of cybersecurity professionals. This article examines the use of sandboxes for 

training in cybersecurity, ranging from various sandbox types to the benefits of experiential learning 

and sandbox limitations. Based on successful use cases and studies, in this article, one gets a critical 

understanding of the way sandboxes are shaping the future of cybersecurity training. 

Keywords: Cybersecurity training, Sandboxes, Malware analysis, Hands-on learning, Static 

sandboxes, Dynamic sandboxes, Hybrid sandboxes, Penetration testing, Incident response 

 

1. Introduction to Cybersecurity Training. The digital revolution has changed almost every 

aspect of life, especially bringing with it huge benefits, but also growing threats to cybersecurity. As 

increasingly sophisticated cyber attacks are carried out against organizations, governments, and 

individuals, there is an urgent need for cybersecurity experts with both theoretical knowledge and 

practical experience. Traditional education methods - based mostly on lectures and theoretical 

understanding - are no longer sufficient to equip cybersecurity practitioners for the dynamic and 

sophisticated nature of today's threats. Consequently, institutions and organizations are adopting more 
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hands-on training methods, which enable students to simulate real attacks, reverse-engineer malware, 

and implement defense measures in isolated, secure environments. Sandbox environments are one of 

the most effective tools for this type of training, as they allow individuals to experiment with and learn 

about malware in a safe manner without putting real-world systems at risk. 

2. What Are Sandboxes? An isolated environment is a standalone virtualized environment 

where malicious and untrusted programs may be run and tested without compromising the live host 

system. Isolated environments are extremely crucial in cybersecurity during incident response 

training, penetration testing, and malware analysis and offer an isolated environment to learn about 

attacks [1]. The most defining feature of sandboxes is isolation: they isolate malware or other 

malicious code from the rest of the system, so that any malicious action taken in the sandbox is 

isolated. This allows cybersecurity professionals to examine in very detailed ways the behavior of 

malware in an isolated setting, test security software, and refine protection against attacks without 

risking malware spread over other networks or systems [2]. 

3. The Importance of Hands-On Learning (Related to Sandbox Examples). In general, the 

role of hands-on learning in cybersecurity education cannot be overestimated these days. Theoretical 

classes do provide the basics, but the experience gained is crucial for acquiring the practical skills 

needed to effectively counter and respond to cyber attacks. Hands-on training in isolated environments 

allows fellow students to interact directly with malware and simulate cyber attacks in a secure, isolated 

environment. For example, consider a cybersecurity student who was assigned to analyze a sample of 

unknown malware. In a traditional classroom, they can learn about malware analysis, but in an isolated 

environment, they can run malware, monitor its actions, its interactions with remote servers, and how 

it can be localized or quarantined. It is a hands-on learning experience that allows students to: 

-  Repeat incident response: simulate cyberattacks, detect only dangerous vulnerabilities, and 

implement effective countermeasures online [3]. 

-  Although malware behavior analysis: students can run malware examples, monitor what they 

are doing, redesign their code and declare vulnerabilities, clearly understanding how different types 

of malware work; 

-  Progression of penetration testing: find system vulnerabilities, simulate attacks in the real 

world, be able to exploit vulnerabilities — skills necessary for life to resist hackers [4]. 

-  Conduct penetration testing: isolate fellow students so that they can practice exploiting 

security vulnerabilities and test the effectiveness of defensive measures by simulating tactics used by 

real cyber attackers [5].  

The sandbox environment allows students to practice on real-world attacks, increasing their 

will to respond to future cybersecurity challenges [6]. 

 

4. Types of Sandboxes in Cybersecurity. Isolated environments can be of different nature, 

each of which is suitable for use for different purposes of training and threat analysis. Identifying 

these types is crucial in choosing the right isolated environment for specific cybersecurity purposes. 

Type Description Advantages Use Case 

Static 

Analyzes files 

without execution, 

focusing on structure 

and metadata 

Fast, safe for pre-

screening 
Initial malware triage 

Dynamic 

Executes files in a 

controlled 

environment to 

monitor real-time 

behavior 

Provides deep 

behavioral insights 

Malware analysis 

labs 

Table 1. Static vs. Dynamic Sandboxes. 



 

 

Isolated static environments are best suited for quickly viewing files to identify their potential 

harmfulness. They work by processing the file structure and metadata without executing the file, 

thereby making them available as a fast and secure means of prequalification for suspected malware. 

But they have a way out when they have to work with polymorphic malware that can cheat. However, 

dynamic sandboxed environments execute files in a controlled environment, and we manage to 

monitor malware treatment in real time. This deeper understanding of how malware works with the 

system is a valuable contribution to detailed analysis, and therefore dynamic isolated environments 

are simply indispensable in understanding advanced threats, such as ransomware or deployed 

persistent threats (APT) [7]. 

 

Type Description Advantages Considerations 

Agent-Based 

Monitors from inside 

the VM with an 

installed agent 

High visibility into 

system events 

Risk of malware 

detecting the agent 

Agentless 

Observes from 

outside the VM (e.g., 

hypervisor level) 

Stealthy, harder to 

detect 

May lack deep 

process-level 

visibility 

Table 2. Agent-Based vs. Agentless Sandboxes. 

Agent-based isolated systems place a monitoring agent inside a virtual machine to collect 

detailed information about system events. And although this method provides much greater 

opportunities to look at the internal reality, malware can identify the agent and wander past them. 

From the other side, agent-based isolated systems do not allow monitoring activities from the inside, 

and thus are more unremarkable. However, this setting may not be informative enough for some 

internal system events, so it may mean limiting the depth of analysis [8]. 

Type Description Advantages Suitable For 

Cloud-Based 

Hosted remotely; 

accessible via 

browser or API 

Scalable, minimal 

setup 

SaaS tools, remote 

teams 

On-Premises 

Deployed locally 

within internal 

networks 

Data privacy, custom 

control 

Finance, government, 

research labs 

Table 3. Cloud-Based vs. On-Premises Sandboxes. 

Cloud isolated environments are located at a distance, and they can be accessed via a browser 

or API, which provides flexibility and scalability. They are ideal for remote teams or companies using 

SaaS tools. Local sandboxes, in contrast, provide a higher level of control over confidential data and 

are suitable for businesses such as finance, government, or research laboratories, where data 

confidentiality and compliance with legal requirements are crucial factors [9]. 

Type Description Advantages Best Use Type 

Interactive 

User guides 

execution and 

analysis 

Great for 

education and 

research 

Cybersecurity 

training 
Interactive 

Automated 

Predefined 

workflows 

analyze samples 

autonomously 

Efficient and 

fast 

Enterprise threat 

detection 
Automated 

Table 4. Interactive vs. Automated Sandboxes. 

Interactive sandboxed environments enable users to interact directly with malware and control 

the analysis process. This type of program is especially valuable in schools because students need to 



 

 

be involved in all stages of the process. But automated sandboxes process malware analysis 

independently, which makes them mandatory for enterprises that need to process large chunks of data 

early [10]. 

5. Examples of Successful Learning in the Sandbox.  

Case Study 1: Malware Analysis by University Students 

At a university in Europe, cybersecurity students used Cuckoo Sandbox to analyze obfuscated 

malware samples. After three weeks of hands-on training: 

• 90% of students could identify malicious behavior in unknown samples. 

• Many students developed custom YARA rules to detect new variants. 

• The final assessments showed a 40% improvement in malware classification accuracy 

compared to a control group that only received theoretical lessons [11]. 

Case Study 2: SOC Team Simulation with VMware NSX ATA 

An enterprise security team used VMware NSX Advanced Threat Analyzer (ATA) for red vs. blue 

team exercises: 

• The blue team practiced real-time traffic inspection, incident response, and log 

correlation. 

• Post-exercise evaluations showed a 25% faster response time and 80% successful 

containment of simulated threats [12]. 

Case Study 3: Remote Training via Any.Run 

A global cybersecurity bootcamp employed Any.Run, a cloud-based interactive sandbox, for remote 

hands-on training. Despite geographical distance: 

• Learners interacted with live malware samples and practiced behavioral analysis. 

• 95% of participants reported increased confidence, with over 70% going on to pursue 

certifications and internships [13]. 

6. Learning challenges in the sandbox. Although isolated environments provide ample 

opportunities for hands-on cybersecurity training, some problems can reduce their effectiveness if not 

properly addressed. These challenges range from technical difficulties to human limitations. Creating 

isolated environments, especially open source ones like Cuckoo, can be a difficult and time-

consuming process. Students often require advanced skills in virtualization, networking, and system 

configuration to run a functional isolated environment. Many isolated environments also consume 

many hardware resources, for example, more than 16 GB of RAM, powerful processors and solid-

state devices. Students or organizations with limited infrastructure may face performance problems or 

simply not have a chance to run advanced sandbox environments [14]. Although sandboxed 

environments are designed to isolate malicious behavior, incorrect configuration or software 

vulnerabilities can lead to an exit from the sandboxed environment when malware breaks out of the 

environment and infects a host or network. Without proper localization strategies, isolated 

environments can inadvertently become threat carriers. Moreover, interpreting logs, file system 

changes, memory dumps, and network activity requires deep understanding. Beginners may not notice 

critical signs of compromise or misinterpret harmless behavior as harmful, leading to incorrect 

conclusions. Finally, most isolated environments are not equipped with built-in training, progress 

tracking, or guided assessment programs. This makes it difficult for students to assess their own 

growth or receive immediate feedback without the involvement of a teacher [15]. 

Conclusion. Isolated environments have become no substitute for a targeted cybersecurity 

training tool, providing experts with a safe and controlled space to experiment with real threats. 

Offering hands-on exposure to working with malicious code, penetration testing and incident 

response, isolated environments will narrow the technological gap between theoretical concepts and 

the development of practical skills. Even in spite of still existing issues, such as technical limitations 

and resource lack, advantages of training within an isolated environment are far outweigh these issues. 



 

 

As cybersecurity continues to evolve, sandboxes will remain an essential component of cybersecurity 

education, helping to prepare professionals to meet the complex challenges of the future.  
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Abstract 

The security of telecommunications systems is a priority in the face of growing digital threats. 

Authentication plays a key role in protecting data and preventing unauthorized access. This article 

reviews modern authentication methods, ranging from traditional passwords to biometric 

technologies. The advantages and disadvantages of different approaches, their impact on safety and 

prospects for future development are examined. A comparative analysis of different methods has been 

carried out, their strengths and weaknesses have been identified. 
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