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As cybersecurity continues to evolve, sandboxes will remain an essential component of cybersecurity 

education, helping to prepare professionals to meet the complex challenges of the future.  
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Abstract 

The security of telecommunications systems is a priority in the face of growing digital threats. 

Authentication plays a key role in protecting data and preventing unauthorized access. This article 

reviews modern authentication methods, ranging from traditional passwords to biometric 

technologies. The advantages and disadvantages of different approaches, their impact on safety and 

prospects for future development are examined. A comparative analysis of different methods has been 

carried out, their strengths and weaknesses have been identified. 
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The escalating sophistication of cyber threats targeting telecommunication systems 

necessitates a continuous reassessment and evolution of authentication mechanisms. 

Telecommunication systems, which were initially designed with a focus on functionality and 

efficiency, are now prime targets for malicious actors seeking to exploit vulnerabilities and gain 

unauthorized access to sensitive data and critical infrastructure [1].  Traditional password-based 

authentication, while ubiquitous, has proven to be inadequate in the face of modern attack vectors 

such as phishing, brute-force attacks, and credential stuffing [2]. This has prompted the development 

and deployment of more robust authentication methods, including multi-factor authentication, risk-

based authentication, and biometric authentication, which leverage diverse factors to verify user 

identities and enhance security [2]. The ongoing challenge lies in balancing security with usability, 

ensuring that authentication mechanisms are both effective in mitigating threats and convenient for 

users to adopt and utilize, thereby fostering a secure and user-friendly telecommunications 

environment [3]. The transition from conventional password-based systems to more sophisticated 

methods like biometrics marks a substantial shift in how identity is verified in these crucial 

infrastructures [4]. 

Authentication is the process of authenticating a user, device or system (fig. 1). It is needed to 

make sure that the person or program is really who they are. 

 
Figure 1. The process of authenticating 

One of the key security problems in modern networks is that intruders seek not only to steal 

users' personal data, but also to seize their digital identity. When many services and systems (public, 

financial and other) are tied to the user’s identity, their protection issues become critical. This in turn 

increases the burden on existing authentication methods and requires new, more efficient approaches 

to be developed. 

User authentication is one of the most important aspects of telecommunication system security. 

Traditional methods such as passwords are gradually giving way to more reliable and convenient 

technologies such as multi-factor authentication (MFA), biometrics, and adaptive authentication 

techniques. Despite the development of technology, the number of cyberattacks continues to grow, 

which points to the need to improve existing protection mechanisms. The main objective of this article 

is to carry out a comparative analysis of existing methods and identify promising directions for their 

development. 

2. Authentication methods 

2.1 Comparative analysis of authentication methods 

To evaluate the effectiveness of various authentication methods, key indicators were analyzed, 

including security, usability and likelihood of compromise. Table 1 provides a comparative analysis 

of popular authentication methods. 

 

Table 1. Comparative analysis of authentication methods 

  



 

 

Authentication 

method 

Security level Ease of use 

 

Likelihood of 

compromise 

Passwords low medium high 

One-time passwords 

(OTP) 
medium medium medium 

Multi-factor 

authentication (MFA) 
high low low 

Biometrics 

(fingerprints, face) 
high high low 

Adaptive 

authentication 
very high high very low  

 

Data shows that traditional passwords are most likely to be compromised, while adaptive 

authentication and biometrics provide a high level of security with ease of use. 

2.1 Password authentication 

Passwords remain the most common authentication method due to its simplicity of 

implementation. However, they are vulnerable to brute force (targeting) attacks, phishing attacks and 

data leaks. According to analytical studies, more than 80% of account breaches occur due to the use 

of weak or repetitive passwords. Improved strategies, such as password managers and complex 

password policies, increase the level of security but do not solve all problems. 

2.2 One-time passwords (OTP) 

OTP (One-Time Password) is used for additional protection and is part of two-factor 

authentication (2FA). They can be generated by hardware tokens, mobile applications (Google 

Authenticator, Authy) or sent via SMS. However, the method is susceptible to Man-in-the-Middle 

(MITM) attacks. Research shows that the methods of intercepting SMS codes have become 

significantly more common, which makes this method not the most reliable. 

2.3 Multi-factor authentication (MFA) 

MFA uses multiple identification factors (e.g., password + SMS code or biometrics + hardware 

key). This approach significantly improves security, but increases the complexity of implementation 

and requires additional devices or applications. According to statistics, companies using MFA reduce 

the likelihood of unauthorized access by 99.9%. 

2.4 Biometric authentication 

Biometrics involves the use of unique physiological characteristics of the user, such as: 

− Fingerprints (used in smartphones and laptops); 

− Face recognition (Face ID, video surveillance); 

− Iris scan; 

− Voice recognition and user behavior. 

Advantages of biometric authentication: 

− High level of safety (difficult to forge); 

− User convenience (no need to remember passwords); 

− Authentication speed. 

Limitations: 

− Possibility of errors (false triggering, difficulties with identification when changing 

appearance); 

− Vulnerability to attacks (copying of fingerprints, face substitution in systems with low level 

of protection); 

− High implementation costs. 
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The analysis shows that biometric methods are becoming increasingly popular, especially in 

the financial sector where accuracy and security are critical. However, biometrics still needs 

improvement, especially when it comes to protecting users' personal data. 

3. Prospects for the development of authentication methods 

1) Adaptive authentication – using context data (location, device, behavioral factors) to 

dynamically select the security level. This approach is already being actively used in banks and cloud 

services. 

2) Blockchain technology – decentralized identification, which allows to exclude 

intermediaries and reduce the risks of hacking centralized databases. There are already projects that 

use blockchain to authenticate users without the need to store passwords. 

3) AI and machine learning – automatic analysis of behavioral data to detect anomalies and 

improve authentication accuracy. According to recent studies, behavioral authentication based on 

machine learning can reduce the number of false biometrics by 30-40%. 

4) Quantum cryptography is the protection of communication channels with the help of 

quantum keys, resistant to hacking even using quantum computers. This technology is still under 

development, but may become a security standard in the future. 

4. Conclusion 

The integration of biometric technology into authentication processes is rapidly gaining 

traction, driven by the increasing prevalence of biometric scanners in smartphones and other devices, 

coupled with the demand for enhanced security and seamless customer experiences. Biometric 

authentication methods offer a compelling alternative to traditional password-based systems, 

providing a more secure and convenient way to verify user identities. Biometric identification is 

recognized as the most reliable form of authentication, experiencing rapid growth and offering 

enhanced security compared to conventional methods like tokens and credentials. 
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Introduction. The OWASP Top 10 is a widely recognized and influential list of the most 

critical security risks for web applications, compiled by the Open Web Application Security Project 

(OWASP). This list serves as a guideline for developers, security professionals, and organizations to 

prioritize security improvements and mitigate the most prevalent vulnerabilities (OWASP 
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