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The analysis shows that biometric methods are becoming increasingly popular, especially in 

the financial sector where accuracy and security are critical. However, biometrics still needs 

improvement, especially when it comes to protecting users' personal data. 

3. Prospects for the development of authentication methods 

1) Adaptive authentication – using context data (location, device, behavioral factors) to 

dynamically select the security level. This approach is already being actively used in banks and cloud 

services. 

2) Blockchain technology – decentralized identification, which allows to exclude 

intermediaries and reduce the risks of hacking centralized databases. There are already projects that 

use blockchain to authenticate users without the need to store passwords. 

3) AI and machine learning – automatic analysis of behavioral data to detect anomalies and 

improve authentication accuracy. According to recent studies, behavioral authentication based on 

machine learning can reduce the number of false biometrics by 30-40%. 

4) Quantum cryptography is the protection of communication channels with the help of 

quantum keys, resistant to hacking even using quantum computers. This technology is still under 

development, but may become a security standard in the future. 

4. Conclusion 

The integration of biometric technology into authentication processes is rapidly gaining 

traction, driven by the increasing prevalence of biometric scanners in smartphones and other devices, 

coupled with the demand for enhanced security and seamless customer experiences. Biometric 

authentication methods offer a compelling alternative to traditional password-based systems, 

providing a more secure and convenient way to verify user identities. Biometric identification is 

recognized as the most reliable form of authentication, experiencing rapid growth and offering 

enhanced security compared to conventional methods like tokens and credentials. 
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Introduction. The OWASP Top 10 is a widely recognized and influential list of the most 

critical security risks for web applications, compiled by the Open Web Application Security Project 

(OWASP). This list serves as a guideline for developers, security professionals, and organizations to 

prioritize security improvements and mitigate the most prevalent vulnerabilities (OWASP 
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Foundation, 2021). The purpose of this article is to explore the methodology behind OWASP Top 10, 

compare it with alternative vulnerability classification method CWE Top 25, and analyze the 

differences. The goal is to provide a comprehensive understanding of these methodologies and how 

they impact the cybersecurity landscape. 

The OWASP Top 10 is updated periodically in every 3–4 years. Its last update was in 2021 

and in 2025 it should be updated again. The 2021 edition introduced several changes, including three 

new categories, renaming and re–scoping of four categories, and consolidation of others.  

Methodology of OWASP Top 10. This section explores the methodology used to create the 

OWASP Top 10, focusing on data collection, analysis, categorization, and ranking. 

Data Collection. The OWASP Top 10 is compiled from a diverse range of data sources, 

ensuring a broad and accurate representation of real–world security vulnerabilities. The key 

contributors to this dataset include: 

- Security testing companies – Vulnerability assessment and penetration testing data. 

- Bug bounty platforms – Reports from ethical hackers identifying security flaws. 

- Industry reports – Published research on emerging threats and security trends. 

- Security vendors – Findings from automated and manual security assessments. 

- Open–source contributions – Community submissions from cybersecurity professionals. 

For the 2021 OWASP Top 10, data was collected from 500,000+ web applications and several 

million vulnerability records worldwide. This represents a significant increase from the 114,000 

applications analyzed in the 2017 edition, providing a broader and more accurate dataset. Also 

previously data collection was focused on a defined subset of nearly 30 CWEs (Common Weakness 

Enamuration) with an additional findings similar to that. Which makes experts primarly focus on such 

CWEs and rarely on other CWEs. After consideration OWASP Foundation decided to not give a list 

of CWEs but ask for all data without any restriction. That was huge change that maked dataset 

skyrocket from nearly 30 CWEs to almost 400 CWEs to analyze. 

Data Analysis and Categorization. The significant increase of CWEs changed how to 

categorize them. OWASP decided to focus on root cause of vulnerabilities not symptom type. For 

example, instead of listing "Sensitive Data Exposure" as a vulnerability, they now look at the 

underlying issues, like cryptographic failures or misconfigurations. This shift helps security teams 

address the core problem rather than just mitigating the symptoms.  Even with that all vunerabilities 

can be similar at some point and overlap with each other as it can be seen in picture 1.  



 

 

 
 

Picture 1. Category Relationships ([6]) 

 

Also another major improvement in OWASP's methodology was the shift from frequency–

based ranking to incidence rate–based ranking. 

- Frequency–based ranking: Prioritizes vulnerabilities based on how often they appear, 

which can overrepresent some issues (e.g., Cross–Site Scripting). 

- Incidence rate–based ranking: Focuses on how many applications were affected by at least 

one instance of a vulnerability, preventing high–frequency, low–impact vulnerabilities from 

dominating the list. 

This shift allowed OWASP to better balance widespread security risks and critical but 

underreported threats. 

Selecting categories. Unlike traditional security reports that rely solely on statistical data, the 

OWASP Top 10 takes a hybrid approach to selecting categories. They have two primary components 

to define the list. Its not fully data–driven but also contains industry survey. What it means? It means 

that OWASP Top 10 not only consider pure statistical data. They make an industry survey where they 

ask opinions of experts, which makes it special. How they define which one is more important? In 

2017, they decided to go with 8:2 where 8 vulnerabilities will be from statical data and other 2 

vulnerabilities from survey. For example, thanks to that approach, in 2021, “Insecure Design” was 

included in list.  

Risk Ranking System. Once all 10 categories for OWASP Top 10 was decided, OWASP 

Foundation should decide how to place them. The main Methodology that they use to do that is 

OWASP Risk Ranking Methodology. This considers likelihood and impact to determine overall risk. 

In 2017, OWASP ranked categories by  Exploitability, Detectability, and Impact. However, in 2021 

they decided to change it and use data for Exploitability and Impact. In the end, their ranking were 

based on three key risk factors: 

- Exploitability – How easy is it for attackers to exploit this vulnerability? 

- Prevalence – How common is this vulnerability across applications? 

- Impact – What is the potential damage if the vulnerability is exploited? 



 

 

As we can see in picture 2, each risk factors have its own scores, and each score is typically 

assigned a value from 1 to 3. 

 

 
 

Picture 2. Risk Rating System 

 

Also OWASP includes CVSS (Common Vulnerability Scoring System) data from the National 

Vulnerability Database (NVD) to measure Exploitability and Impact score more precisely.  

Risk Calculation Formula.  

 

Risk = (Exploitability + Prevalence) × (Technical Impact) 

 

Where, 

- Exploitability Score: Derived from CVSS metrics, considering factors such as attack 

complexity, required privileges, and user interaction. 

- Prevalence Score: Based on how often the vulnerability appears in real–world 

applications. 

- Technical Impact Score: Evaluates the potential consequences (e.g., data theft, system 

compromise). 

For example, in 2017, injection was in first place. It’s exploitability was easy (3), prevalance 

– common (2), detectability (was not considered in 2021 list) – easy (3), technical impact – severe (3).  

 

𝐿𝑖𝑘𝑒𝑙𝑖ℎ𝑜𝑜𝑑 =
(3 + 2)

2
 × (3)  =  7,5 

 

In the severity score that can be seen in picture 3, we can see that 7,5 = High. 

 

 
 

Picture 3. Severity Score ([2]) 

 

Alternative Compilation Method. Several methodologies exist for ranking security 

vulnerabilities beyond OWASP Top 10, including the CWE Top 25, OWASP Mobile Security Top 

10, OWASP API Security Top 10, NIST Cybersecurity Framework (CSF) and etc. In this section we 



 

 

will consider 2024 CWE Top 25 as an alternative method, and will discuss the differencess between 

OWASP Top 10 and CWE Top 25.  

2024 CWE Top 25. The 2024 CWE Top 25 was calculated by analyzing public vulnerability 

information from CVE records, focusing on root cause mappings to Common Weakness Enumeration 

(CWE) categories. Unlike OWASP Top 10, where they uses industry survey, CWE Top 10 is pure 

statistical data, which rely only on evidences. The methodology consists of several key steps: 

- Dataset Collection. The dataset for 2024 included all CVE vulnerabilities that was 

published from June 1, 2023 to June 1, 2024. Also to improve accuracy, the CWE Team conducted 

automated analysis to identify CVE records that required remapping. After finding these records, 

CWE Team collaboratied with organizations responsible for assigning CVE IDs – to refine CWE 

mappings. 

- CWE Mapping Normalization. CWE Team maps vulnerabilities using View–1003: 

Weaknesses for Simplified Mapping of Published Vulnerabilities, which includes 130 CWE 

categories, and if they will not find correct category, it will be adjusted to their closest ancestor 

category. 

- Scoring and Risk Ranking System. The final CWE Top 25 ranking was determined using 

the Danger Score, which is calculated based on frequency and severity.  

Each CWE was ranked using the formula: 

 

Danger Score(CWEx)  = Frequency(CWEx) × Severity(CWEx) 

 

Where, 

- Frequency(CWEx) – Normalized frequency of CWE occurrences in CVE dataset. 

- Severity(CWEx) – Normalized severity score (average CVSS v3.0 or v3.1 base score). 

Differences between OWASP Top 10 and CWE Top 25. The OWASP Top 10 and the CWE 

Top 25 are both widely recognized security vulnerability classification frameworks, but they differ in 

methodology, scope, and ranking approach. In table 1. were provided a comparison between OWASP 

Top 10 and CWE Top 25. Here we can see some major differences such as, focus, target audience, 

scope, data sources, data collection approach, ranking factors, update frequency, and latest edition.  

 

Table 1. 

Comparison Between OWASP Top 10 and CWE Top 25. 

 

Factor OWASP Top 10 CWE Top 25 

Focus Web application security 

vulnerabilities 

General software weaknesses 

Target Audience Web developers, security testers Security researchers, software 

engineers 

Scope Covers issues like authentication 

failures, injection attacks, and 

access control flaws 

Covers programming errors like 

buffer overflows, memory 

corruption, and input validation 

issues 

Data Sources Security testing companies, bug 

bounty platforms, vendor reports, 

open–source contributions 

National Vulnerability Database 

(NVD), CVE data, CVSS scores 

Data Collection 

Approach 

Combination of statistical data 

(80%) and industry surveys (20%) 

Purely statistical approach 



 

 

Ranking Factors Exploitability, Prevalence, Impact Frequency of occurrence, CVSS 

severity score 

Update Frequency Every 3 - 4 years Annually 

Latest Edition 2021 (Next update in 2025) 2024 

 

Conclusion. Our article analyzed the Methodology of OWASP Top 10 and compared it to 

CWE Top 25. Their key differences were in data collection, where  if OWASP Top 10 approached 

hybrid manner of statistical data and industry survey, CWE Top 25 purely relied on statistical data 

that was prodived in NVD, CVE, and etc. Also another difference in methodology was in ranking 

factors, where OWASP Top 10 uses their own Risk Ranking Methodology that contains exploitability, 

prevalence, and impact, and CWE Top 25 uses frequency of occurrence, CVSS severity score. 
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1. Introduction 

The next generation of mobile networks is developing and evolving in the current era of 

digitalization, including 5G technology that is utilized in many spheres to meet customer needs with 

the possession of design priorities on efficiency, versatility, and scalability to match with 

characteristics based on connectivity and performance of the systems. 5G cellular networks should be 

efficient, and they differ in terms of requirements and features. In accordance with the emergence of 

5G technologies, more improvements were utilized to maintain 5G networking, to reach clients needs, 

and to be efficient where distinct services vary on the options of requirements and features [28]. 

The novelty of this research lies in the development and evaluation of a Hybrid IDPS that 

integrates adaptive learning and edge computing. Adaptive learning reduces false positives and 

identifies new threats, while edge computing ensures low-latency responses and scalability for a high-

density device environment. This dual approach offers an innovative framework to enhance the 
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