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CayaTTbUIbIFbIH apTThIPY

203. Opra MeKTernTe HaHOTEXHOJIOTUS YFBIMbIH OKBITY/IbIH, 808
Opborar A. THIMZI aicTepi
CEKLUA 2
COBPEMEHHBIE TH®OPMAIIMOHHBIE 1 KOMM YHUKAIIMOHHBIE
TEXHOJIOTYN
IMogcexkums 2.1
Lindposas TpaHchopmaryist 00pa30BaHUS

204, Apanbek H. «TpafiuiiiOHHBIE U UHTE/UIEKTYa/bHbIe TIOAX0bl B 00yUeHUH» 812

205| bakenoBa A.A. «lludpoBusaius TecTUpoBaHUs: pa3paboTka HelWpocCeTeBOTo 816
TIPWIOXKeHUs it GOPMUPOBaHUs 3alaHUM T10 aHTVIMKMCKON rpaMMaTUKe»

206, Bekmypar A.E. « ITHHOBaIIMOHHBIE METO/IbI 00yUeHs THpOPMaTHKe B IITKOJIe Ha 821
OCHOBE MCKYCCTBEHHOI'O MHTEJ/IJIeKTa»

207} HazapoBa A.T. «Pa3BuTve LM(POBBIX KOMIETEHLIMA yUUTesell B YyC/IOBUSIX 826
TIepCOHA/TM3UPOBAHHOTO 00yUeHHsI»

208, HypueBa  O.P. «ludpoBas  TpaHchopMalyss  MeJarorukd:  poJb
HMH(MOPMAaLIMOHHBIX TeXHOJIOTU B TOBBIIIIEHUN KBa/IM(UKaLUU 830
TIpero/iaBaTesiei»

209, A6agyammmmoBa II.M. «bimim Gepy mpoleciHze >kacaHAbl WMHTE/IEKT 833
TEXHOJIOTUSIJIaDBIH KOJIIAHYAbIH TAIM/IJTITI»

210} AxkubaeBa A.[l. «MekTen MH(OPMAaTUKAChIH OKBITYJAFbl KEMILITIKTep/i KO0 837
JKOJZIapbI»

211} Acbuibek M.A. «Oprta Mekrerite 6ijiM Oepy yzepiciHAe yiKeH [AepeKTepi 842
KO/IZIAHY 9/1iCTEMECi»

212, AtanoBa A.E. «9neymeTTiK esisiepi WHMOpPMAaTHKA MoHI OOMBIHIIIA OKBITY 845
KYpaJbl peTiHze naijanaHy»

213| banrabaeB H.I1. «MekTentepie cabak KecTeCiH aBTOMAaTTaH/bIPyFa apHa/FaH 851
WHTeJIJIEKTYyaJl/Ibl )Kyhe KYpy»

214] banrabaes H.II., [IapmeHoB O.M., MypatoBa M.M. «KacaH/bl WUHTE/IEKT
HeTi3iHJe >KapaTbUIbICTaHy T9HJEePiH OKBITYAbl eTindipy: BilimALL Al 854
171aThOpMaChIHbIH, MYMKIiH/TIKTePi»

215, baymypatoBa X.b. «AKT oOKpITy OapbichiHZ@a 0OacTaybllll  CBHIHBIIM 856
OKYLUIbLIapPbIHBIH, UG PJIbIK CayaTThIBIKTAPBIH KAIBINTACThIPY/IbIH 3/licTeMeCi»

216} Baymyparoga II1.B. «’KacaHpl UHTe/TIEKT HeTi3iH/e WHK/IO3UBTI OimiM Oepyi 859
SKETUIIIpY»

217, Fasuz JK.E. «bacrayplln  MeKkTenTe  akMapaTThIK-KOMMYHUKALIUSIBIK 863
TeXHOJIOTUSIAP/bI OKBITY 9/IiCTEMECi»

218, HapmeHoB O.M. «HbopMaTHKaHbI KO/DKeTiMi eTeTiH MoOwisai "BilimAll" 866
KOCBIMILIAChI»

219, HOyiiceramueBa H.A. «HIGH-TOUCH HIGH-TECH Mopgesni apKpUibl OoJaliiak, 870
vH(hOpMaTHKa MYFaliM/iepiH MalllMHa/IbIK, OKBbITY Heri3iHjAe AasprayzbiH




WHHOBALIMSJIBIK TICI/IZIEP] Typasibi»

220, Eruk6aii AK. «AxkmnaparTelk Adyipge 6imiMm  GepyaiH jkaHa KeseHi — 874
Wudorpaduka»

221} XKanabekkpi3bl A. kKEDCAFE Al kemerimeH cabakThl KocCrapJsiay» 879

222| )KymabekoBa ¥Y.B., CabpipoBa M.E., CabeipoB T.C. «MHpopmaTvKa MoHiH | 883
»KoDaJsiar OKbITy TeXHOJIOTHSIChI»

223| Kenpebait H.A. «<EDUVISION 6isim 6epy rpoijeciH KaJjaramalThiH KOChIMIIIA» 888

224] KemeHoBa A. «lJudpiblk cayaTThUIBIKTBIH, MeKTeNl KypChl OOWBIHIIA
VUHTe/UIeKTya/lIbIK, ~ OKy  OacbulbIMJiapblHa  apHa/JiFaH  AWJAKTUKAJIbIK, 891
Marepuasnaap»

225| KyanbimeBa [.K. «VHKm03uBTI OisiM  Oepyzie TefarorThlH, akIapaTThIK- 893
KOMMYHUKaLUs/IbIK TexHoaorusiapabl (AKT) KoniaHy Aasip/ibIFbIH XKeTiAgipy»

226, MaysieHoBa M. A. «YIKeH [lepeKTepAi eHJeye MalluHa/IbIK OKbITYAbIH, 3/iCTepi 897
MeH Kypa/iapbl»

227, MeinteikbaeBa XK. T. «Kaparbibictany naHzaepiH STEM 6inim 6epy men ROS 901
onepaLysiIbIK )KYeci Heri3iH/e KellleH i OKbITY»

228 Hagupxan TI'.E. «Aybin MekTenTepiHZe UUMPIbIK OKBITYAbl JaMbBITY 903
MYMKIHJIKTepi»

229| OpbiHbaee M.JK. «KoMmbrOTep/Tik Kepy aaropuTM/IepPiH MallliHAJIbIK, OKBITY 907
Heri3/epi OOMBIHIIA KOIJJAHYbIH OKY-3/liCTeMeTiK HeTi3aepi»

230} CaburoBa A.B., PaxkanoBa A.H. «’KacaHabl UHTe/JIEKT »KoHe OimiM: Oosarak 910
MyFajliMJepre apHa/faH )kaHa MYMKiHZIKTep»

231} CarbiHzapikoBa A.C. «bonaiak mHpopMatika MyfaniMZiepiH MarucrpaTypara 915
Jlasipyiayiarbl OH/IaWH-KYpPCTap/blH, peJi»

232| Caiunay XK.b. «Xanbikapasblk 3eptreyre okyubliapel AKT apKbuisl 918
JalbIHAAY/1aFbl TTeJarorTep/iiH KY3bIPeTTi/IriH apTThIPY K0/1Japhi»

233} Tepani K.H. «bactayslill ChIHBINT OKYIIbIIAPbIHBIH LU(PIBIK CayaTThUILIFbIH 923
JaMBITY/IbIH epeKIlIe/TiKTepi»

234] TypmaranbetoBa 3.I1., AnteibaeBa A.H. «Epekie 0imimMii KakeT eTeTiH 927
OKYIIblJIapFa MeKTell UHPOPMaTUKa KYPChIH OKbITY/ibl YUBIMAACTLIPY»

235| Xanxabaii A. ««Anroputmzey >koHe OaFgapyamanay» Kypchl OOWBIHIIA 931
MOOWJTBIi KOCHIMIIIAHBI OKY Y/€PiCiH/Ie KOIJaHy»

236} blcmatibin H. «Mekren uH(OpMaTKa KypChbiHZA >X00ambIK OKBITY 936
9/ICIH eHri3y»

237} I36acapoBa M.P. «binim 6epyzeri Tectisiey >kyiienepi» 938

ITopcexuus 2.2
NuTennexkTyanbHble HHGOPMaIHOHHbIE CUCTEMbI
238] Amantayeva Gulden Turarkyzy «Comparative analysis of models and methods in 944

heart disease prediction problems»




239

Tanirbergenov Meirbek Sagyndykovich «Facial Recognition-Based Attendance
Management»

947

240

Toleubay Daniyar Manatuly «Cardiac disease prediction using machine learning
algoritms»

952

241

Yerezhepov Rakhat Aibulatovich «Detecting logical fallacies in web content with
nlp-powered crawling»

957

242

AsxvikeHOB ApMaH PyciaHoBuu, AbariieB Apcian A3atabekoBrud « OnTUMU3ALINS
JIOPOXKHOTO Tpaduka B AcTaHe uepe3 CUMYJISILIMIO TPAHCTIOPTHBIX TOTOKOB»

962

243

Amamxon Anbdapabu MamukoBuu, Cabut Magusip, KyiepbaeB beksar
Amibekynbl «CucTeMa BU3yanu3allid W aHajlW3a JIaHHBIX O Tiepe/IBHKeHU!
He(TH Ha OCHOBe MHTEePAaKTUBHOU KapThI»

968

244

AckarioBa MaauHa KyanbiibekoBHa «Ilapanienb/i  Ka3ak-TYpiK —ceiiey
KOPITYChl KaJIbINITaCTBIPYZbIH, 9/iCi MeH MOJEJiH KYpy»

972

245

bekkokuH [lactraH AKaHyIbl «TepeH OKBbITY HeTi3iHze Ko/pkazba TaHOa/iapbiH
TaHy NpOrpaMmaJibIK KypasbIH 93ipJey»

975

246

HakeHoB Anumiep Mbip3axmeTy/ibl «AHannM3 cUrHaaoB OO HelpoceTeBbIMU
METO/IaMHU [I7Isl pAaHHEeH UarHOCTUKU HeUpo/iereHepaTUBHBIX 3a00/1eBaHU»

978

247

Iocrion Hasryn Hypnaukpisbl, 2KeTkeHnOait JleHa «bamabakiiagarbl 6amanapasis
IMOLMSI/IBIK, >Kar/aliblH OakpllayFa apHa/JFaH SMOLMS/IApAbI TaHy >KyHeciH
asipsiey»

987

248

Epmekbaii Atibonat, Mongabek Emkan «XKacaHapl MHTeIIEKT HeTi3iHe BeO-
KOCBIMLLIA 33ipey»

992

249

JKyman JKanust Epykadkpi3bl, Abpypaxman YKaHcasi BepikykaHKbI3bI

«[Ipumenenne ronocoBoro MHW-nomouHWKa B redMudUIMPOBaHHON
obpa3oBare/ibHOM cpejie»

1001

250

KapumoB Pycnan KacumHoBuu «3ddeKTUBHOCTb cylecTByroux WU-
pellieHU B OCHOBHBIX HarpaB/IeHUsIX TPAHCTIOPTHOM JIOTUCTUKH»

1007

251

KybueBa Cabuna TanraroBHa, Y TenbepreHoBa 3apuHa ApPMaHKbI3bI

«Pa3paboTka iot cucTembl 1o yxo[y 3a pacTeHUsIMU Ha 0a3e MCKyCCTBEHHOTO
VIHTeJI/IeKTa»

1012

252

Kynobaes [lanuan [dynatoBuu «Pa3paboTrka vH(OPMaIiMOHHON CUCTEMBI /ISt
aBTOMAaTH3aLuu CTOMAaTO/IOTUYeCKUX YCITyr»

1017

253

Mycuna HaHess TneyxanoBHa «/IHTenneKTyajbHble UHCTPYMEHTHI
aBTOMAaTH3UPOBAHHOM AMArHOCTUKHU HaZle)KHOCTU MH(POPMaI[MOHHBIX CUCTEM»»

1024

254

PoroBa Kcenust AnekcanipoBHa, Kabapioek Pusar [Jocvykanysbl, [)KymaaueBa
Torxan bekexaHOBHa «MOHWTOPUHI WH)KE€HEPHBIX KOHCTPYKLIMM Ha OCHOBe
HCKYCCTBEHHOI'O UHTeJIJIeKTa»

1030




255| CadonoBa Codbsi AnekcanipoBHa «CoBpeMeHHbIe acreKTbl MH(POPMAaI[MOHHOM 1034
6e30macHOCTH B 00/IaUHBIX BHIUUCIEHUSIX: MO/IE/TH, YTPO3bI U METO/IbI 3alI[UThI»

256 CmamioBa Ha3ryn Batbip6ekkpi3bl « TepeH OKbITY apKbl/ibl KiTal YChIHbICTAapbIH
asipney: collaborative filtering, content-based »oHe nlp agictepiniy | 1041
KOMOMHALUSAChI»

257| Taxibaii Apy>kaH Aimockei3bl, Kynybaesa Cayne AsbkaHoBHa «Kepy KabineTi
9JICi3 ajlaM/lapFa apHaJIFaH ai 1aybICThIK KOMEKIIIi: HaKThl yaKbITTa 00bekTiepai | 1046
aHBIKTAy >K9He KAIIbIKTBIKThI Oarasiay»

258| TaibkaHoB ~ A3zamat  JKaukengiyibl  «Python  Tiningme — gunbmaepiy 1051
HHTeJIJIeKTYasI/ibl YChIHBIC XKYWeCiH a3ipey»

259| Ymup3axoB Cynzeranu KabObuibekoBuu «CypaHbICTapAbl HHTEIEKTYalbl 1055
Tasifiay Heri3iH/e YIUBIMHBIH CAlThI YIITiH 4aT-00T Kypy»

260| aiixctan Mapryiadn «IOT CeHcopsapbl Heri3iHAe aya jacTaHy JAeHTeWiH | 1060

OomKay»

IMoacekuus 2.3

CoBpeMeHHbIe TeH/|eHIIUY B IPOrPaMMHOU MH)KeHEePHH U YIIPaB/IeHUH B YC/IOBHAX

1u¢poBoit HHAYCTPUH

261| Bekenova A.B. «Development of a registration panel for users and doctors with 1077
integration into the database»

262| Bolat A.Zh. «Data analysis methods and decision making using big data and 1081
machine learning tools»

263| Anraiyibl A. «Visual studio uHTerpan/ipl oprachiH/ja «kokiMa KbI3MeTKepriepiHe 1036
apHaJIFaH» MaJIiMeTTep KOPbIH yKobasay»

264] Apan A.K. «AKpIIbI CypeT calyiibl pOOOTTHI 33ipsiey» 1088

265, ApThIKOeKKbI3bI A. «AKBUIIBI yinepaeri 3arrap uHTepHeri(iot) MeH 1091
pPOOOTOTEXHUKAHBIH, 63apa apeKeTTecyi»

266, AxmetoBa A.Jl. «ToHA3BITKBIIITAaFbI OHIM/EPAi OaKblIayFa >K9He TaFaM 33ipJiey 1096
YCHIHBICHIH Oepyre apHa/IFaH MPOrpaMMaIbIK, KOChIMIIIA»

267} Oapibaii 1.[. «PoboToTeXHUKAHBI KOJIZAHY apKbLIbl KOWMa JTOTMCTUKACHIHAAFBI 1100
KOJIJAHbICTaFbl 6acKapy >KykesnepiH Taagay»

268| )KambynoB C.K. «bimiMm anymbuiapgbpl WHGOPMAaTHKa >kKoHe TMpOrpamMmaray 1102
O/IMMITHaZia/IapbiHa AalbIH/ay/la )KacaHAbl UHTEJIEKTTiH KOJI1aHbIChI»

269, Kaupxan P.C. «Development of system for recognition of emotional states of 1108
employees based on computer vision methods on Raspberry Pi»

270| KatipekeHoBa H.P. «OHepkacinTik poOOTTHI K6py YIIiH MallllHA/IBIK, OKBITY/IbIH 111

3aMaHay| TaCi/ifiepi: aficTep, AepeKTep KUbIHTBIFbI )K9He ONMTUMU3ALUsIIAY »




271, Kamwkad A.K. «Pa3paboTka cucTemMbl OMOMETpPUYECKOW ayTeHTU(UKAIUU C 1113
ripefotBpaiieHrieM deepfake aTak»

272| KacbinkacoBa K.H. «IIporpammHoe obecrieuenre smartmed g1s o6paboTku 1118
MeIULIMHCKUX JIaHHBIX U IUarHOCTUKU»

273| Kabpgemes O.E. «Ketengi Tanmay HeriziHze JeHCAy/IbIKThI JUArHOCTUKAIAY/IbIH 1120
VHTeJIIeKTYa/1/ibl IPOrpaMMachIH 33ipJiey»

274, Maxaee E.E. «Pa3paboTka 00/auHOrO TIPWIOXKEHHUSI [Jisi aBTOMAaTH3al[uu 123
JlesiTeIbHOCTU CETH arTek»

275/ MypatoB M.M. «3d¢ddekTuBHOCT eJuHON HWH(OPMALMOHHON CHUCTeMbI 1196
arporpoMBIILIJIEHHOTO KOMILIEKCa»

276 HypxaHoBa A.b. «CoBpemeHHble MeTOZbl KIaCCU(HUKALMU SMOLMNA: aHa/Iu3 1130
MO/ XO/|0B U MepPCHeKTUBbI Pa3BUTHSI»

277| Hypneucosa 3.P. «O630p 1 uccieoBaHie MeTO/|0B UCKYCCTBEHHOTO UHTeJ/IeKTa 1134
JU1sl aHa/lM3a pPbIHKA He/IBKUMOCTHU»

278| PakpiMbek A.C. «Kitarkymap/iapra apHa/iFaH ruiatdopma: Kitarrap/bl OKY KaHe 1138
Oemicy YIIIiH a/1eyMeTTiK »eJliHi )ko0asiay >koHe iCKe achIpy»

279| CarugynmmHa [I.C. «Visual studio wuHTerpanjpl OpTacbiHZA «KAPXKbUIBIK,
TpaH3aKLusAIapAbl Kajarajdy >KoHe Tajjayra apHaJFaH»MajliMeTTep KOpbIH | 1144
)1(06anay»

280 Teneybait /I.M. «Yolovl0 KoifaHy apKpibl PEHTreH CypeTTepiHe Cyhek 1147
CbIHYBIH aHbIKTay/lbl KeIlleH/i 3ePTTey»

281} YterenoBa [1.b. «Visual studio uHTerpanzbl opTachiHJa «(QUTHEC OPTaJbIK, 1152
KbI3MeTKepi YIIIiH» MaJliMeTTep KOPbIH >k00asiay »

282| IaiimypatoB A.)K. «[IpoekTHpoBaHHe arirapaTHO-TIPOrPaMMHOI0 KOMIIJIeKca 1154
JI71s1 aBTOMaTU3MPOBAaHHOTO yYeTa »KeJle3HO0POXKHOT0 MO/IBUYKHOTO COCTaBa»

ITopcexuus 2.4
HNudpopmanuoHHas 6e30macHOCTb

283 Akniyet N. «Smart home automation and security system using arduino uno r4 1158
and esp32 microcontrollers with telegram integration»

284] Askhatov A. «Analysis of social engineering methods and development of a 1165
defense strategy for corporate structures»

285| Bekturganov A.B. «Development of an early detection model for ddos attacks 1170
based on network traffic analysis»

286| Gabdullin A. «Analysis of modern wireless network security protocols and 1174

prospects for their development»




287} Garifullin A. «Modern information security management systems: construction 1179
and implementation in the digital era»

288| Igumenshev D.V. «Methods of embedding malicious code into pdf files» 1182

289 Issabay T.B. «Utilizing sandboxes for cybersecurity training: a hands-on 1187
approach»

290} Kalybayev S. «Overview of modern authentication methods in 1191
telecommunication systems: from passwords to biometrics»

291} Kerim A. «Owasp top 10 and alternative methods of its compilation» 1194

292| Yergazin A. «Analysis of a protection of hybrid intrusion detection and
prevention system (idps) for low-latency 5g networks with adaptive learning | 1199
using edge computing»

293| Yerzhanova Y.Y. «Key attacks in web forensics: xss, sql injection and rce» 1204

294} Zhakay A. «Fundamentals of modern cryptography: from encryption to digital 1209
signatures»

295| AtimapoBa A.A. «Visualvm kemerimeH cast-128 >kaHe kuznyechik OGIOKTBIK 1214
1M papbIHbIH KiJIT reHepalysChIH CabICTHIPY K9He CTaH/japTTapFa 1oy »

296, Akumbekoa [I.M., KaupykanoBa [I.)K. «Keprijmikri >kemiHiH Kayimnci3girin 1220
KaMTamachI3 eTeTiH Heri3ri mapameTpJiep»

297| AckapoB A.[l. «Paspabotka u wuccnemoBanve 3((GeKTUBHOCTH MeTofa | 1224
VMHCTPYMeHTa [J1s1 BbisiB/ieHUs1 ()eHiKOBBIX HOBOCTel B COLIMAIbHBIX CETSIX»

298| AyecxaH H. «AHOManusiiapZibl aHbIKTay 9/IiCTEPiH Taazay» 1299

299| EpbonatoB A. «AHanu3 BpeJOHOCHBIX TIPOrpaMM C TIOMOLIbI0 WU U 1332
Kpunrorpaduueckas 3aiura»

300, EpbosatoBa A.JK. «Neuvector >oHe kubernetes: KOHTeMHepJ/iK OpTaarbl 1336
KayiICi3JiKTi KaMTaMachI3 eTy TaCi/iepi»

301} >KanaraeB M.K. «Creranorpacdusi Ha ocHOBe Isb: peasnui3aiiyisi COKpBITUS JAHHBIX 1338
B Mefinadaiinax»

302| JKapacxan H.JK., KaitynioB E.K. «Crystals-kyber airoputmin pecypchbl 1mekTeyti 1343
KYPbUIFbUIapFa OHTaWIaHAbIPY »

303| JKonmacbaeB M.O. «3amaHayW OIEpALUS/IbIK JKYHETeperi >Kafibl AaMITbI 1348
KeCKIiHiH a/ly Kypa/JapblH Ta/ifiay )KoHe CaJbICTbIpy»

304} Konmmyparyiel  B., Maparos ©O.b., Xoppmabait H.A. «Eki dakropaer | 1353




ayTeHTU(PUKALUSHBIH, KaYirlCi3/iri >koHe OHbIH, KO/IaHbUTYbI»

305

Kazpunos [].M. «ABTOMaru3alysi BHeIpeHUs a/lbTepHAaTUBHOM Soar MaaThopMbl

. N 1357

Ha OCHOBe CPe/ICTB CO CBOOOJHOM /TULeH3Uei»

306| KaszbaranbetoBa M.A. «Wireshark O6aFgapiaMachklH TakiJanaHbIl  KeTUTIK 1361
Tpa(uKTi Tangay >KoHe aKnapaTThIK Kayirci3[ikTi KaMmTaMachi3 eTy»

307| Kakimbek O.K., Cepikbaii A.E., Haypsiz6aes [I.E. «MITM 11abybuibl Typasib» 1366

308] Kerremr b.H. «ELF TtangayblHAArbl capstone: CbISBIKTBIK >K9He PeKypCHUBTI 1370
nmu3accembsiepriey»

309 Kemkinbaera @.K. «Linux KoprayablH 3aMaHayHW JZiCTepiHe Tasifiay.openvas 1374
JK9He nmap KeMeTiMeH OocasIbIKTap/bl aHbIKTay»

310} Kageip H.E. «3amaHayu GUIIMHT Typ/iepi MeH o/ap/blH, YHBIM/bIK, aKIapaTThIK, 1379
JKyHenepre bIKIaabh»

311} Kaxxken E.E., Temupxan C.A. «Kayinci3gik WHIUTeHTTepiHe Kasai >kayarl 1384
bepyre 60aAbI?»

312| Kapr6aii E.F., Temap6ait H.M. «MITM mabybuibl (afiaMHBIH, OpTaZaFbl 1388
1a0ybUTBI)»

313} MapatoB bB.)K. «OJieyMeTTIK HWH)XeHepUusi KayilcCi3[ikke KaTtep peTiHze: 1393
KbI3MeTKepJiep/ii KOpFay )KoHe OKbITY 3ZlicTepi»

314} Mar3ymoB A.M. «Websocket mpOTOKONBbIHAAFI OCa/ABIKTapAbI Ta/lZay» 1397

315| MaiinaHoB A.C. «ABTOMaru3aljusi Tpoliecca aHa/v3a OrepaTUBHOM MaMsITH C 1401
WCIT0/Ib30BaHueM python»

316 Makcar ©., HypceutoB C. «bioKueiiH KaXXeTTiJTiK T1e, 3/1/ie CoH 06e?» 1406

317| K. Meip3aranuyibel. « THIWeHTTepAl aHbIKTaya XKeJlliK JI0rTapbl TaaAayZblH 1409
MaHpI3[bl pesiZiepi»

318| Hypbatypos C.K. «/HTerparust honeypot B UT-UH(PPaCTPYKTYPy KOMITAHUM» 1412

319\ Hypuesa [.P., Ucaiinora A.H. «AHammu3 puckamu 6e30MacHOCTU AAHHBIX B 1415
MeIULIMHCKUX YUDPEXKIEeHUSIX»

320} Hypnan A.T. «KeckiHgepzeri CTaTUCTUKAJIBIK CTeroaHaIn3 3/iCcTepi» 1420

321

OpanbekoB E.A. «Ddos-1ma0ybsuiapbiH xKaHa OybIHbI»

1424




322| PamazanoBa K, Hyprman A, JKaiicaHOaeBa A. «BY/ITTBI TeXHOIOTHSIAP/bI 1430
nayzianaHy KesiHZleri Toyekeszep MeH KayircCi3zik 1mapanapbiH 3epTTey»
323| Caxatrbekkpi3bl T., baxtuspkpisbl T.A. «loT KypbIIFbUIAPBIHBIH, JKesiferi
Kayirncisgirin Kanaii KamTamachi3 eTyre Oomajbl: cTpaTterusuiap »koHe packet | 1434
tracer KeMeriMeH MoJie/ibJIey »
324| Ceprasel M. «IloBbllieHre TTPOU3BOAUTENHHOCTH Pa3pabOTUMKOB C ITOMOLIBIO
UHTETPUPOBAaHHBIX ~ HWCKYCCTBEHHBIX  WHTE/UIEKTOB W coobOpaxkenus | 1440
Krbep0Oe30racHOCTH»
325| CynranoB A.M. «CreraHorpadus B Knbepbe30macHOCTH Ka3axCTaHa» 1443
326| TanarapoB E., Iprebaii C., CynraHoB A. «WI-FI >keniciHzie maKbIpblIMaraH 1447
KOHAaKTap/lbl aBTOMaTThl TYpP/e aHbIKTay >Kykeci»
327| Taybaii M.E. PamatysiaeB O.A. «Pummnr: >xemijeri beef azici apkpiibl angay 1452
JK9HE OfIaH CaKTaHy»
CEKIUs 3
ECTECTBEHHbBIE HAYKU
[MOACEKLNA 3.1
AKTYAJIBHBIE ITPOBJIEMbBI COBPEMEHHOI
BNOJIOTUN
328. | Akumkapa A.b. Tepbapuiifiy OoTaHMKabIK 3epTTeysepie 1457
KOJIZIAHbUTYbl JKoHe Tepbapuii KOpBIH/AFbI Kerle
LIBMTIiH Ka/IbINTaCy epeKllesTiKTepi
329. | Akpuibek A. ActaHa Ka/lachlHAAFbl OOTAHUKA/BIK  OaFbIHBIH, 1459
na"amadTTaFel geranium sanguineum GUOJIOTHSTIBIK,
epeKIle/liKTepiHe cunarTaMma oepy
330. | Oninxan XK. Mob6unbi 6atinaHbIc TIeH KoijaH0aiapbIH, alaMHbIH, 1463
MiHe3-KYJ/IKbIHA 9CepiH aHbIKTay
331. | ba3zapbaera K. JKacecnipimMepze AeBUaHTThI MiHe3-KYJIbIKThIH, jaMy 1467
Kaymi
332. | bangocosa A.B. MeToauKa WCMOMb30BaHUsI UTPOBBIX TEXHOJIOTUM Ha 1471
ypOKax OHO0JIOTHH
333. | BaiigocoBa A.b. AKTyasbHble TIPOOJ/IeMbl COBpeMeHHOUN Orosioruu ¢ 1474
WCI0/Tb30BaHUEM WUT'POBBIX TeXHOJIOTUU B
00pa3oBaHUH
334. | FasuzoBa O. CaynesieHreH ereyKyMpBIKTapblH OyipekTepiHzeri 1477
MopdodyHIIMOHANIBIK, ©3TrepicTepAi CalbICThIPMaJIb
Oaranay
335. | EpkiH 3.b. buonorust cabakTapbiH/ia OKYIIbLIAPAbIH ChIHU Oy 1482
KabineTiH >keTingipyge OAyM  TaKCOHOMUSICBIH
nanjiaaHy
336. | )KaHabepreHoBa KeHeTTeH >Xypek 6J1iMi: reHeTHKasbIK acreKTijepi 1486




The analysis shows that biometric methods are becoming increasingly popular, especially in
the financial sector where accuracy and security are critical. However, biometrics still needs
improvement, especially when it comes to protecting users' personal data.

3. Prospects for the development of authentication methods

1) Adaptive authentication — using context data (location, device, behavioral factors) to
dynamically select the security level. This approach is already being actively used in banks and cloud
Services.

2) Blockchain technology — decentralized identification, which allows to exclude
intermediaries and reduce the risks of hacking centralized databases. There are already projects that
use blockchain to authenticate users without the need to store passwords.

3) Al and machine learning — automatic analysis of behavioral data to detect anomalies and
improve authentication accuracy. According to recent studies, behavioral authentication based on
machine learning can reduce the number of false biometrics by 30-40%.

4) Quantum cryptography is the protection of communication channels with the help of
guantum Kkeys, resistant to hacking even using quantum computers. This technology is still under
development, but may become a security standard in the future.

4. Conclusion

The integration of biometric technology into authentication processes is rapidly gaining
traction, driven by the increasing prevalence of biometric scanners in smartphones and other devices,
coupled with the demand for enhanced security and seamless customer experiences. Biometric
authentication methods offer a compelling alternative to traditional password-based systems,
providing a more secure and convenient way to verify user identities. Biometric identification is
recognized as the most reliable form of authentication, experiencing rapid growth and offering
enhanced security compared to conventional methods like tokens and credentials.
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Introduction. The OWASP Top 10 is a widely recognized and influential list of the most
critical security risks for web applications, compiled by the Open Web Application Security Project
(OWASP). This list serves as a guideline for developers, security professionals, and organizations to
prioritize security improvements and mitigate the most prevalent vulnerabilities (OWASP
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Foundation, 2021). The purpose of this article is to explore the methodology behind OWASP Top 10,
compare it with alternative vulnerability classification method CWE Top 25, and analyze the
differences. The goal is to provide a comprehensive understanding of these methodologies and how
they impact the cybersecurity landscape.

The OWASP Top 10 is updated periodically in every 3—4 years. Its last update was in 2021
and in 2025 it should be updated again. The 2021 edition introduced several changes, including three
new categories, renaming and re—scoping of four categories, and consolidation of others.

Methodology of OWASP Top 10. This section explores the methodology used to create the
OWASP Top 10, focusing on data collection, analysis, categorization, and ranking.

Data Collection. The OWASP Top 10 is compiled from a diverse range of data sources,
ensuring a broad and accurate representation of real-world security vulnerabilities. The key
contributors to this dataset include:

- Security testing companies — Vulnerability assessment and penetration testing data.

Bug bounty platforms — Reports from ethical hackers identifying security flaws.
Industry reports — Published research on emerging threats and security trends.

- Security vendors — Findings from automated and manual security assessments.

- Open-source contributions — Community submissions from cybersecurity professionals.

For the 2021 OWASP Top 10, data was collected from 500,000+ web applications and several
million vulnerability records worldwide. This represents a significant increase from the 114,000
applications analyzed in the 2017 edition, providing a broader and more accurate dataset. Also
previously data collection was focused on a defined subset of nearly 30 CWEs (Common Weakness
Enamuration) with an additional findings similar to that. Which makes experts primarly focus on such
CWEs and rarely on other CWEs. After consideration OWASP Foundation decided to not give a list
of CWEs but ask for all data without any restriction. That was huge change that maked dataset
skyrocket from nearly 30 CWEs to almost 400 CWEs to analyze.

Data Analysis and Categorization. The significant increase of CWEs changed how to
categorize them. OWASP decided to focus on root cause of vulnerabilities not symptom type. For
example, instead of listing "Sensitive Data Exposure” as a vulnerability, they now look at the
underlying issues, like cryptographic failures or misconfigurations. This shift helps security teams
address the core problem rather than just mitigating the symptoms. Even with that all vunerabilities
can be similar at some point and overlap with each other as it can be seen in picture 1.
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Picture 1. Category Relationships ([6])

Also another major improvement in OWASP's methodology was the shift from frequency—
based ranking to incidence rate—based ranking.

- Frequency—based ranking: Prioritizes vulnerabilities based on how often they appear,
which can overrepresent some issues (e.g., Cross—Site Scripting).

- Incidence rate—based ranking: Focuses on how many applications were affected by at least
one instance of a vulnerability, preventing high—frequency, low-impact vulnerabilities from
dominating the list.

This shift allowed OWASP to better balance widespread security risks and critical but
underreported threats.

Selecting categories. Unlike traditional security reports that rely solely on statistical data, the
OWASP Top 10 takes a hybrid approach to selecting categories. They have two primary components
to define the list. Its not fully data—driven but also contains industry survey. What it means? It means
that OWASP Top 10 not only consider pure statistical data. They make an industry survey where they
ask opinions of experts, which makes it special. How they define which one is more important? In
2017, they decided to go with 8:2 where 8 vulnerabilities will be from statical data and other 2
vulnerabilities from survey. For example, thanks to that approach, in 2021, “Insecure Design” was
included in list.

Risk Ranking System. Once all 10 categories for OWASP Top 10 was decided, OWASP
Foundation should decide how to place them. The main Methodology that they use to do that is
OWASP Risk Ranking Methodology. This considers likelihood and impact to determine overall risk.
In 2017, OWASP ranked categories by Exploitability, Detectability, and Impact. However, in 2021
they decided to change it and use data for Exploitability and Impact. In the end, their ranking were
based on three key risk factors:

- Exploitability — How easy is it for attackers to exploit this vulnerability?

- Prevalence — How common is this vulnerability across applications?

- Impact — What is the potential damage if the vulnerability is exploited?



As we can see in picture 2, each risk factors have its own scores, and each score is typically
assigned a value from 1 to 3.

Threat Agents Exploitability Prevalence Technical Impact Business Impacts

Easy (3) Widespread (3) Severe (3)

App f Business

App Specific Specific

Difficult (1) Uncommon (1) Minor (1)

Picture 2. Risk Rating System

Also OWASP includes CVSS (Common Vulnerability Scoring System) data from the National
Vulnerability Database (NVD) to measure Exploitability and Impact score more precisely.
Risk Calculation Formula.

Risk = (Exploitability + Prevalence) X (Technical Impact)

Where,

- Exploitability Score: Derived from CVSS metrics, considering factors such as attack
complexity, required privileges, and user interaction.

- Prevalence Score: Based on how often the vulnerability appears in real-world
applications.

- Technical Impact Score: Evaluates the potential consequences (e.g., data theft, system
compromise).

For example, in 2017, injection was in first place. It’s exploitability was easy (3), prevalance
—common (2), detectability (was not considered in 2021 list) — easy (3), technical impact — severe (3).

. 3+2)
Likelihood =

x(3) =175

In the severity score that can be seen in picture 3, we can see that 7,5 = High.

Likelihood and Impact Levels
0to<3 LOW
310<6 MEDIUM

Picture 3. Severity Score ([2])

Alternative Compilation Method. Several methodologies exist for ranking security
vulnerabilities beyond OWASP Top 10, including the CWE Top 25, OWASP Mobile Security Top
10, OWASP API Security Top 10, NIST Cybersecurity Framework (CSF) and etc. In this section we



will consider 2024 CWE Top 25 as an alternative method, and will discuss the differencess between
OWASP Top 10 and CWE Top 25.

2024 CWE Top 25. The 2024 CWE Top 25 was calculated by analyzing public vulnerability
information from CVE records, focusing on root cause mappings to Common Weakness Enumeration
(CWE) categories. Unlike OWASP Top 10, where they uses industry survey, CWE Top 10 is pure
statistical data, which rely only on evidences. The methodology consists of several key steps:

- Dataset Collection. The dataset for 2024 included all CVE vulnerabilities that was
published from June 1, 2023 to June 1, 2024. Also to improve accuracy, the CWE Team conducted
automated analysis to identify CVE records that required remapping. After finding these records,
CWE Team collaboratied with organizations responsible for assigning CVE IDs — to refine CWE
mappings.

- CWE Mapping Normalization. CWE Team maps vulnerabilities using View-1003:
Weaknesses for Simplified Mapping of Published Vulnerabilities, which includes 130 CWE
categories, and if they will not find correct category, it will be adjusted to their closest ancestor
category.

- Scoring and Risk Ranking System. The final CWE Top 25 ranking was determined using
the Danger Score, which is calculated based on frequency and severity.

Each CWE was ranked using the formula:

Danger Score(CWEx) = Frequency(CWEx) X Severity(CWEX)

Where,

- Frequency(CWEx) — Normalized frequency of CWE occurrences in CVE dataset.

- Severity(CWEx) — Normalized severity score (average CVSS v3.0 or v3.1 base score).

Differences between OWASP Top 10 and CWE Top 25. The OWASP Top 10 and the CWE
Top 25 are both widely recognized security vulnerability classification frameworks, but they differ in
methodology, scope, and ranking approach. In table 1. were provided a comparison between OWASP
Top 10 and CWE Top 25. Here we can see some major differences such as, focus, target audience,
scope, data sources, data collection approach, ranking factors, update frequency, and latest edition.

Table 1.
Comparison Between OWASP Top 10 and CWE Top 25.
Factor OWASP Top 10 CWE Top 25
Focus Web application security | General software weaknesses
vulnerabilities
Target Audience Web developers, security testers Security  researchers, software
engineers
Scope Covers issues like authentication | Covers programming errors like
failures, injection attacks, and | buffer overflows, memory
access control flaws corruption, and input validation
issues
Data Sources Security testing companies, bug | National Vulnerability Database
bounty platforms, vendor reports, | (NVD), CVE data, CVSS scores
open—source contributions
Data Collection | Combination of statistical data | Purely statistical approach
Approach (80%) and industry surveys (20%)




Ranking Factors Exploitability, Prevalence, Impact | Frequency of occurrence, CVSS
severity score

Update Frequency | Every 3 - 4 years Annually

Latest Edition 2021 (Next update in 2025) 2024

Conclusion. Our article analyzed the Methodology of OWASP Top 10 and compared it to
CWE Top 25. Their key differences were in data collection, where if OWASP Top 10 approached
hybrid manner of statistical data and industry survey, CWE Top 25 purely relied on statistical data
that was prodived in NVD, CVE, and etc. Also another difference in methodology was in ranking
factors, where OWASP Top 10 uses their own Risk Ranking Methodology that contains exploitability,
prevalence, and impact, and CWE Top 25 uses frequency of occurrence, CVSS severity score.
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1. Introduction

The next generation of mobile networks is developing and evolving in the current era of
digitalization, including 5G technology that is utilized in many spheres to meet customer needs with
the possession of design priorities on efficiency, versatility, and scalability to match with
characteristics based on connectivity and performance of the systems. 5G cellular networks should be
efficient, and they differ in terms of requirements and features. In accordance with the emergence of
5G technologies, more improvements were utilized to maintain 5G networking, to reach clients needs,
and to be efficient where distinct services vary on the options of requirements and features [28].

The novelty of this research lies in the development and evaluation of a Hybrid IDPS that
integrates adaptive learning and edge computing. Adaptive learning reduces false positives and
identifies new threats, while edge computing ensures low-latency responses and scalability for a high-
density device environment. This dual approach offers an innovative framework to enhance the
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