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Conclusion. Our article analyzed the Methodology of OWASP Top 10 and compared it to 

CWE Top 25. Their key differences were in data collection, where  if OWASP Top 10 approached 

hybrid manner of statistical data and industry survey, CWE Top 25 purely relied on statistical data 

that was prodived in NVD, CVE, and etc. Also another difference in methodology was in ranking 

factors, where OWASP Top 10 uses their own Risk Ranking Methodology that contains exploitability, 

prevalence, and impact, and CWE Top 25 uses frequency of occurrence, CVSS severity score. 
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1. Introduction 

The next generation of mobile networks is developing and evolving in the current era of 

digitalization, including 5G technology that is utilized in many spheres to meet customer needs with 

the possession of design priorities on efficiency, versatility, and scalability to match with 

characteristics based on connectivity and performance of the systems. 5G cellular networks should be 

efficient, and they differ in terms of requirements and features. In accordance with the emergence of 

5G technologies, more improvements were utilized to maintain 5G networking, to reach clients needs, 

and to be efficient where distinct services vary on the options of requirements and features [28]. 

The novelty of this research lies in the development and evaluation of a Hybrid IDPS that 

integrates adaptive learning and edge computing. Adaptive learning reduces false positives and 

identifies new threats, while edge computing ensures low-latency responses and scalability for a high-

density device environment. This dual approach offers an innovative framework to enhance the 
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security of 5G networks effectively. 

The research aims to reveal the vulnerable 5G networks and the effectiveness of IDPS 

protection by reviewing its securing methods, additionally with the integration of adaptive learning. 

Adaptive learning methods are integrated into the system to reduce false positives and identify and 

prevent new cyber threats. The system guarantees real-time detection and response using advanced 

computing, offering efficient and scalable security solutions for many devices in the 5G environment, 

including IoT devices. 

This research employs a theoretical and comparative analysis approach to investigate existing 

Intrusion Detection and Prevention Systems (IDPS) and their application within 5G networks. The 

methodology focuses on identifying vulnerabilities in network architectures such as Mobile Adhoc 

Networks (MANETs), Internet of Things (IoT), heterogeneous 5G systems, LTE-A, and Software-

Defined Networking (SDN). It evaluates various IDPS techniques, including signature-based, 

anomaly-based, and hybrid methods, to understand their strengths and limitations in securing low-

latency 5G environments. By integrating insights from this analysis, the study aims to analyze a hybrid 

IDPS with adaptive learning, leveraging edge computing for efficient threat detection and mitigation 

in 5G networks. 

The research is guided by the following questions to explore the security challenges in 5G 

networks and the effectiveness of Intrusion Detection and Prevention Systems (IDPS): 

• How effective are IDPS solutions in protecting 5G networks against diverse security 

threats? 

• What characteristics define the most optimal IDPS for securing low-latency 5G networks 

• Which 5G network components are most vulnerable to cyberattacks? 

These questions aim to systematically analyze the vulnerabilities of 5G network components, 

evaluate existing IDPS techniques, and identify the critical features necessary for analyzing an 

adaptive hybrid IDPS tailored for the dynamic and low-latency nature of 5G networks. 

2. Methodology 

2.1 Analysis of IDPS methods for securing 5G networks 

This methodology of the research handles the theoretical and comparative analysis of the 

existing 5G networks, their general workflow, security, and the existing IDPS to reveal its usage 

characteristics and security issues for developing the hybrid IDPS with adaptive learning by edge 

computing to secure the 5G networks. In the scope of 5G networks possessed networks vulnerabilities 

that might be detected and prevented by IDP systems, where it is segmented to signature-based 

detection, anomaly-based detection, and hybrid detection. They identify their strengths and 

limitations, particularly in low-latency scenarios. The 5G network vulnerabilities are numbered in 

MANETs (Mobile Adhoc Networks), IoT (Internet of Things), heterogeneous 5G and MCC (Mobile 

Cloud Computing), LTE-A systems for 5G network architectures, SDN (Software Defined 

Networking) [4], [15], [26], [20], [8], [18], [21], and various types of IDS/IPS system solutions are 

provided to them each individually with theoretically analysis and characteristics comparison analysis 

[4], [15], [26], [20], [8], [18], [21]. 

2.2 Theoretical and comparative analysis of existing 5G networks and IDPS 

The dynamic and decentralized nature of MANETs makes the detection and prevention of 

masquerading attacks particularly complex [4]. MANETs are vulnerable to various cyber-attacks, 

such as black holes, gray holes, MITM (Man-In-The-Middle), and spoofing attacks, which destroy 

communication and compromise data integrity [4]. The IDS for MANET-cloud environments 

addresses challenges and ensures secure communication [4]. In the context of IDS for MANETs, the 

application of game theory is crucial with the help of assessing strategic decision-making in conflict 

scenarios, allowing the identification of optimal strategies for handling security threats [4]. The 

increasing prevalence of Internet of Things (IoT) devices has highlighted significant security 



 

 

concerns, with many of these devices lacking sufficient protection, making them prime targets for 

malicious activities [15], [26], [20]. This growing number of vulnerable IoT devices opens the door 

to cyber-attacks, as attackers exploit their weak security measures to launch threats such as data 

breaches and unauthorized access, DDoS attacks [26], [15]. The IDPS systems are necessary for 

monitoring the behaviors of targets, accepted as security agents, to detect and prevent where they are 

activated and neighborhoods of targets [20]. The IDS system might efficiently detect and mitigate 

various attacks, additionally including DDoS attacks in 5G networks with the reduction of network 

availability influencings. [20], [15]. Security remains a significant concern in heterogeneous 5G 

networks due to the varied nature of RATs, each with unique vulnerabilities [8]. The interrelation 

among heterogeneous networks that might connect distributed services increases the risk of multiple 

intrusion appearances [8]. The security issues in MCC and heterogeneous 5G network utilization 

might be closed by intrusion detection techniques [8]. The specified approaches of IDS were 

signature-based, anomaly-based, and specification-based, where it requires the formation of a special 

demand with the behavior evaluation standards [8]. The LTE and LTE-A systems possessed 

vulnerabilities in accordance with interference mitigation, mode selection, device synchronization, 

security, and quality of service [18]. LTE and LTE-A systems are vulnerable to RF (Radio Frequency), 

including jamming, spoofing, and sniffing, and the exploration of the varieties of physical layer 

susceptibilities could rattle 5G network communication [18]. The IDS might detect anomaly behaviors 

in the 5G network [18]. If consider the workflow of IDS with an effective update, it includes two root 

segments, such as sample extraction from the dataset and selection of the common features from the 

data called DO-IDS [18]. The SDN contains the susceptibility in security based on the domain benefit 

as a double-edged sword that enables to simply manage the network [21]. The specific vulnerabilities 

of SDN depend on its being exploitable on account of the centralized construction reliance, ability to 

compromise the controller, and the development and deployment of the malware on the controller 

[21]. Each efficient IDS admits three methods, including a brute force method, a recovery approach, 

and an anticipatory approach with a wide exploration of packets in the IDS, like Snort, which is 

required to inspect wired network media at about 1 Gbps, with the beginning of packet dropping at 

1.5 Gbps depending on the overhead [21]. In the Snort additions with FPGA and ASIC, the network 

speed at 4 and 7.2 Gbps acquires optimal packet drop percentage [21]. This methodology explores the 

vulnerabilities of 5G networks and systematically compares existing intrusion detection and 

prevention systems (IDPS), including their features such as signature-based, anomaly-based, and 

specific approaches as being hybrid, across various network architectures such as MANETs, IoT, 

heterogeneous 5G, LTE-A, and SDN, to develop a hybrid IDPS with adaptive learning using edge 

computing to secure 5G networks effectively. 

2.3 Overview of solution tools 

Unlike traditional static models, adaptive learning continuously updates its knowledge base to 

reflect new threats and network behaviors, making it particularly well-suited for the fast-paced nature 

of 5G environments [5]. 

In a 5G network, this is particularly important as the demand for real-time data processing 

grows, especially in applications such as smart cities, industrial automation, and healthcare, where 

delays can have serious consequences [7]. 

The combination of local processing power via edge computing with the adaptability of 

adaptive learning creates a powerful security framework that can address both known and unknown 

threats, making it a vital component of 5G security strategies [22], [8]. 

3. Results and Discussion 

To keep 5G networks secure, it's essential to integrate hybrid Intrusion Detection and 

Prevention Systems (IDPS) with adaptive learning and edge computing. Different IDPS methods have 

their strengths and weaknesses—signature-based detection is great for known threats but ineffective 

against new ones, while anomaly-based detection can spot emerging attacks but often produces false 



 

 

alarms. A hybrid solution utilizes the union of the two for more precise accuracy. Adaptive learning 

integration examines large volumes of network traffic and learns from emerging threats in real-time 

to increase security and is particularly labeled helpful for volatile environments such as IoT and 

mission-critical applications such as healthcare and autonomous vehicles. Furthermore, edge 

computing computes data nearer to the source, reduces the latency, conserves bandwidth, and because 

of that maintains security. The integration of these various technologies yields a flexible and scalable 

security framework capable of detecting and combating both known and unknown threats. 

Considering the vulnerability associated with 5G components such as MANETs, IoT, LTE-A, 

heterogeneous 5G, and SDN—each susceptible to various cyber threats—holistic security solutions 

are necessary; however, the integration of these solutions has its own challenges. 

Hybrid Intrusion Detection and Prevention Systems (IDPS) combine signature-based and 

anomaly-based detection, offering robust protection against both known and unknown attacks. 

However, they can suffer from high false positives and increased processing overhead due to dynamic 

network topologies. Adaptive learning systems continuously adapt to changing network conditions, 

reducing false positives by learning from new attack behaviors, though they demand frequent updates 

and are vulnerable to adversarial attacks. Lastly, edge computing processes data locally, enhancing 

scalability and reducing latency, particularly for mobile and IoT devices, but it faces limitations in 

computational power and presents security risks due to its distributed nature. 

4. Conclusion 

This study successfully addressed the research questions by evaluating the effectiveness of 

IDPS solutions in safeguarding 5G networks, identifying the key characteristics of an optimal IDPS 

for low-latency environments, and pinpointing the most vulnerable components of 5G network 

infrastructures. The findings demonstrate that while existing IDPS techniques offer varying degrees 

of protection, their limited adaptability and high false positive rates pose significant challenges in 

dynamic 5G environments. 

The proposed hybrid IDPS framework, integrating adaptive learning and edge computing, 

emerges as a viable solution to these challenges. Adaptive learning ensures continuous improvement 

by identifying and mitigating evolving threats, while edge computing enhances real-time detection 

and response capabilities. These features collectively address the latency-sensitive and high-density 

device requirements of 5G networks, making the proposed system highly scalable and efficient.  

The research also identified critical vulnerabilities within 5G components such as MANETs, 

IoT devices, and SDN. These components are particularly susceptible to cyberattacks due to their 

decentralized architectures and resource constraints. By tailoring the hybrid IDPS to address these 

vulnerabilities, the study provides a robust framework for enhancing 5G network security. 

In conclusion, this research contributes to the field of cybersecurity by providing a 

comprehensive analysis of IDPS effectiveness in 5G networks and proposing an innovative, adaptive 

solution. Future work could include practical implementation and testing of the hybrid IDPS to further 

validate its effectiveness in real-world scenarios. 
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Information security is one of the critical subjects that requires in-depth analysis by every state. 

Vulnerabilities in web applications are continuously being identified, necessitating their timely 

detection and mitigation. Organizations must consistently conduct comprehensive testing of their 

applications to ensure resilience against potential threats. Web forensics is a specialized domain within 

web forensics that focuses on investigating incidents related to web applications, websites, and online 

activities. Its primary objective is identifying, analyzing, and reconstructing digital evidence following 

cyberattacks and security breaches.  

The key areas of focus in web forensics include: 

- Analysis of web server logs;   

- Investigation of compromised web applications;   

- Forensic analysis of browsers and user data;   

- De-anonymization of attackers;   

- Forensic examination of cloud-based web services [1]. 
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