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The importance and role of information in international relations is rapidly growing,
according to this article.

Information is evolving into a strategic resource, with the information component playing
a critical role in enhancing countries' competitive potential and advancing international relations.
The goal of modern technological transformation is to hasten the development of communication
and information-gathering, processing, and storage technologies.

The “infrastructure of globalization” is based on the information revolution, which
influences the dynamics of processes that lead to changes in the key parameters of the international
environment.

The development of new technologies greatly facilitates the process of dynamic
transformation in the international system. The subjects of international relations, as well as their
policies, are subject to the multidimensional impact of the technological factor. Technological
progress leads to the redistribution of power in the international environment, contributes to
changes in its structure, forms the links between the key actors of international relations, and is a
source of increased range, intensity and efficiency of cross-border actions.

At the present stage of world development, information has come to play the role of a
strategic resource. The development of new information technologies has had a significant impact
on the transformation of not only the socio-political but also the international environment. In this
regard, in international relations it is the information space that has begun to attract special
attention, which can be identified as one of the key elements of the global system of international
relations14.

The problems of information confrontation, information policy and information security
have become increasingly prominent in the discourse of international relations, where the category
of force and its use has always occupied a key place. It is noted that the concept of force and the
approach to its definition has changed over time[1]. Thus, J. Nye Jr. introduced the concept of
"soft power"16. Domestic researchers paid attention to the study of the components of "soft
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power", on the basis of which the concept of information force was derived, which can be used to
evaluate a particular subject of international relations on the potential of the information policy[2].

Analysis of the essence of information force can reveal the deeper meaning and present
dualism of this phenomenon. In particular, considering the information force from the point of view
and position of cybernetic-information approach, which is based on the research of K. Deutsch18,
the information force is an endless, but subject to control flow of information resources within the
framework of global politics and international relations. In particular, if we talk about global
political processes, then in this context we can talk about the subjects-carriers of information force,
as well as about the objects in relation to which it can be applied.

Informatization and digitalization as major trends in world development

In the case of adopting the approach of J. Habermas[3], who is a supporter of the
communicative theory, as the basis for understanding the information force. Habermas, who is a
supporter of the communicative theory, it is reasonable to consider the information force as a set
of connections and relations that are formed around fixed information flows, which are directly
related to the solution of specific global problems, political problems. Based on this approach, we
are rather talking about the relationship of international actors in the global process of
communication.

It is worth noting that the author of the term informational power J. Nye himself does not
reveal its essence in his works, but only points out that informational power is only a kind of "soft
power" as the ability to achieve results through its attractiveness, rather than through forced
effort[4] . At the same time, for J. Nye, soft power acts as the ability to shape the agenda of world
politics so as to construct or change the preferences of its partners.

At the same time, for J. Nye, soft power acts as the ability to shape the agenda in world
politics, so as to construct or change the preferences of its partners[5]. The emergence of
information power in J. Nye's concept is closely related to the emergence of various asymmetric
threats, but at the same time his conceptual approach, in fact, is related to the banal explanation
that the Internet, mobile communication, television, media, etc. are able to set the agenda, transmit
norms, values, political culture to other actors and societies, thereby contributing to the
subconscious level of their involvement[6].

From the point of view of adherents of J. Nye's theory, for example, R. Solomon and J.
Schultz, informational power is seen as a peculiar consequence of diplomacy in virtual space[7],
when political information is on the same valuable level with other resources[8].

From the point of view of the adherents of the theories opposite to Nye, such as M. Libicki,
information power emerged only due to the increasing dependence of international actors on ICT.
From the point of view of this approach, the presence of information power is rapidly leading to
the decentralization of state power, virtualization of public life and fragmentation of society,
building asymmetry in the political and economic component of international relations.

In fact, critics of the concept that information force is derived from "soft power" are repelled
from the fact that by its essence information force is closer to "hard power," because the world
community has entered the era of information wars and aggressive campaigns in the information
sphere, which is much more pronounced than manifestations of information and psychological
impact.

States, international organizations, integration associations, and other entities can be the
targets of information policy. The following characteristics of a subject capable of conducting
information policy are listed by A.V. Zobnin:

1. The presence of own interests in the information space;

2. Availability of special structures and institutions for information influence;

3. presence of own segment of information space, where special norms of regulation based
on national or international legislation are established;
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4. Existence of official normative-legal sources, which enshrine the provisions and
conditions of participation of the subject in information confrontation;

5. Presence of official information policy.

A.V. Zobnin also comes to the conclusion that the subject having weaker potential to
conduct an independent information policy will be characterized by a tendency to comply with
generally accepted agreements, norms and principles of international law, the use of third parties
as intermediaries, the desire to create or join one or another international association. At the same
time, although in the conditions of formation of the new world order none of the actors of
international relations has a monopoly on the use of information force, the difference in potential
between strong and weak actors is only growing[9].

In this regard, the international community, integration associations and individual actors
of international relations are faced with a wide range of tasks and goals for the formation and
implementation of information policy, such as:

1. Increasing the level of informatization and digitalization of society;

2. Formation of special structures for information policy;

3. Development of methods and tools to counteract destabilizing factors in the information
space (can be carried out both in the form of cooperation and in the form of an independent policy
of individual actors, etc.);

4. Adoption of measures to counteract the information policy pursued by other international
actors as part of the information confrontation;

5. Development of situational tools of information policy to prevent disinformation29.

Sociologists have also drawn attention to the transformational processes taking place in the
information space. Thus, in the 1960s a number of conceptual theories dedicated to the question of
the formation of a new type of society appeared in Western scientific discourse. Researchers gave
it different names and characteristics: "knowledge society", "third wave society", "post-industrial
society", "network society", "information society", etc[10].

With all the diversity of approaches in defining different aspects of the informatization of
society, researchers have come to the same conclusion that the process of the formation of the
information society takes on a global character, and the determining influence on it has a process
of development of new technologies. Researchers also come to the conclusion that in the conditions
of the struggle of actors of international relations for world leadership, the factor of information
technology development acquires special importance[11].

In this case, it would be appropriate to outline the position of C. Schwab, the founder and
president of the World Economic Forum, in whose opinion the modern stage of social development
implies such integration of information technologies in the life of society, which leads to the actual
outflow of information technologies beyond the digital space, i.e. the merging of physical and
digital spaces[12].

We can note the emergence of such factors of the new information environment as
increasing volumes of information, increasing the speed of its transmission, increasing the rate of
obsolescence of knowledge and information, increasing the quality of new generated knowledge,
the development of data diplomacy "big data diplomacy" (developed based on T. Day's concept
according to which big data processing can be a tool for increasing the efficiency of activities in
the context of diplomatic relations, implementation of negotiation processes between actors and
activation of public capacity). All these factors increase the need to regulate these processes, both
at the national and global levels.

The use of information technology in the field of foreign policy has brought significant
changes to international security. Information has become not only a strategic resource of the state,
an instrument of soft power, but also a source of potential challenges and threats. According to
A.N. Smirnov, one of the greatest challenges in this regard is that information technology can be
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used for purposes that threaten international stability and security. There is a need to regulate the
information space[13].

Today, the task of ensuring information security is one of the key areas of international
cooperation. This is due to the fact that the processes of informatization and digitalization not only
transform the existing system of international security, but also threaten the sustainability of this
system. New challenges and threats in the information space arise[14].

Increasing transparency of information space becomes a challenge and a threat to state
sovereignty[15].

In addition, the information revolution and digitalization achievements have significantly
expanded the possibilities of influencing the world public opinion of certain actors, which has also
become a challenge to state sovereignty. In particular, M.M. Lebedeva, referring to the problem of
the emergence of new actors in world politics, draws particular attention to the phenomenon of the
“Wikileaks” platform, whose information activities have influenced the perception of many current
issues of international politics[16].

The search for tools and methods of regulating the information space is conditioned by the
search for a balance between the task of ensuring its security (combating cyberterrorism, etc.) and
the impossibility of introducing information censorship, since its introduction would come into
conflict with the principles of building a democratic society[17].

Regarding the fulfillment of these tasks at the global level, much attention on the part of
actors in international relations began to be paid to the formation of a conceptual approach to
defining the concept of "single information space”, which in the science of international relations,
due to its relative novelty and virtuality, is considered as a new political space, acommon undivided
data space[18] .

To sum up, information policy allows to harmonize relations, and also serves as a qualitative
tool that contributes to strengthening the position of power, including acting as a channel for the
exchange of information and opinions between state structures and the target audience, which is
civil society. Information policy ties together the main paradigms of domestic and foreign policy
of the state, representing a synthesized representation of their most important components.
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