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IT-AUDIT IN THE EUROPEAN UNION: KEY REGULATORY REQUIREMENTS AND
CURRENT CHALLENGES OF DIGITAL TRANSFORMATION
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Serikova M.A
PhD doctor, L.N. Gumilyov Eurasian National University, Astana,
The Republic of Kazakhstan
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Angarna. Eyponmaneik Onakra KapKeIHIBI HUQPIBIK TpaHcpopmanus xkargaitbiaga 1T-
aymuTTIH pesi OapraH caiiblH MaHbBI3IbI Oonyna. by 3eprreyne NIS2, GDPR >xone kubepkayincizaik
OoifpiHIIa Oacka ga OacTamarnap CHSKTHI jkKaHa TUpeKTuBajap meHOepinaeri [T-aymuTke KaTbICThI
HEeri3ri perreymi TajanTap KapacTelpbutiafpl. IT-ayquTTiH colikecTikTi Oaranay, Toyekenepii
Oackapy »oHe OKHFaIap/abl OaKplIay CUSKTHI HET13T1 (YyHKIMSUIAphl TaTKbIaHa b, COHBIMEH Kartap,
triMai [ T-aymuTTi eHrizyne yibIMaapaslH Ka3ipri TaHIa Ke3/1eCEeTiH TEXHOJIOTUSIAP/IbIH T€3 03repyi,
3aHHAMAaJIBIK e3repicTepre OeHiMIeny KaKeTTUIIr KOHe KHOepKayilcCi3fiK cajachIHAaFbl OLTIKTI
MaMaHIap/IblH TAMIIbUIBIFBI CUSKTBI KUBIHIABIKTAp 3epTTeneni. Tannay [T-aynutti EO-marb1 niudpisik
WH(PPaKYPBUIBIMHBIH KayilCi3AiriT MEH TYPAKTBUIBIFBIH KaMTaMachl3 €Ty YVIIIH ToyeKeaepai
OacKapyIbIH Kbl CTPATETUSChIHA HHTETPAIMSUIAYIBIH KaXKETTUTINH KOpCceTe/I.
KintTi ce3aep: NIS2, GDPR, IT audit, ECA

AHHoTanusi. B ycnoBusix ObicTporo uudpoBoro mnpeodbpazoBaHUs, MPOUCXOJSIIETO B
EBpomnetickom Coroze, poibs MT-aynura nmpuoOperaer Bce Ooibliiee 3Ha4eHHE. B 3TOM nccienoBaHuu
paccMaTpuBalOTCs KIIIOUeBbIe HOPMaTUBHBIE TpeboBaHus, Kacatomuecs UT-aynura B pamkax HOBBIX
mupekTuB, Takux kak NIS2, GDPR wu gpyrux wHMnmatuB B oOnacTu KuOepOE30MacHOCTH.
O6cyxnatorcsi ocHoBHble (yHkiuu WT-aynura, BKiIIOYash OLIEHKY COOTBETCTBUS, YIIPaBIICHUE
pPUCKaMU ¥ KOHTPOJIb HHIUAECHTOB. OTHOBPEMEHHO UCCIIEAYIOTCS TEKYLIUE TPYAHOCTH, C KOTOPBIMU
CTAJIKMBAIOTCSl OpraHu3anuu npu BHeapeHuu sddextuBHoro MT-aymura, Takume kak ObICTpoe
pa3BUTHE TEXHOJOTUH, HEOOXOJUMOCTh aJaNTalliid K U3MEHEHHUSIM 3aKOHOJATeIbCTBA U JAe(uuut
KBaNU(UIIMPOBAHHBIX CIEMUANTNCTOB B 001acTh KubepOe30macHOCTH. AHANIM3 MOJYEPKHUBACT
HeoOxomumocTh uHTerpauuu WT-ayaura B 0OlIyl0 CTpaTerui0 YOpaBlIEHUS pPUCKAMU s
obecrnieueHus: 6€30MACHOCTH U yCTOMUMBOCTH I poBoil uHPpacTpykTypsl B EC.

Kuarwuessbie ciaoBa: NIS2, GDPR, IT audit, ECA

Annotation. In the context of rapid digital transformation occurring in the European
Union, the role of IT audit is becoming increasingly significant. This study explores key regulatory
requirements concerning IT auditing within the framework of new directives such as NIS2, GDPR,
and other cybersecurity initiatives. It discusses the essential functions of IT audit, including
compliance assessment, risk management, and incident control. Simultaneously, it examines the
current challenges organizations face in implementing effective IT auditing, such as the fast-paced
evolution of technology, the need to adapt to legislative changes, and the shortage of skilled
professionals in cybersecurity. The analysis highlights the necessity of integrating IT auditing into the
overall risk management strategy to ensure the security and resilience of the digital infrastructure
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within the EU.
Key words: NIS2, GDPR, IT audit, ECA

Information technology audits determine whether IT controls protect corporate assets, ensure
data integrity and are aligned with the business's overall goals. IT auditors examine not only logical
and physical security controls but also overall business and financial controls that involve information
technology systems. Considering how complex information systems and operations are today, IT
leaders want to demonstrate that their IT infrastructures are running smoothly, performing according
to business processes and expectations, minimizing cybersecurity threats, and in compliance with
standards, regulations and other requirements.

Information technologies in the EU context are not very significant themselves in budgetary
terms however they play a key role in the management of the EU Institutions and the implementation
of the EU budget.

IT audit at the ECA can be used to achieve the following audit goals:

. Get assurance that the data managed with IT systems, which are part of the audit scope,
are exhaustive, complete and reliable (as part of financial or performance audit).

. Get assurance that IT controls comply with the relevant regulations (as part of legality
and regularity financial audit).

. Assess the maturity of I'T controls and the efficiency, effectiveness and economy of the
IT function (as independent IT audit, or as part of performance audit).

At the moment it is very important for audit sites in European countries to ensure personal
data protection and respect of confidentiality. This is all done to prevent bad practices and errors that
can lead to a huge loss of information. For the purpose of addressing all the above issues in European
countries there is a General Data Protection Regulation, namely GDPR.

GDPR (General Data Protection Regulation) is a set of requirements for companies that collect
and process EU users' data on the Internet. The new regulation aims to increase the level of protection
and give citizens control over their data. The main task of IT audit is to check how data is collected,
processed, stored and transmitted ensuring that all processes are in compliance with the regulation.
Therefore, it is very important to work carefully with the level of protection.

On 17th January 2023, new EU legislation to improve cybersecurity came into force.
The Network and Information Systems Security Directive (NIS2) aims to establish a minimum level
of cybersecurity standards throughout Europe and replaces the Network and Information Systems
(NIS) Directive established in 2016. In connection with NIS2, IT audit helps organizations to verify
whether their systems, processes and policies comply with the requirements of NIS2. This includes
analysis of risk management, incident and business continuity measures. And also 1T-audit allows to
identify vulnerabilities in systems and processes related to cybersecurity, and assess potential risks.
This is important for the development of risk minimization and incident prevention strategies.

In general, the difference between The GDPR and NIS2 is shown as follows. NIS2 aims to
increase cybersecurity in critical sectors. Its main focus is on operators of basic services (e.g., energy,
transportation) and digital service providers such as Zoom, Microsoft Teams and Google Meet. A
GDPR is aimed at protecting personal data and respecting user rights. Its area of primacy is all
organizations that process EU citizens' personal data. For example, medical facilities: Hospitals and
clinics collect and store patient health data, which is sensitive information or Airlines: They process
personal data to book tickets, check-in flights and manage customer service. The main difference
between them is that NIS2 focuses on cybersecurity, GDPR on data protection.

The IT audit landscape in Kazakhstan differs from that in the European Union due to
variations in regulatory frameworks, maturity of IT systems, and data privacy laws. Here are some
key differences:

Table 1 The difference between IT audit in Kazakhstan and European Union
Note: Created by the authors based on the source [5]
| Parameter | Kazakhstan | The European Union
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Regulation and Standards Emerging legislative | Strict regulations (GDPR, NIS,
framework; some standards | eIDAS); widespread use of
adopted (ISO 27001, national | international standards (1SO,
cybersecurity standards) COBIT, NIST)

Key Areas for IT Audit Public sector, banking | Comprehensive  across all
industry, critical infrastructure | economic sectors, with

requirements for most

organizations

Frequency of IT Audits

Developing; lower frequency
compared to EU

Regular IT audits both at the
company level and across
national frameworks

Cybersecurity Maturity Level

Growing focus; emphasis on
basic protection of critical

High maturity level
coordinated by ENISA, with

systems advanced cybersecurity

standards
Use of Digital Technologies Early stages of Al, blockchain, | Extensive adoption of
and cloud technology adoption | emerging technologies,

integration of Al, blockchain,
and widespread cloud service
use

Personal Data Protection Initial stage; partial | Comprehensive data protection
implementation of  data | laws, including GDPR
protection laws

Cyber Attacks and Financial | Rising incidents, especially | High level of threats with

Impact

phishing and DDoS attacks

active monitoring and strong
incident response capabilities

The table shows the key differences between IT audit in Kazakhstan and the European Union.
In Kazakhstan, IT audit is in the development stage, with an emphasis on basic security standards
(1SO 27001) and protection of critical industries such as the public sector and banking. In the
European Union, due to strict regulation (GDPR, NIS), IT audits cover all sectors, and a high level
of cybersecurity maturity is coordinated by ENISA. The EU is actively implementing new
technologies and protecting data through comprehensive laws. Cyber threats are growing in
Kazakhstan, but security systems and audit frequency are less developed compared to the EU.

B Kazakhstan

M Euripean Union

Figure 1. The use of IT audits in organizations
Note: Created by the authors based on the source [6]
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The first figure shows the proportion of organizations that conduct IT audits in Kazakhstan
and the European Union. The chart shows that 75% of organizations in the European Union conduct
IT audits, whereas in Kazakhstan this figure is 30%. This may be due to differences in the level of
regulation, security requirements, and maturity of the IT infrastructure between the two regions.
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Figure 2. Frequency of IT audits
Note: Created by the authors based on the source [6]

The second figure shows the frequency of IT audits in Kazakhstan and the European Union.
In the European Union, 75% of organizations conduct audits annually, 20% every two years, and only
5% less frequently. In Kazakhstan, the situation is different: only 30% of organizations conduct
annual audits, 40% — every two years, and 30% — even less often. These data may indicate a higher
level of requirements for IT audits and security in the European Union, which is reflected in more
frequent inspections.

In conclusion we want to say that IT audit plays a critical role in ensuring the security of
information systems and data protection in both Kazakhstan and the European Union. In the EU, strict
regulations such as GDPR and NIS2 necessitate regular assessments of IT controls and risk
management, which enhance cybersecurity levels. In Kazakhstan, the audit process is still in its early
stages, focusing on the protection of critical systems. To improve the situation, it is essential to
implement international standards and increase the frequency of audits. Successful execution of IT
audits in both jurisdictions will help safeguard corporate assets and ensure compliance with
contemporary requirements.
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