SVITTHIK
YHWUBEPCUTETI

P,

MATEMATYECKW o ficre

TUnL/ms LIEHTP B AKAIEMIOPOLIKE

Japauwn

EBpasuiickuii HanMoHanbHbII yHUBepcuteT umenu JIL.H. I'ymunesa
HammonansHas nmxeHepHas akagemust PK

Kazaxckuil HalmoHaNbHBIN TeJaroruueckuii yuuBepcureT nMenu Abas, Kazaxcran
WHuctutyT MatemaTuku U Matematudeckoro moaenuposanuss KH MBHO, Ka3zaxcrtan
Wucrutyt nuHGOpMaMOHHBIX U BerunciuTenbHbX TexHosnornii KH MBHO, Kazaxcran
Mexnynapoauslii Maremaruueckuii neHTp UM um. C.JI. Co6onesa CO PAH, Poccus

Poccuiickuii HalIMOHANBHBIA KOMUTET IO UHAYCTPUAILHOM U NMPUKIAIHON MateMaTuke, Poccus
O «MexmyraponHblil GoHI 0OpaTHRIX 3am1a4d», Kazaxcran
Maremarmueckoe ObmectBo Tropkckoro Mupa.

EVPA3UAIIBIK XAJIBIKAPAJIBIK FBIJIBIMY KOH®EPEHIIW A
EBPA3NNCKAA MEX/JIYHAPOAHASA HAYUHAA KOH®EPEHIINA

«'BUIBIMJIATBI, TEXHUKA MEH UHAY CTPUAJAT'BI KACAHJAbI MHTEJIJIEKT KOHE KEPI
ECENITEP»

«MCKYCCTBEHHbINA UHTEJLJIEKT U OBPATHBIE3AIAYM B HAYKE, TEXHUKE U UTHJY CTPUH»

«ARTIFICIAL INTELLIGENCE AND INVERSE PROBLEMS IN SCIENCE, TECHNOLOGY AND
INDUSTRY»

EHBEKTEPI TPY Ibl PROCEEDINGS

AcTtana
14-16 ampens 2025 r.



YK 004.896:001(082)

Eypasusuislk XanbIKapaibIK FRIIBIMUA KOH(GEPEHIS
«F BITBIMIaFBI, TEXHUKA MEH UHIYCTPHSIAFbI )KaCaHAbl MHTEIUIEKT JKOHE Kepi ecenTep)
EBpasuiickas MexayHapogHas HayIHAs KOH(pepeHIus
“HcKycCTBEHHBIN WHTEIUIEKT M 0OpaTHBIC 3a1a4l B HAYKE, TEXHUKE U HHIYCTPUN
Eurasian internationalscientific conference
«Artificial intelligence and inverse problems in science, technology and industry»

ISBN 978-601-385-052-8
Eypa3usiipIK XaJabIKapajblK FbUIbIMH KOH(pepeHuus «FblIbIMAAFbI, TEXHUKA MEH MHAYCTPHSAAFbI KaCAHABI
HHTEJUIEKT KJHe Kepi ecenTep» OasiHnamanap :kuHarbl. 14-16 cayip 2025 :xbL.

Co. noka. Eppa3miickoii MesxxayHapoaHoil HayyHo#i koH(pepeHuMii «cKyccTBeHHBIN HMHTENIEKT M 00paTHbIe
3a/1a4d B HayKe, TeXHUKe U HHAycTpum» 14-16 anpeas 2025 roa.

Collection of reports the Eurasian internationalscientific conference «Artificial intelligence and inverse problems
in science, technology and industry»

— Acrana: JL.H. I'ymuneB arsin. Eypa3us yiaTTeiK yHuBepcuterti, 2025. — 451 6. — Ka3akma, opsiciia,
aFbLIIIBIHIIA.

© JI.H. T'ymunes ateigarsl Eypasus yiarTelk yHuBepeureti, 2025



1 CEKNUs . «KKEPI ECENITEPAI LIEINYJE ’KACAH/IbI HHTEJIJIEKT»
CEKIIUA 1. <ACKYCCTBEHHBIA UHTEJJIEKT B PELIEHAY OGPATHBIX 3AJTAY»

SECTION 1. «<ARTIFICIAL INTELLIGENCE IN SOLVING INVERSE PROBLEMS»

Alinova A.D., Zhartybayeva M.G., Villanueva F.]J., Belyaev M..S. - BATHYMETRIC MAPPING OF
A LAKES BASED ON SATELLITE IMAGERY AND SEABED CHARACTER ANALYSIS USING
NEURAL NETWORKS

Iklassova K., Shaikhanova A., Tashibayev R. - ARTIFICIAL INTELLIGENCE FOR SOLVING
INVERSE PROBLEMS AND EXPLAINING DECISIONS IN EDUCATIONAL MANAGEMENT
SYSTEMS

Jinchao Pan, Jijun Liu - ON THE SIMULTANEOUS RECOVERY OF BOUNDARY IMPEDANCE
AND INTERNAL CONDUCTIVITY

Jomartova Sh.A., Mazakova A.T., Ziyatbekova G.Z., Aliaskar M.S., Zhaksymbet A.T. -
HARDWARE-SOFTWARE COMPLEX FOR MONITORING THE LEVEL OF WATER BODY
OCCUPANCY

5-6

Kuanysh A., Moldamurat K., Hajizadeh C. - ALGORITHM FOR USING ARTIFICIAL
INTELLIGENCE IN PREDICTING FIRE DANGER IN THE SEMEY FOREST IN KAZAKHSTAN

7-9

Kuatbayeva A.A., Sergaziyev M.Zh., Yedilkhan D., Gizatov A., Issenov D., Namet A., Bekbolatov
0. - DESIGN ML MODELS FOR BUS TIME ARRIVAL PREDICTION IN ASTANA CITY

9-12

Yi Tang, D. Pertsau, M. Tatur - ENHANCED A* ALGORITHM FOR GLOBAL PATH PLANNING

12-13

Adanaceea C.JA. - PEHIEHHME CHUHI'YJIIPHO-BO3MVIIEHHBIX KPAEBLIX 3AJJAY B
JABYMEPHOM CJIYUAE C UCIIOJIb3AOBAHHUEM METOJJA PINN

14

bekremecos K.M., bekremecos M.A. - O HEKOTOPBIX METOAX PEIIEHMA OBPATHBIX
SAJAY U MOJEJIMPOBAHMA METACTA30B PAKOBOU OITYXOJIN

15-16

10.

Bekremecos XK.M., Counanosa Y.K. - XACAH/IbI MHTEJUIEKT APKbLJIbI KASAKCTAHIAT'BI
NHOEKIUAJIBIK AYPYJIAPABIH TAPAJIVBIH TAJIIAY

16-17

11.

Jl:xenanueB M.Tu., Eprammes M.I'., Umanbepaues K.b., Cepuxk AM. - Ob OZ[HOI71
CIIEKTPAJIBHOU 3AJAYE OJIA JUPDPEPEHIIMAJIIBHOI'O OIIEPATOPA YETBEPTOI'O
I[TOPSJIKA

17-20

12.

Jiuar A. (Aodi Ding), HemsbBens O.B. - M3BJIEUEHUE ITIJIOTHBIX KJIFOUEBBIX TOYEK
HIKHUX KOHEYHOCTEM M CTOII JUISI IOBBIIEHKS TOYHOCTU JUATHOCTUKHU
3ABOJIEBAHUI

20-22

13.

Epranues M.I'., Kacen M.— YCJIOBU PASPEHTMMOCTHU KOOOOUITUEHTHBIX OBPATHBIX
3AJIAY U1 YPABHEHU A BIOPTEPCA

22-23

14.

Konidex M.A., Myxamer:kanoBa b.0O. - XJKAHAJIBIKTAPJBI TAJIJJIAYAAFHI KEPI ECEIITEP:
MAHUITYJIALWA MEH JESUHOOPMAIIMAHBI AHBIKTAY

23-25

15.

KacenoB C.E., Temup6exoa M.H., KaGyiaoBa A.A. - AJITOPUTM PEHIEHUE OBPATHOM
3AJTAYM 1)1 YPABHEHU S JUODY3UNU

25-28

16.

KacenoB C.E., TueyiaecoBa A.M., CapcenbaeBa A.E. - UMCJIIEHHOE PEIIEHUE 3AJAYN
TTPOAOJIDKEHUS JIJIAA YPABHEHUA 'EJIBMI'OJIBIIA

28-30

17.

KacenoB C.E., TaeyiecoBa A.M., Tyren6aea XK.C., - UUCJIEHHOI'O PENIEHNA 3AJAYN
DOAPMAKOKUHETHUKU JJ1d TPEXKAMEPHOU MOJEJIN

30-32

18.

Kaceinkacosa K.H. - MEJJUITMHCKOE ITPOT'PAMMHOE OBECTIEYEHUE SMARTMED JIJIA
OBPABOTKU MEJUITMHCKNX JAHHBIX U AMATHOCTUKU

32-35

19.

Kocmakosa M.T., AxmanoBa /I.M., Mxanosa K.A. — )KXYKTEJIT'EH IIETTIK ECEII TYPAJIbI

35-36

20.

Kysnenos K.C. - UMCJIEHHOE PEILIEHUE OBPATHOM PETPOCIIEKTUBHOM 3AIJAYU
KOHAYKTUBHOI'O TEINIOOBEMEHA METOJOM PINN

36-37




21.

Mamanosa C.E., Teiubim6aes C.T., Kokenosa Y K. - IPUMEHEHWME METOZJOB MAIIMHHOT'O
OBYUYEHUMA JJIAA OIITUMHN3AINN APXUTEKTYPBI AEJIMTEJIBHBIX YCTPOUCTB

37-39

22.

MeneroB A.P., CararéexoBa /I.E. - PEIIEHME OBPATHbBIX 3AJHAY B I'EO®U3UKE C
NCTIOJIbB3OBAHMEM MAIINHHOI'O OBYUEHU A

40-41

23.

Mmupcadéypos M., Makya6aii A.B., Bepapimmes  A.C., Mupcadypoa I'.M. -
KOMBHHUPOBAHHAA 3AJAYA JUIA OJHOI'O KIIACCA YPABHEHUUM CMEIIAHHOI'O
TUITA C PA3JIMYHBIMU ITOPAAKAMMU BBIPOXJIEHN A

41-44

24.

Omapos M.T., PamazanoB M.H., Tauun A.O., IlasxmeroBa B.K. - [NPUMEHEHUE
HEWMPOHHBIX CETEW JJIS1 PEILIEHWS OBPATHBIX 3AJJAY, CBA3AHHBIX C IPOBHBIMU
JANDODEPEHIIMAJIBHBIMU YPABHEHUAMU

44-46

25.

OpymbaeBa H.T., XKantacoa B.B. - O PEIIEHUM OJHOM KPAEBOU 3AJIAUM JUUIS
TMIIEPBOJIMYECKOT'O YPABHEHNS C JIPOBHOM HAI'PY3KOM

46-47

26.

Pric6aeBa H., Poic6aiiynsl B. - OGPATHAS 3AJIAUYA HEJIMHEWMHOI'O ITIEPEHOCA BJIATU B
[IOPUCTOM CPEJIE

48-50

27.

Curasmosckmii MLA. - TEOMETPUSI KPYITOBOU AHOMAJIUM B IIPIMOYIOJIbBHOU
OBJIACTU ITONCKA J1JIs1 OAHOU 3AJAYN TPABUMETPUN

51-52

28.

CmannoBa A.C., lyabruna-Tapamyk A.C. - METOJbl MAIIMHHOI'O OBYUEHUA IOJIA
PEIIEHUS OBPATHBIX 3AJIAY

53-55

29.

CouuanoBa Y.K., Adcamatr A.A., Tokrac B.b. - JSIIMAEMUOJIOTIUAJIBIK AYPVYIJIAP/IbIH
MATEMATHUKAJIBIK MOJEJIBJIEPIH CTATUCTUKAJIBIK JEPEKTEP HETI3IHAE TAJIIAY
JKOHE OJIAPJIbIH DKOHOMUWKAF A OCEPI

55-57

30.

Cyrupo6aes A.A., 3uaréexosa I'.3. - PASPAFOTKA MAIIIMHHOI'O OBYYEHUA AJI1 AHAJIM3A
JIAHHBIX YCTPOMCTBA MOHUTOPUHI'A CTPECCA

57-60

31.

Cysipoe T.P. - 3AJIAUA C OBPATHBIM KOD®OUIMEHTOM JJI1 OJHOMEPHOI'O
JIPOBHOI'O BOJIHOBOI'O VPABHEHUSI C HEJIOKAJIbHBIMU HAYAJILHO-KPAEBBIMU
YCJIOBUSIMU

60-62

32.

Takyamuna A.W., Illagees JI.E. - OSPATHBIE 3AJIAUU U UICKYCCTBEHHBIM UHTEJJIEKT B
CO3JJAHN AI-ACCUCTEHTA

62-63

33.

Tatyp M.M., Kpiokos A.H., Ysus 113., B.I.Kapaukesnu — ObYUEHUE MHTEJUJIEKTY AJIbHOM
CUCTEMBI TIPUHATHUS PEIIEHWI KAK OBPATHAS 3AJIAYA BbIBOPA ITAPAMETPOB
MOJEJIN

64-65

34.

TemupGexos A.H., Typasiéek 7K.F. - HNUCJIIEHHOE MOZIEJINPOBAHUE PACTIPOCTPAHEHMSL
BPEJIHBIX ITPUMECEN B ATMOC®EPE C PINN

65-67

35.

Temup:kan C. A., Ourap6aesa A.H. - UCIIOJIb30BAHUE HEMPOHHBIX CETEN B
CTET'OAHAJIM3E U30BPAXEHUI

67-70

36.

Taeynecoa A.M., layuaeroait M.H. - UUCJIEHHOE PEHIEHUE 3ATAYUUN ITPOJOJDKEHUA UTA
YPABHEHI MAKCBEJITA

70-72

37.

Toxrabaes A.M., AxmeroBa A.M. - UHTETPALIMA NCKYCCTBEHHOI'O MHTEJUJIEKTA 1
TEXHOJIOI'MW MHTEPHETA BEIIIEM B MOHUTOPHHI" ATOJ] HA OCHOBE BAMECOBCKHX
MOJEJIEN

72-74

2  CEKIMS «KEPI )KOHE J1¥PbIC KOMBIIMAFAH ECENTEP/IIH TEOPUSIBIK )KOHE
ECENITEY ACIIEKTIJIEPI»

CEKIUSA 2 «TEOPETHYECKHUE U BBIYNCJUTEJBHBIE ACIIEKTBI OBPATHBIX U
HEKOPPEKTHBIX 3ATAY»

SECTION 2 «THEORETICAL AND COMPUTATIONAL ASPECTS OF INVERSE AND ILL-POSITIONED

PROBLEMS»

Akhmadiya A. — MODIFIED FREEMAN — DURDEN DECOMPOSITION RADAR IMAGE TO
ELIMINATE NEGATIVE POWER PROBLEM

76-80




Asanov A., Kadenova Z.A., Bekeshova D.A., Pirmatov A.Z., Sayipbekova A.M. - ONE CLASS
OF LINEAR INTEGRAL EQUATIONS OF THE THIRD KIND WITH TWO INDEPENDENT
VARIABLES

81-82

Asanov A., Kadenova Z.A., Bekeshova D.A.,- ON THE UNIQUENESS OF SOLUTIONS OF
FREDHOLM LINEAR INTEGRAL EQUATIONS OF THE FIRST KIND ON THE SEMI-AXIS

83-84

Khompysh Kh.- AN INVERSE SOURCE PROBLEM FOR A SEMILINEAR PSEUDO-
PARABOLIC EQUATION

84

Mukhanova T., Toregali R., Aidos T. - FREDHOLM INTEGRAL EQUATIONS SOLVED
NUMERICALLY USING THE BUBNOV-GALERKIN METHOD BASED ON ALPERT
WAVELETS

85-86

Serzhan Y.S., Umarov T.F. - FRAUD DETECTION IN CREDIT CARD TRANSACTIONS
USING MACHINE LEARNING: A COMPARATIVE ANALYSIS

86

Zharkyn D. - COMPREHENSIVE USE OF MULTI-AGENT MODELS IN URBAN TRAFFIC
MANAGEMENT

86-88

Shutong Hou, Haibing Wang - A NOVEL APPROACH FOR AN INVERSE SOURCE
PROBLEM OF THE WAVE EQUATION IN THREE DIMENSIONS

88

Aoapaxman  B.K., Psickan A.P., Amanreabast A.E. - KOII AVHBIMAJIBI
T'MIHEPTEOMETPUAJIBIK ®VYHKIIMS YIOIH EKIHIII PETTI JU®PEPEHIIMAJIIBIK
TEHJEVJIEP )XYWUECIH IIELTY

88-91

10.

Apkabaes H.K,Kynyes A.K.- PA3PABOTKA W OINTUMU3ALINA AJTI'OPUTMOB
I'TYBOKOI'O OBYUYEHHMSA HA PYTHON JI1 OBPABOTKM BOJIBHINX JJAHHBIX B
PEAJIbBHOM BPEMEHMU C ITPUMEHEHUWEM BBIUNCIIMTEJIBHOI'O UHTEJUIEKTA

91-93

11.

AcankyJsioBa M., Kagenosa 3.A., ’Koadopcosa A.K. - OIITUMAJIbBHOI'O PACITPEAEJIEHUA
CbIPbS MEX]]Y ITOTPEBUTEJIAMU 1A 3AJJAY JIOBBIBAIOIINUX OTPACJIEU

93-96

12.

Baiitypeea A.P., Pric6aiiynsl b. - UACJIEHHOE PEIIEHUE OBPATHOM 3AJIAUM JIJI51
HAXOXIEHUA KODODOUIIMEHTA TEITJIOITPOBOAHOCTHU B 3AJTAUE
TEIVIOMACCOIIEPEHOCA B ITOPUCTOM CPEJIE

96-99

13.

Bexkremeco K.M., CoumanoBa Y¥Y.K. - MATEMATUYECKOE MOJEJIMPOBAHUNE
OBPATHOM 3AJIAYM PACITPOCTPAHEHMS KOPU

99-101

14.

Bemees /I.M., Opanéexona K. O., ¥3akkbi3bl H. —-OUMCTKA I'EOPAJIMOJIOKAITMOHHOI'O
CUTHAJIA BEMBJIET — ®MJIbTPAMM HA OCHOBE SYMLET — 6

102-103

15.

Bekenaea K.C., Makyabaii A.b., Mupcadyposa Y.M. - 3AJIAYA C JIOKAJIbHBIMU U1
HEJIOKAJIBHBIMU YCJIOBUAMU JIJIAA OAHOT'O YPABHEHI A CMEIIAHHOI'O TUITA

103-106

16.

Kancenroa A.M., bopanbaes C.A., Uckakos K.T., CaaxpiHoB A.T.— 'EOPAJIAPHOE
OBCJIEJOBAHUE JOPOXHBIX KOHCTPYKIINU C NCIIOJIb3OBAHUEM
OBOPYJIOBAHUS «OKO-2»

106-107

17.

Kuenanuesa H.A., Typaposa M.K. - TYJIFAJIAP MEH OBBEKTUIEP/I AHBIKTAY YIIIH
KOJIJAHBUTATBIH MATIMHAJIBIK OKBITY AJITOPUTM/JIEPI

107-109

18.

3eiinens A.H., Myxamer:kanosa b.O. - OIITUMISALIVIA AJITOPUTMOB
OBPABOTKH M30BPAXXEHNU JIJIA VIIVUIIEHUA PABOTBI KAMEP
BUJIEOHABJIIOJJEHMA « CEPTEK»

109-111

19.

Hckaxkos K.T., Tatun A. A., Typaposa M. K. — AJITOPUTMbI UHTEPIIPETALINU
PAIOPOI'PAMM C TIPUMEHEHUEM HEMPOHHBIX CETEU

111-112

20.

Kyanosa H.C., lInsanos K.M., - CUITICI3JEH/IPY ITPOUECTEPIH CAHABIK MOJIEJILAEY
AJITOPUTMIEPIH K¥PY

112-113

21.

KyoOerenosa A./l.,, Ky6Gerenos E.C. - OIITUMU3BALMA TTIAPAMETPOB [JIA
MOJEJIMPOBAHUA COBMECTHOI'O PACITPOCTPAHEHUSA TYBEPKVIJIE3A U BUY C
NCIIOJIb3OBAHWEM KOMIUIEKCHOT'O ITOAXOOA

114-115

22.

Kypmantaesa K. K. - T'EOI'PAOUA CABAKTAPBIHAA JXACAHJABI WHTEJIJIEKT
K¥PAJIJAPBIHKOJIJAHY JIBIHAPTBIKIIBIJIIBIKTAPBIMEH KEMIIIJIIKTEPI

115-117

23.

Kypmam6exosa I'.IL - KATEPJII ICIKTI MOJIEJIBJIEYIE KEMBIP KUChIH]IbI EMEC
KbUIYOTKI3I'MIITIK TEHAEVYJIEP IHEIIIMIH CAJIBICTBIPY

117-118




24.

KaiipipbexoBa A.)K.,3usir6exosa I'.3.- [IUDPJIbIK EI'T3AEPAIH JEPEKTEPIH KOPFAY
KYMECIHIH BJIOKYEVH TEXHOJIOI'MSCBI APKBIJIBI KAMTAMACBI3 ETUIVI

118-120

25.

Mansimko /I.A., Kanuaun A.A. - OIITUMU3AIIMS PACYHETOB B OHEPTETMHYECKOM
CEKTOPE KA3AXCTAHA HA OCHOBE CMAPT-KOHTPAKTOB

120-122

26.

Mapunenko A.B., Onoe MM - [MTPUMEHEHHUE 3JIEKTPOTOMOI'PA®HUN HA
[IOCTOSSHHOM TOKE I JIOKAJIM3ALIMW TIPOBOJAILINX TI'EOJIOTMYECKUNX
OBBEKTOB ITP1 OTKPBITOM CITIOCOBE JOBbIY1

122-124

27.

Mar3zymos A. M. - WEBSOCKET ITPOTOKOJIBIHAAFBI OCAJIABIKTAPABI TAJIIAY

125-128

28.

Maxamos III. - KITACTEPU3AIIMA PETMOHOB PECIIYBJIMKU KA3AXCTAH IIO
MAKPOSKOHOMMWYECKUM ITIOKA3ATEJISIM C ITPUMEHEHUEM  AJITOPUTMOB
MAIINHHOI'O OBYUYEHUA

128-133

29.

Haup P.A., AxmetoBa A.A. - ABTOMATU3ALISA PECTOPAHHBIX CETEU

134-137

30.

HypxanoBa A.B., Kymamunnaesa A.K. - BUJAEO APKbUIBI OMOLMAJIAP/IbI TAHY:
KOXOHEH KAPTAJIAPbI MEH KJIACTEPJIIK AHCAMBJIbIEP

138-140

31.

Hypxanos H.II., Typaposa M.K. - TYJIFAHBIH JXACbI MEH XbIHbICbIH TAHVFA
APHAJIFAH HEMPOH/IBIK XEJII AJITOPUTM/IEPIH 3EPTTEY

140-142

32.

HeirbimanoB b.A., AxmetoBa A.A., 3usaroexosa I'.3.- PASPABOTKA CUCTEMBI
BU3YAJIM3ALIMU JAHHBIX JIJISI MOHUTOPUHI' A TIPOU3BOJCTBEHHBIX
TTPOLIECCOB C UCITOJIb3OBAHUEM GRAFANA 1 PROMETHEUS

143-147

33.

Opasraes .M. - METO/IbI HEPA3PVIITAIOIIEI'O KOHTPOJIA J4JI1 OLEHKM CTEIIEHU
MN3HOCA TPYBOITPOBO/JJOB: COBPEMEHHBIE ITOAXO/bI

147-149

34.

Ocnanos A.JI. - OINTHUMU3AIIMS MOHUTOPUHI'A CKJIAJJA C IIOMOIIbIO I0T-
JATYMKOB U METOJOB MAIIMHHOI'O OBYYEHHUSI:  DMIIMPUYECKOE
UCCJIEJOBAHME I10 OBHAPYKEHMIO I'PBI3YHOB U VIIPABJIEHUIO OKPYXKAIOIIEN
CPEJIOM

149-151

35.

Poickan AP, Jika6aesa M.H. - PEIIEHUE CHCTEMbI JU®®EPEHIIMAJIBHBIX
YPABHEHHII B YACTHBIX IIPOM3BOJIHBIX BTOPOTO TIOPSJIKA  JUIA
TUITEPTEOMETPUYECKOI ®YHKIUU F(4) 18

151-153

36.

Poickan A.P., Menauranuesa I. P., Xacan A. A.- F_12(4) TUTIEPTEOMETPUSUIBIK
®VHKIMSICHI YILUIH EKIHIII PETTI JIEPBEC TYBIH/BUIBI JUGOEPEHITUAJTIIBIK
TEH/EYJIEP XYWECIH LIELTY

154-156

37.

Caourosna F.K,, IN'osmopauesa B.H. — MHTEI'PALIA MCKYCTBEHHOI'O MHTEJIEKTA B
OJIEKTPOHHBIE MEIUIIMHCKUE CUCTEMBI

157-158

38.

CaxabaeBa A.M. - BAKJIE — JIEBEPETT MOJIEJIIH KOJIIAHA OTbIPBII, MYHANKEH
OPBLIHIAPBIHJIA CYJIBI TUIMI BACKAPY 16l MOJEJILIAEY

158-160

39.

CaoburoB A. B., Ucmarenos 9.E. - AHAJIU3A BE3OITACHOCTU MH®OPMAIIMOHHBIX
PECYPCOB JIUIA1 OIIEPATUBHOI'O PEATMIPOBAHUW S HA YI'PO3bI

160-161

40.

CyaranoB ML.A., MucuioB B.E., CagpibexoB M. A., bakanoB I'.B., CapcenoB B.T. -
AJITOPUTM YUCJIIEHHOI'O PEIIEHUS OBPATHOU 3AAYN HAXOXIEHWA ITIPABOU
YACTU HJId YPABHEHUSA CYBAUD®DY3MU C KPAEBBIMU YCJIOBHUAMU THIIA
IITYPMA

161-162

41.

Typcynos [I.A., MamsbiToB A.O., Kynyes A.’K. - OBPATHASA 3AJJAYA UIA OAHOI'O
KITACCA IN®DPEPEHIIMAJIBHBIX 1 UHTEI' PO-JUODEPEHIINMAJIBHBIX YPABHEHNI B
YACTHBIX ITPOU3BOAHBIX

162-165




42. | TycymoB A.K., Tymees A.A. - CbOP JAHHBIX C JATYHMKOB ULl HHAPPOBOI'O 165-167
JABOMHUKA TTPEAITPUATHA

43. YanueB A.M. , Kaproioaesa M.I'. — TYPMbICTBIK KATTHI KAJIABIKTAP/bI XXIKTEY 168-169
YIIIH

KOMIIBIOTEPJIIK KOPY XXOHE TEPEH OKBITY AJITOPUTMAEPI MEH
OICTEPIH 3EPTTEY JXXOHE TAJIIAY

44. MasixmeroB H.M., Kypmanceiiit M.B., Aiiskyaos I.E., Tyararaposa M.C. - OIITUMU3ALINA 169-170
PACXOIOB CKBAXWH JJIA ITOBBIIIEHU S D®PKTHUBHOCTU JOBBIYM MUHEPAJIOB
METOAOM ITIOJ3EMHOI'O CKBAXXKMHHOI'O BBIIIIEJTAYMBAHNW S

3 CEKIUA «AKHHAPATTBIK TEXHOJIOTUAJIAP ’KOHE ECEIITEY HHTEJUIEKTICI
3 CEKIIUSA «<AH®OPMAIIMOHHBIE TEXHOJIOTMU U BBIYUCJIUTEJIBbHbII UHTEJJIEKT»

SECTION 3 «INFORMATION TECHNOLOGY AND COMPUTATIONAL INTELLIGENCE»

1. 172-174

Aitim A.K., Sattarkhuzhayeva D.T., - REAL - TIME GESTURE RECOGNITION SYSTEM
FOR KAZAKH SIGN LANGUAGE TRANSLATION TO SPEECH

2. Alzhanov A., Akhmetova G., Akhmetov., Mukhysheva G., Matin D. - MODELS AND 174-177
METHODS OF KNOWLEDGE REPRESENTATION AND PROCESSING IN MATHEMATICS

3. | Assubai A.O., Rysbayuly B. - FINDING THE COEFFICIENTS OF THE HEAT EQUATION IN 177-178
A TWO-DIMENSIONAL ANISOTROPIC MEDIUM

4. | Ashimgaliyev M., Zhumadillayeva A. — A COMPREHENSIVE REVIEW ON EARLY 178-183
DETECTION OF ALZHEIMER'S DISEASE USING VARIOUS DEEP LEARNING
TECHNIQUES

5. | Bekele S.D., Kenzhebek Y., Imankulov T. -INTERPRETABLE SYMBOLIC EXTRACTION IN 183-185
KOLMOGOROV-ARNOLD NETWORKS FOR ENHANCED OIL RECOVERY

6. | Bolat A.Zh.- DATA ANALYSIS METHODS AND DECISION MAKING USING BIG DATA 186-195
AND MACHINE LEARNING TOOLS

7. | Kabdeshev A.,- DEVELOPMENT OF AN INTELLIGENT HEALTH DIAGNOSIS SYSTEM 195-201
BASED ON COUGH ANALYSIS

8. | Kassymova A., Kartbayev A., - EXPLAINABLE ARTIFICIAL INTELLIGENCE IN CREDIT 201-214
SCORING FOR ENHANCED FINANCIAL RISK MANAGEMENT

9. Kenzhebek Y., Bekele S.D., Imankulov T. - PREDICTION OF TWO-PHASE FLOW IN | 215-217
POROUS MEDIA USING PHYSICS-INFORMED NEURAL NETWORKS

10. | Kuatbayeva A.A., Alibi J., Gizatov A., Zhaksybayev N. - PREDICTIVE MODELS FOR | 217-220
ANALYZING AND FORECASTING LABOR MARKET TRENDS IN KAZAKHSTAN:
ADDRESSING MARKET SATURATION AND ENSURING ECONOMIC STABILITY

11. | Mansurova M.Y., Ospan A.G., Mussa A. - DEVELOPMENT OF AN AI ASSISTANT FOR | 220-222
JOURNALISM BASED ON RETRIEVAL-AUGMENTED GENERATION (RAG)

12. | Marat G.S. - FINDING THE THERMOPHYSICAL PARAMETERS OF THE MATERIAL 222
BASED ON THE HYPERBOLIC EQUATION OF THERMAL CONDUCTIVITY

13. | Meiramkhan E.A. - METHODS OF INTEGRATING KAPE WITH OTHER DIGITAL | 223-230
FORENSICS TOOLS

14. | Oryngaliyeva N.A. - MODERN METHODS OF TEXT RECOGNITION IN THE CONTEXT OF | 231-233
THE KAZAKH LANGUAGE IN CYRILLIC




15.

Ospanova A. B., Zharaskhan N.Zh., Kayupov E. - PRACTICAL EFFICIENCY AND
POTENTIAL OF LATTICE REDUCTION IN RECOVERING SECRET PARAMETERS OF
POST-QUANTUM CRYPTOSYSTEMS

234-235

16.

Shutong H., Haibing W. - A NOVEL APPROACH FOR AN INVERSE SOURCE PROBLEM
OF THE WAVE EQUATION IN THREE DIMENSIONS

236

17.

Yerzhan M., Bazargul M. - ROUTING AND COORDINATION MODELS FOR INTELLIGENT
DRONES IN DISASTER SCENARIOS

236-237

18.

Zhunissov N.M., Aben A.B. - FAKE NEWS DETECTION USING MACHINE LEARNING

237-239

19.

AboaynnaeBa B.K., Kypmanceiiir M.B., Tynraraposa M.C., AiixkynaoB /L.E., IllasxmeroB
H.M. - YPAHJIbl JXEPACTHI YHFBIMAJIBI IHAMMAJIAY TIPOLIECIH CAHJIBIK
MOJEJIBAEY I KEAEJIAETY: KEPI CAJIMAKTBIK APAKANIBIKTBIK
WHTEPIHOJIALMACH] SJICI MEH HEWMPOHJBIK JXEJIUIEPAI KOJIJAHY APKBLIBI
I'MAPABJIMKAJIBIK KbIChIM TEHJAEYIH HIETY

240-242

20.

AbaeBa A.P. - AHTU®OPEH3UKA SAICTEPIH 3EPTTEY JKOHE OJIAP/IbIH ITUDPJIBIK
TEPTEYT'E ©CEPI

243-247

21.

A6apiraneiM B.X., CamGer6aea MLA. — ®OPMUPOBAHUE OHTOJIOTMHM BOEHHOM
TEPMHUHOJIOI'MA B HEJX CEMAHTHYECKOI'O AHAJIM3A MHPOPMALIMM B
CYXOITYTHbIX BOUCKAX.

247-249

22.

AmupoOaii A.A., MyxaHoBa A.A. - AVYTU3M BEJITUIEPIH EPTE AHBIKTAY
MAKCATBIHIA KO3 KO3FAJIBICBIH TAJIJAVFA HETI3AEJII'EH TEPEH, OKBITY
MOJEJIBJAEPIH KOJITAHY

249-252

23.

Atbiraes O.T., JKaproi6aesa M.I. - BUPTYAJIIBI KENIIKEPAIH HAKTBHl YAKBIT
PEXXUMIH/JE AVIUTOPUSMEH WHTEPAKTUBTI OPEKETTECYIHE APHAJIFAH
TABUFM TUIJII OHJAEY AJITOPUTMJIEPI MEH SICTEPIH 3EPTTEY JXOHE XKY3ETE
ACBIP

253-254

24.

baiiranuna K.b., XKapreibacea M.I. - HMHTEJUIEKTYAJIbBHASI BEB-CUCTEMA HA
OCHOBE UM 1JI1 AHAJIM3A CBUIETEJIBCKUX IIOKA3AHMUM W BBISIBJIEHUA
CMBICJIOBBIX PACXOXJIEHUI

255-256

25.

Beransi A.IL., )Kapreiéaesa ML.T'. - PASPABOTKA CUCTEMBI C ITOJJIEPXKKOU Al JIJ151
AJJATITUBHOI'O COCTABJIEHU A FOPUJINYECKUX JOKYMEHTOB

256-258

26.

bumzak 9.0. - KA3AKCTAHIAFBI JXACAHABI MHTEJUIEKTTI PETTEVYIIH
KO3KAPACTAPBI: CbIH-TETEYPIH/IEP )KOHE XAJIBIKAPAJIBIK TPEH/ITEP

258-260

27.

TonoBauesa B.H., Jloaros B.B. - PEAJIM3ALIUS AJITOPUTMA JENKCTPHI 114
TIOCTPOEHMS! ONITUMAJILHOI'O ABTOMOBMJIBHOT'O ITYTH C MCIIOJIb30BAHUEM
®PENMBOPKA SPRINGBOOT

260-262

28.

Kakcoimoer A.T., Kopidaesa A.C., 3usardexona I'.3. -PASPABOTKA MOJEJIN AHAJIM3A
N KIIACCUOUKALIMM TEKCTOB HA KA3AXCKOM A3BIKE C I[MPU3HAKAMU
CYULIMOAJIBHOI'O ITIOBEJAEHUA B COLIUAJIBHBIX CETAX

262-270

29.

Kamanoex M.¥Y., JKaprnioaesa M.I'. - PASPABOTKA CUCTEMbI KITACCU®UKALIMHN 110
I'OJIOCOBBIM JAHHBIM C ITOMOILBIO HEMPOHHBIX CETEU

271-272

30.

Kapacos Y.A., Myxamer:kanosa b.O. - MCCJIEJOBAHUE 1 PABPABOTKA CHCTEMbI
VIIPABJIEHUA ITPOLIECCOM COPTHPOBKHU IMTPOAYKIIMM HA OCHOBE HEMPOHHOU
CETH

272-274

31.

Kuenbaii A. F. - TEHETUKAJIBIK AJITOPUTMIAEPAIH, )KACAHABI MHTEJUIEKT
YKYWEJIEPIHJIE KOJIJAHBUTYBIH CAJIBICTBIPMAJIBI TAJIJAY

274-275

32.

3akuposa @. P. - [IOBBIIIEHWE 5ODPEKTUBHOCTH ITPOI'HO3A I JIOBAJIbHOU
YPOXANHOCTH B YCJIOBUAX USMEHEHU A KIIMMATA

276-278




33.

3usroexona I'.3., Aimackap M.C., Bypreryaos A.Jl. , Kakceiméer A.T. - IPOTPAMMHO-
ATIITAPATHBI KOMIUIEKC MOHUTOPHHI' A YPOBH S 3AIIOJIHEHHOCTH BOJIOEMA

278-290

34.

3sarekoB H.IO., Kpusoporsko O.U. - CUEHAPHHN PACIIPOCTPAHEHMS COLUAJIBHO-
3HAUYMMBIX 3ABOJIEBAHNY, OCHOBAHHBIE HA METOJAX TJIYBOKOI'O
OBYYEHUS B CJIVUHAE HEJJOCTATOYHBIX JAHHBIX

281-282

35.

sraes /.1, Memanios X.B. - PASPABOTKA KOHLIENTY AJIbHOI MOJIEJIN
CHUCTEMBI YIIPABJIEHUSI KOMAH/IO! C ®YHKLIMEN AHAJIM3A
MTPOM3BOUTEJILHOCTH COTPYTHUKOB

293-295

36.

HNmamer H.K. - DYHKIIMOHAJIBHBIE OCOBEHHOCTH BHE/JIPEHU A
PACIIO3HABAHUNS JINI] B CUCTEMAX KOHTPOJIA JOCTVYIIA

296-298

37.

Kacenranues /I.K., UckakoB K.T., bopan6aes C.A., - PASPABOTKA TTPOTPAMMHOI'O
OBECIIEYEHUS JISI DOPEKTUBHOI'O OBHAPYXEHNS OE®EKTOB CJIOUCTBIX
CPE]]

298-300

38.

Kanumonnaes M.H., Koananraposa I'.., Apmuuaunoa M.T., Axmer:kanoB M.A. -
ITPOTPAMMHAS PEAJIU3ALINSA AJITOPUTMA ITPOI'HO3MPOBAHNSI OCTATOYHOI'O
CPOKA TIOJIE3HOI'O NCITIOJIb30BAHMA OBOPYOBAHU A
OJIEKTPOOHEPTETUYECKHUX CUCTEM.

301-305

39.

KanmenoB K.B., ’Kycynos T.A., KycaunoBa A.T., Carunabiko K.M. — COBPEMEHHbBIE
METO/bI OTBOPA ITPOB JJOPOXHO- CTPOUTEJIbBHBIX MATEPUAJIOB 1 UX POJIb B
T'EOPAJIMOJIOKAITMOHHBIX UCCIIE[JJOBAHUSAX.

305-307

40.

Kapun A.B., Kyab6aes 3.M., Menaunbaena I1I. - PASBPABOTKA YAT BOTA J1JIA
OITUMU3ALIMI CEPBUCA T10 HEABMXKNMOCTH, A TAKXKE AHAJIM3A

307-308

41.

Kycaunosa A.T., UHckakos K.T., I'mazsipuna H.C. - BEB-IIPMJIOXXEHUE JJIA .
OBPABOTKMU, BU3VAJIM3AIIMN 1 UHTEPIIPETALIU PAJTAPOTPAMM JIOPOXXHOU
OJIEXX/1bI

309-310

42.

Ken:kaxmeros E.K., Myparyusi /., Yerrsikbaes P. K. - PASPABOTKA AJITOPUTMA
BBIABJIEHN S HAPYIHEHWN BO BPEMSI OHJIAMH-9K3AMEHOB HA OCHOBE
KOMIIBIOTEPHOI'O 3PEHUS

311-312

43.

Kenecoait M.M., Toxmeros A.T. - OB30P IIOAXO10B K AHAJIM3Y HOBEJEHWA
ITOJIB3OBATEJIEM MUHTEPHET-MAT'’ABMMHOB U CUCTEM PEKOMEHJIALTNI

312-314

44.

Komenos A. T., Kaprsi6aea M. I'.- PASPABOTKA CUCTEMBI TSI MOHUTOPUHI' A
JIECHOT'O XO3SIMICTBA C IIPUMEHEHUEM BIUIA U I'JTYBOKOI'O ObYUEHU I

314-315

45.

KbiabipoekoBa A.C., AxmeroBa C.T., A:xubexoB K. - HOBBII METO/I
AYTEHTUOUKALIN JIMYHOCTHU C NCITOJIbB3OBAHWEM MOBMJIBHBIX
TEPMIHAJIOB

316-318

46.

Mymnaiinapos A.K., Myxanoerkanuena A.K. - UHTEJIJIEKTYAJIBHBIE ITOAXO/IbI K
[TPOEKTUPOBAHUIO UHTEP®ENCOB CBSI3H1 B IIJIATOOPMAX
ABTOMATU3UPOBAHHOI'O TECTUPOBAHUS IOT-YCTPOUCTB

318-320

47.

HaoueB H.K., Ycmanos T.A., Koananraposa I'.'U., HaoueBa H.b. - PASPABOTKA U
BHEJIPEHWN BBIYMCJIMTEJIbHBIX METOZIOB AHAJIM3A JAHHBIX THCC 1151
OLIEHKN ATMOC®EPHOU BJIAXKHOCTHU

321-324

48.

Hassimxan A.A., HekecoBa A.A. - INSTAGRAM XEJIICIHEH JEPEKTEP/JII ABTOMATTDI
TYPJE AJIY )KOHE SJIEYMETTIK JXEJIUIEPIETT J)KAJIF AH )KAHAJIBIKTAPIbI
AHBIKTAY YIIIH BEB-CKPETIMHI'TI TAVUJAJIAHY

324-327

49.

Inpmatos A.3., Kanenosa 3.A. - PASPABOTKA TELEGRAM BOT CAMOCTOATEJIBHOI'O
TECTUPOBAHMNA TTOJIB3OBATEJIA 11O CPEJCTBAM A3BIKA PYTHON

327-328

50.

PcoimberoB K.C., Beiicedaii II.b., dayaerxan A. — DO®OEKTbI BHEJIPEHUS ERP
CHUCTEMBI ODOO B ITPOM3BOJCTBE OPTAHUYECKUX ITPOIYKTOB

328-331

51.

Capeivos H. - PACIIOSHABAHHME PEYM U TIPEOBPA3OBAHUE ]éE B TEKCT C
[MPUMEHEHUMEM T'JIYBOKOI'O OBYUYEHN S HA MOBMJIBHOM YCTPONCTBE

331-337

52.

Caiinay A.K., 3usaréexosa I'.3. - YJIKEH TUIAIK YJITUIEP YIIIH KA3AKIIIA
MOTIHAEPAI AJIABIH AJTIA O©HJIEY SAICTEPIH ©3IPJIEY

337-339

53.

Caruposna JI.P. , Epramn T. B. - AHAJIM3 U CEOP JIJAHHbBIX 13 COILIMAJIbHBIX CETEN:
METOIbI, THCTPYMEHTbBI 1 D9TUYECKHUE ACIIEKTbBI

339-340

54.

Cepikkbi3bl E., JKamanrapun JI.C .- ASBIK-TYJIIKTI TAHY XXOHE OJIAPIbIH
TAFAM/IBIK KYHABUIBIFBIH TAJIIAY YIIIH KOMITBIOTEPJIIK KOPY
YJITUIEPIH KOJITAHY

340-344




55. | Cyaeiimen B.K., UckakoB K.T., HaproBa /I.C. - TIEPCIIEKTHUBbBI NUCITOJIb3OBAHUWA NI 344-346
B CUCTEMAX MOHUTOPHHI'A U S KOHOMM MU DJIEKTPUUYECKOM SHEPT U

56. | Ta6epxan P., Camber6aeBa M.A. - LABEL STUDIO-HBbI HAﬁI[AHAHA OTBIPBIII, CEBEII- 347-349
CAJIOAPJIBIK  KYPBUIBIMIAAP/IbBI KA3AK  TUIIHAE  AHHOTAIUAJIAYbI
ABTOMATTAH/BIPY

57. | Xycenoaii A. - CTEPEOMETPUSAJIBIK ECETITEPI HIBIFAPYJA KOMITBIOTEPJIIK 349-353
BAFTAPJIAMAJIAPIBI KOJIJJAHYFA M¥FAJIIMJEPAI OKBITY S AICTEMECI

58. | IlaiimypatoB A.JK. - ABTOMATU3NPOBAHHOE PACIIO3HABAHWE HOMEPOB 353-356

JKEJIEBHOJJOPOXHBIX BAT'OHOB: COBPEMEHHBIE METO/bI 1 ITEPCITEKTHBBI

4 CEKNUsA «KPUIITOI'PAOUANAFBI KACAHAbBI UHTEJUIEK KOHE KUBEPKAYIIICI3AIK»

4 CEKIIUA «ACKYCCTBEHHBIIA MHTEJJIEKT B KPUNITOT PA®UA U KUBEPEE30ITACHOCTH»

SECTION 4 "ARTIFICIAL INTELLIGENCE IN CRYPTOGRAPHY AND CYBERSECURITY"

Altaibayev D.M., Mukhametzhanova B.O. - ARTIFICIAL INTELLIGENCE METHODS FOR
SIMULATING COMPUTER EFFECTS IN TRADITIONAL ANIMATION USING MODERN
GRAPHICS TECHNOLOGIES

358-360

Alzhan T., Khuralay M., Huseyin C., Alzhan A. Tilenbayev - AHAJIN3 DODPEKTUBHOCTHU
DDOS CETEBOU ATAKHU HA IOT YCTPOUCTBO

360-364

Yelibayeva G., Razakhova B., Sharipbay A., Syzdykova G. - ONTOLOGICAL MODELS OF THE
KAZAKH LANGUAGE FOR SECONDARY EDUCATION

364-366

Yerzatuly T. - BIOMETRIC SECURITY IN SMART BUILDINGS: A NEW AGE OF
AUTOMATION, PRIVACY, AND EFFICIENCY ABSTRACT

366-369

Ibraikhan A., Smagulov T., Aitmagambet A., Amirova A., DEVELOPMENT OF AN ALGORITHM
FOR DETECTING MALICIOUS LINKS ON INSTAGRAM

369-371

Khaman D., Amirova A. - DEVELOPMENT AND PERFORMANCE EVALUATION OF A MODEL
FOR DETECTING VIRUSES IN COMPUTER SYSTEMS USING ARTIFICIAL INTELLIGENCE

371-373

Makhabbat B., Luigi La Spada -
AI-ENHANCED CRYPTOGRAPHIC FRAMEWORK FOR HIGH-SPEED SECURE DATA
TRANSMISSION IN LOW-ORBIT AIRCRAFT SYSTEMS

373-376

Marat G.S. - FINDING THE THERMOPHYSICAL PARAMETERS OF THE MATERIAL
BASED ON THE HYPERBOLIC EQUATION OF THERMAL CONDUCTIVITY

376

Sergazy M., Tokseit D.K. - ENHANCING DEVELOPER PRODUCTIVITY WITH INTEGRATED
ARTIFICTIAL INTELLIGENCE AND CYBERSECURITY CONSIDERATIONS

377-378

10.

Serikov A., Kaziyeva N., - SECURE DATA TRANSMISSION IN MODERN
TELECOMMUNICATIONS: EMERGINGAL GORITHMS, QUANTUM CHALLENGES, AND
OPTIMIZATION TRENDS

379-381

11.

Slyamshaikhov Y.B.-Tokseit D.K. - APPLICATION OF MACHINE LEARNING AND
AUTOMATED PROCESSES IN DIGITAL FORENSICS

381-388

12.

Shertay O.- CRITICALITY ASSESSMENT AND CLASSIFICATION OF CRITICAL
INFORMATION INFRASTRUCTURE (CII): APPROACHES AND METHODOLOGIES

388-390

13.

Tokseit D., Meshitbayeva.K. -INVESTIGATION OF MAC AND APPLICATION LAYER
PROTOCOLS WITH TRUST SUPPORT FOR NETWORK SECURITY

390-392

14.

Tokseit D., K.Otebay A.M. - THE THREAT OF DEEPFAKE TECHNOLOGY TO HUMANITY IN
RECENT YEARS

392-393

15.

Ydyrys A.Zh., Satybaldina A.N. - INVERSE PROBLEM FOR 2D LAPLACE EQUATION IN

CYLINDRICAL COORDINATES

393-395




16.| Zhakan Z.S., Mukhametzhanova B.O., - PROTECTING RELATIONAL DATABASE INDEXES 395-396
FROM ATTACKS BASED ON QUERY ANALYSIS

17.| Anekcees M. II., Ocnanoa A. b. - UICCJIEJJOBAHUE ITOTEHIIUAJIA AI-MOJIEJIEN B 397-399
ABTOMATHU3AILIMN KUBEPATAK

18. | Omipraasl C., Omap A., Tokcent K. - DUIIINHI TEH, TEJIEOOH AJIASAKTAPBIHAH XXOHE 399-402
MAPKETIUIEMCTEPJEIT AJTASIKTBIKTAH XU KOMET'IMEH KOPFAYbBI

19. | Baiimaxos JI.T., Ka3zueBa H.M., - [IPUHLIWUII PABOTbHI HEUPOHA B HEMPOHHBIX CETSX U 402-404
AHAJIM3 AJITOPUTMOB HEMPOHHBIX CETEH JIJI1 ABTOMATU3ALIUU [TPOLIECCOB B
KMBEPBE3OITACHOCTU

20.| baaradexoBa C.A., AiimuueBa I'.U., - TEXHOJIOI'MSI CBOPA LIU®POBBIX VJIMK BEB- 404-407
AKTUBHOCTH 3JIOYMBIIIJIEHHUKA B PEXKUME MHKOT'HUTO

21. | JKapeiaran P.K., Hcaiinosa A.H. - UCCJIEJJOBAHUE CUCTEMBI 3AIIMTHI IOT-YCTPONCTB 407-409
C UCTIOJIbB3OBAHUEM MOHUTOPHUHI'A, AYTEHTU®UKALIM 1 CUMYJISIIITMU CETEBBIX
ATAK

22. 410-412
Kammxan A.K., I'nazsipuna H.C. (- PA3PABOTKA ITPOI'PAMMHOI'O OBECIIEUEHUWA 1J1
OBHAPYXEHUS CITY®UHI-ATAK HA CUCTEMbI BUOMETPUYECKOH
AYTEHTUOUKAIIMN

23.| KonbipxanoBa A.A., Typaprazunos XK.C. - POJIb MEXXITVHAPOJIHOI'O COTPYJHUYECTBA B 412-416
OBECIIEYEHUU KUBEPBE3OITACHOCTHU KPUTMYECKH BAXXHBIX OB BEKTOB
NH®OPMAILIMOHHO-KOMMYHUKALIMOHHON MTHOPACTPYKTYPbI

24. | Kyrbimes B.B. - KAK 3AIIIUTUTh [IEPCOHAJIBHBIE JJAHHBIE ITOJIb30BATEJIEU B 416-418
OBYYAIOIIUI AI-CUCTEMAX

25.| Maep C.A., - UHTET'PALIMSI CUCTEM OBYUEHM S /UL [TOBBIIIEHU S YCTOMYUBOCTH 418-421
COTPYJHHUKOB OT ATAK THUITA ®UIIMHT

26. | Myxrapoga 3.b., - [TIPOBJIEMBI 1 BbI3OBbI BHEJAPEHW S MAILIMHHOI'O OBYUEHUM A B 421-424
ITPOIIECCHI ABTOMATH3MPOBAHHOI'O AVJIUTA UH®OPMAIIMOHHOM BEE30ITACHOCTH

27.| Myparxan A.P., Meup6ek 9.K.,- ) KACAH/Ibl UHTEJUIEKTTI KPUIITOI' PA®UAIIBIK 424-427
KAVIIICI3AIKTE KOJIAHY: ITABYBIJITAPJIbI AHBIKTAY JKOHE HIN®PJIAHFAH
JEPEKTEPI KOPFAY

28.| Opa3s6aes [I., Tokcent JI. - IBMQRADARSIEM JXYUWECIHIH AKITAPATTBIK KA VIIICI3/IK 427-429
CAJIACBIHAAFBI MYMKIHAIKTEPIH IIOJIY )KOHE FAFAJIAY

29.| Opaabekos E.A. Onrap6aesa A.U., - )KEJIIJIIK CTETAHOI'PA®UA 429-432

30.| Carpibamguna H.K., Taeydepaun C.T. - [TPUMEHEHUE METOJOB HMCKYCCTBEHHOI'O | 432-435
UHTEJUIEKTA JULST AHAJIM3A YI3BUMOCTEN CETEN 1 OBHAPYKEHHMS ATAK

31.| Tokcent A.K., Bycrexdaes T.C., To:xkmyxanoB A.b. - ABTOMATUYECKOE OBHAPYXXEHUE 435-437
YI'PO3: MOXET JIM U1 SAMEHUTH YEJIOBEKA?

32.| Tepedexos B.B., -"CAPTURETHEFLAG" (CTF) OMbIHbIH KUBEPIIIABYBIJIJJAPFA KAPChHI 438-440
TYPY TAFIBUIAPBIH JJAMBITY ©ICI PETIH/E [TAIAJIAHY.

33. | Typewinadasl A.b. - METOJIbI KPUMNHAJIMCTUYECKOI'O AHAJIM3A YTEUKU 440-443
KOHO®UIEHIIMAJIBHOU NHOOPMALIMU

34.| VY36aeB P.C., Myxamet:kanoBa b.0. -AKIIAPATTBIK-KOMMYHUKATISJIBIK 444-446
NH®PAKYPBUIBIMHBIH KPUTUKAJIBIK OB BEKTIJIEPIHE AKITAPATTBIK KAVITICI3AIK
KATEPJIEPIH BOJIJIBIPMAY

35.| Illereraera A.K. - AHAJIM3 1 IIPOTHO3MPOBAHUE VY SI3BUMOCTEM: CIIOJIb30BAHHUE 446-449
JAHHBIX CVE JIJIS ITOBBIINEHW I KUBEPBE3OITACHOCTHU

36. | Hlepexan H.K. - KASAKCTAH PECITYBJIMKACBIHBIH KPUITTOI'PA®USAJIBIK 449-451

AJITOPUTMIEPTE HET'T3AEJITEH ¥JITTBIK CTAHJAAPTTAPBIL: XAJIBIKAPAJIBIK *)KOHE
MEMIJIEKETAPAJIBIK CTAHIAPTTAP




Eypazuanvix xaneikapanslx eulivimu KoH@epenyus
«FBIILIMOGEI, MEXHUKA MEH UHOYCMPUAOA&bL HCACAHObL UHMELTEKN JICIHE Kepi ecenmepy
Espasuiickas mesicoynapoonas nayunas kongepenyus
“UckyccmeeHHblll unmeiniekm u oopammvle 3a0a4u 8 Hayke, mexHuke u uHoycmpuu”’
Eurasian internationalscientific conference
«Artificial intelligence and inverse problems in science, technology and industry»

Top 10 Most Important Features

NtallocateVirtualMemaory

NtProtectVirtualMemory

LdrLeadDll

LdrGetProcedurefddress

CreateToolhelp325napshot

Feature

NtFreeVirtualMemory
Module3ZFirstw 1
NtClose

CreateProcessinternalw |

NtDelayExecution

k T T T T T T
0.00 0.01 0.02 0.03 0.04 0.05 0.06
Importance

Figure 1. 10 most important features
These models can improve the efficiency of virus detection. The near-perfect malware
detection rate of GRU is an advantage, but requires improvement from False Positive. The balanced
performance of the SRNN also makes it a worthy competitor. It is also planned to conduct research
on methods of protecting the Linux operating system in the future. Cybersecurity is a moving target,
but something like this can help us keep up.
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AI-ENHANCED CRYPTOGRAPHIC FRAMEWORK FOR HIGH-SPEED SECURE DATA
TRANSMISSION IN LOW-ORBIT AIRCRAFT SYSTEMS

Abstract. The increasing use of low-orbit aircraft (LOA) for critical applications requires
strong data security. This paper introduces an Al-enhanced cryptographic framework for high-speed
data transmission in LOA systems. The framework uses Al anomaly detection, hybrid encryption,
and blockchain for real-time security, adaptability, and data integrity. It addresses the limitations of
traditional cryptography in LOA environments and improves cyber resilience against advanced
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threats. Key findings include enhanced encryption speeds, lower computational overhead, and
accurate anomaly detection. The research discusses implications for LOA communication security
and future directions in quantum-resistant cryptography.

Introduction. The growing use of low-orbit aircraft (LOA) in critical applications has
increased the amount of data transmitted between these aircraft and ground stations. This data often
requires strong security to protect against unauthorized access and cyber-attacks. Traditional
cryptographic methods face challenges in high-speed LOA communication, including the need for
low-latency encryption, limited computational resources, and vulnerability to quantum computing
threats [1]. This paper proposes an Al-enhanced cryptographic framework that combines artificial
intelligence, advanced cryptographic techniques, and blockchain technology. The framework uses
Al anomaly detection for real-time threat identification, hybrid encryption for robust data protection,
and blockchain for data integrity and key management [2]. This solution aims to provide secure,
efficient, and reliable data transmission in LOA systems.

Methods. This chapter details the methodologies employed to develop an Al-enhanced
cryptographic framework for secure high-speed data transmission in low-orbit aircraft (LOA)
systems [3]. The framework integrates Al-driven anomaly detection, a hybrid cryptographic
approach, and blockchain technology.

Al-Driven Anomaly Detection: Long Short-Term Memory (LSTM) encoder-decoder
models are utilized for real-time threat detection. LSTM networks analyze sequential data,
processing time-series data from LOA to identify temporal patterns and deviations. The model is
trained to reconstruct normal data sequences, and anomalies are detected by comparing the model's
reconstruction with the actual input.

Hybrid Cryptographic Approach: To balance security and efficiency, a hybrid approach is
implemented, combining AES-256 for symmetric encryption of bulk data, RSA-2048 for
asymmetric encryption of secure key exchange, and ECDSA for digital signatures ensuring data
integrity and sender authentication. The hybrid encryption process involves data preprocessing, key
generation using a quantum random number generator (QRNG), dynamic key configuration, data
encryption, encrypted data transmission, and decryption and verification at the ground station. Table
1 summarizes the key parameters of the cryptographic algorithms used in the hybrid encryption
approach, highlighting their respective roles in the framework.

Table 1. Hybrid Cryptographic Algorithm Parameters

Algorithm | Key Size (bits) | Block Size (bits) | Primary Use

AES-256 256 128 Bulk data encryption

RSA-2048 2048 Variable | Secure session key exchange

ECDSA 256 N/A Data integrity and sender authentication

In summary, the methodologies combine Al-driven anomaly detection with a hybrid
cryptographic approach and blockchain technology for secure key management and data integrity.

Results. This chapter presents the results of the Al-enhanced cryptographic framework's
evaluation and discusses their implications for secure data transmission in LOA systems [4]. The
evaluation focuses on Al-driven anomaly detection performance, the efficiency and security of the
hybrid cryptographic approach, and the impact of blockchain integration.

Al-Driven Anomaly Detection Performance: The LSTM-based anomaly detection model
demonstrated high accuracy in identifying simulated cyber-attacks, achieving an average accuracy
of 98.2% in detecting spoofed ADS-B messages.

Hybrid Cryptographic Approach Evaluation: The hybrid approach was evaluated for
encryption speed, computational overhead, and security. The system achieved an average encryption
speed of 1150 Mbps, with an average CPU utilization for encryption and decryption of 35%. The
approach proved resilient against simulated cyber-attacks.
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Blockchain Integration Impact: Blockchain integration enhanced the overall security of the
system, with an average transaction latency for key updates and data verification of 250 ms. The
blockchain implementation successfully prevented data tampering and ensured the immutability of
key records.

Comparative Analysis: The proposed framework was compared against traditional methods
and existing blockchain-based solutions. It demonstrated improved real-time performance due to
optimized consensus mechanisms and reduced computational load compared to existing blockchain
solutions, while offering more robust security features than traditional encryption methods.

Results Visualization: To illustrate the trade-off between encryption speed and security level
for different methods, Figure 1 is generated.

Encryption Speed vs. Relative Security Level

—a— Relative Security Level |
BB Encryption Speed (Mbps)

1200 1

1000 1

400 {

AES RSA Hybnd Proposed
Encryption Method

Figure 1. The trade-off between encryption speed and security level for different methods

Discussion. The results demonstrate the effectiveness of the proposed Al-enhanced
cryptographic framework for securing LOA communications. The integration of Al-driven anomaly
detection provides a proactive defense, while the hybrid approach ensures speed and security [5].
Blockchain technology enhances the system's trustworthiness. The transaction latency introduced
by blockchain integration could be a bottleneck for extremely time-sensitive applications and will
be explored in future research.

Conclusion. The developed system represents a promising solution for addressing
environmental monitoring challenges. The system demonstrates high accuracy, acceptable error
margins, and reliable data protection. Future research will focus on developing adaptive UAV
control strategies to further optimize the monitoring process and expanding the system's
functionality.
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FINDING THE THERMOPHYSICAL PARAMETERS OF THE MATERIAL BASED ON THE
HYPERBOLIC EQUATION OF THERMAL CONDUCTIVITY

With the development of technology, scientists have recently begun to use hyperbolic heat
conduction equations more often. Here, a special place is occupied by the determination of the
thermophysical parameters of the material, when the process of heating bodies by high-intensity
energy flows is studied. Methods for solving the inverse problem for the hyperbolic heat conduction
equation have not yet been sufficiently developed. For practical use, based on the measured
statistical data, the development of methods for finding the thermophysical parameters of the heated
material has a special place. Therefore, the development of methods for solving coefficient inverse
problems for hyperbolic heat conduction equations becomes an urgent task.

This work is devoted to numerical methods for finding the thermophysical parameters of the
material under the heat. The mathematical model on the basis of hyperbolic equation of thermal
conductivity is presented as well as the relaxation of heat flow is taken into account.

The implementation of the Fourier method for solving the nonlinear hyperbolic problem of
thermal conductivity in a one-dimensional approximation by spatial coordinate is considered on the
assumption that the diameter of the heating region is much greater than the depth of heat penetration.
The main idea of this method is that the solution of the problem for partial differential equations is
reduced to solving auxiliary problems for equations with fewer independent variables.

Using the modified Newton method, numerical results were obtained for finding all the
thermophysical parameters, as well as a comparison with the initially set values was carried out.
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