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CRITICALITY ASSESSMENT AND CLASSIFICATION OF CRITICAL INFORMATION 

INFRASTRUCTURE (CII): APPROACHES AND METHODOLOGIES 
 

Ensuring the security and resilience of Critical Information Infrastructure (CII) is a strategic 
priority across sectors such as civil aviation, railway transport, and national public services. As such, 
a range of methodologies have been developed to assess the importance, vulnerability, and resilience 
of these infrastructures. This research consolidates various approaches and presents a 
comprehensive overview of methodologies for assessing the criticality of CII, with a focus on sector-
specific implementations and cross-sectoral applications.  

Gnatyuk et al. (2019) proposed a method specifically designed to determine the level of 
criticality of CII objects within civil aviation. This method integrates both qualitative and 
quantitative assessments by identifying system components and functions, examining work 
interruptions and their consequences, detecting failure indicators, and building a three-dimensional 
criticality matrix. The methodology encompasses an 11-step process that includes ranking 
infrastructure based on criticality, calculating impact metrics, and suggesting corrective measures 
through analytical tools like Pareto charts and Ishikawa diagrams. Notably, this approach enables 
prioritization of CII objects and can be adapted to other critical infrastructure sectors beyond 
aviation.[3]  

https://www.elastic.co/elasticsearch/machine-learning
https://brandefense.io/blog/drps/the-future-of-digital-forensics-trends-and-technologies/
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Flynnova et al. (2022) conducted a comparative analysis of several methodologies to identify, 
assess, and enhance the resilience of critical railway infrastructure elements. Three primary methods 
were highlighted for identifying critical infrastructure objects:[5] 

1. A general transport-based identification methodology,  
2. The Railway Infrastructure Criticality Assessment (RICA) tool, and  
3. A new procedure for identifying significant infrastructure elements in railway transport.  
To assess potential threats, the paper recommends the use of Fault Tree Analysis (FTA), Event 

Tree Analysis (ETA), Human Reliability Analysis (HRA), and Failure Modes and Effects Analysis 
(FMEA/FMECA). For resilience strengthening, the CIERA method stands out for its comprehensive 
measurement of robustness, recoverability, and adaptability of critical infrastructure 
systems.Abdulova and Kalashnikov (2022) introduced a scoring-based methodology to classify CI 
and CII facilities according to their criticality. The assessment considers the economic, political, 
and social importance of each facility, along with its national security relevance and 
interconnections with other CI facilities.  

Facilities are ranked on a five-level scale using the Harrington scale, providing a structured 
way to prioritize protection efforts. This model emphasizes sectoral and intersectoral dependencies, 
ensuring a holistic view of CII importance.[3]  

Figure 2. Distribution of Critical Infrastructure Sectors by Region  
This highlights that the USA accounts for 40% of the total categorized sectors, emphasizing its 

comprehensive approach to infrastructure security (Potii &  
Tsyplinsky, 2020).[2] 
Potii et al. (2020) proposed a three-step classification methodology tailored to Ukraine's 

national cybersecurity strategy. This includes identifying CII objects within sub-sectors, listing 
infrastructure that supports mission-critical services, and conducting dual-part assessments based 
on sectoral and cross-sectoral criteria. Each CII object is assigned a criticality level equivalent to 
that of the associated CI facility. Additionally, the methodology integrates the “Cybersecurity 
Guidelines for Critical Information Infrastructure in Ukraine,” offering a risk management 
framework for public and private sector entities.[2]  

Figure 1. Comparison of Critical Infrastructure Sectors by RegionAs seen in Figure 1, the 
classification of critical infrastructure sectors varies significantly across regions, with the USA 
having the most extensive categorization (16 sectors), while Russia identifies only five main sectors, 
prioritizing defense and state security.[2]  

Despite the development of numerous national-level strategies, Mikhalevich and  
Trapeznikov (2025) argue that a universally accepted regulatory framework and terminology for CI 
and CII security is lacking. The increasing interdependence of  global infrastructures—especially 
through cyberspace—necessitates coordinated international standards. Current national approaches 
vary significantly in terms of categorization, risk evaluation, and protection mechanisms, leading to 
potential inconsistencies in global infrastructure resilience.[1]  
The reviewed methodologies highlight a growing trend toward integrating technical assessment 
tools (e.g., criticality matrices, risk analysis models) with qualitative evaluations (e.g., impact 
assessments and intersectoral dependencies). 
While sector-specific frameworks such as those for civil aviation and railway infrastructure offer 
tailored protection mechanisms, a harmonized global framework remains necessary to address 
transnational risks effectively. Future research should aim to develop interoperable standards for 
criticality assessment that can accommodate both national security priorities and international 
collaboration.  
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INVESTIGATION OF MAC AND APPLICATION LAYER PROTOCOLS WITH TRUST 

SUPPORT FOR NETWORK SECURITY 
 

The paramount importance that events have attained with respect to securing communication 
networks is further compounded by interconnectivity. With floodgates opened to the Internet of 
Things (IoT), mobile devices, and wireless communication, the growing level of complexity in the 
environment has made networks more vulnerable to a variety of cyber threats. Among the most 
critical would be the MAC layer and application layer in network communication, which are the 
two layers directly impacting trustworthiness, efficiency, and security of data transmission. 

Traditional means of security largely refer to cryptographic procedures or to the centralized 
application of the firewall, which are sometimes ineffective in a highly dynamic, decentralized, and 
resource-constrained environment such as a Mobile Ad Hoc Network (MANET) or an IoT system. 
In this regard, trust-related means have started gaining popularity since they can quickly adapt to 
their specific changing environments and can provide that extra measure of security in both the 
MAC and application layers. 

The MAC layer is responsible for controlling data transmission on a shared medium so that 
bandwidth can be used efficiently, and collisions can be avoided. The MAC layer has itself been 
under attack, with a plethora of methods like jamming, spoofing, and denial of service (DoS). 
Likewise, the application layer, providing services for end-users like web browsing, messaging, and 
file transfer, is a target for malware, phishing, and data breaches [3]. 

To resolve these vulnerabilities, trust models are being introduced within network protocols. 
Trust-based systems can assess and analyze the behavior of nodes or services over time, enabling 
them to make well-informed decisions towards these nodes or services based on past interactions, 


