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ABTOMATHNYECKOE OBHAPYXEHHUE YI'PO3: MOXET JIM U1 3BAMEHUTDH
YEJIOBEKA?

AHHOTAIMUA:

B coBpemeHHOM wMupe KUOEpyrpo3, TAe aTaku CTAHOBSTCS BCE Ooliee CIOXKHBIMH H
M30IIPEHHBIMH, aBTOMATHU3AINS TIPOIIECCOB O0OHAPYKCHUS ¥ PearnpoBaHMs TPHOOPETAET 0COOYIO
3HaUYUMOCTh. MickyccTBeHHbIH nHTeNeKkT (M) akTHBHO BHEIPSIETCS B CUCTEMBI HH(POPMAITMOHHOM
0€30IMacHOCTH, Tpeiarasi OBICTPBIN aHAJIW3 JAHHBIX, BBIABICHUE aHOMAJUH W MPEIOTBPAICHUE
atak. OgHaKo OCTa€Tcsi OTKPBITBIM BOIpOC: MOXeT i MM MOTHOCThIO 3aMEHUTH YelOBEKa B
obecrieueHnN KNOEpOE30MacHOCTH?

[lenp maHHOW cTaThU — PACCMOTPETh BO3ZMOXKHOCTH, MpEUMyIecTBa u orpanunyeHus MU B
ABTOMATHYECKOM OOHApYXCHHH yrpo3, a TakKe MPOaHAIN3UPOBATh, CIIOCOOCH JIM OH 3aMCHHTH
JKCIIepTa-dyenoBeka. B cratee OyAyT paccMOTpEHBI COBpeMeHHble anroputMbl MU, wux
3¢ (HEeKTHBHOCTh B OOHAPY)KEHUH yTPO3, a TAKXKE POJIb YEIOBEKA B WHTEPIIPETAIIMH JIAHHBIX U
MIPUHATHH PEIICHUN.

Knroueevle cnosa: xubepbezonacnocms, UCKYCCMBEHHbIU UHMENIeKM, MAWUHHOe 00yYeHue,
Helipocemu,  OOHApYJiceHue y2po3, aHOMAnus, asmomamusayus, 2nyboxkoe  oOyueHue,
nogedeHuecKull aHanus3, Kubepamaxu, UHGOPMAYUOHHAS OE30NACHOCMb, 3aUUMAa OAHHbIX,
aneopummsl, CcamoodyyeHue, aHAIU3 Cemeso20 MpaguKa, MOHUMOPUHS, peasuposanue Ha
unyuoenmol, smuxa MU, sxcnepm-uenosex.

BBenenue:
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CoBpeMeHHbIE KHOEPYTPO3bl CTAHOBATCS BCE CIOXKHEE, a UX KOJIMYECTBO MPOJIOIIKAET PACTH.
B Takux ycioBHSX aBTOMAaTHM3UPOBAHHBIE CUCTEMBbI, OCHOBAHHBIE HA AJITOPUTMaxX MAIIWHHOIO
o0y4eHHs W HEWPOCETSX, AKTUBHO HWCIOJB3YIOTCA MJIsi aHajh3a CETeBOro Tpaduka, IMOHCKa
BPEIOHOCHBIX NPOrpaMM M MpefoTBpamieHns artak. OJHAaKo OCTaé€rcs BOMNPOC, HACKOJIBKO
3¢ GEKTUBHBI 3T CHCTEMBI M MOTYT JIM OHU TOJTHOCTHIO 3aMEHUTH YEIIOBEKA.

MeToabl ABTOMATHYECKOI0 O0HAPYKEHUS yIPo3

MammHHOe o0y4yeHHe H HelipoceTH

ABTOMaTHuUecKoe OOHapyXEHHE yrpo3 CTAJIO OJHUM M3 HauboJiee Ba)KHBIX HAIIPaBJICHUN B
KuOepOe30macHoCTH Ojarogapss aKTUBHOMY HCIIOJIB30BAaHUIO TAKMX TEXHOJOTHH, KaK MallduHHOE
oOyueHue, HEMpoceTH, CUCTEMbl Ha OCHOBE IMpaBWJI M TUOPUIHBIC MOAXOIbI. DTH METOJbI
MIPEIOCTABIIAIOT HOBBIE BO3MOXXHOCTH JJIsl aHalu3a KUOEpyrpo3, UTO IO3BOJSET 3HAUYUTEIBHO
MOBBICUTH TOYHOCTh U CKOPOCTh OOHApYKEHHs aTak, a TaKKe MPeJOTBPATUTh MOTEHIUATbHbBIE
WHIMIEHTH. PaccMOTpuM moapoOHEe METOABI, CBSI3aHHBIE C MAIlIMHHBIM OOYYEeHHEM |
HEHUPOCETSIMU.

MammuHHOe 00y4yeHHe H HelipoceTH

Hcnosb30BaHue aJropuTMOB MAIIMHHOTO 00y4YeHH sl /s KiaccuuKaumu yrpos

MamunHoe o0ydenue (ML) urpaer KiroueByro poib B KIacCH(UKAIMH YTrPpo3, aHATU3UPYS
00JbIIKe 00BEMBI JAHHBIX JUISI BBISIBJICHHS] aHOMAIHNA U YIpo3. AITOPUTMBI MAIIMHHOTO 00y4YeHUS
00yJaroTcs Ha HMCTOPHYECKMX NaHHBIX O KHOepaTakax, 4TO TO3BOJSIET UM OOHApYKHMBaTh Kak
W3BECTHBIE, TAK U HEU3BECTHBIE YIPO3bl. OCHOBHOE MTPEUMYILIECTBO ITUX AITOPUTMOB 3aKI0YAETCS
B MX CIIOCOOHOCTH aHAJIM3UPOBATH OTPOMHBIE 00BEMBI MH(GOPMAIIMH C BBICOKON CKOPOCTHIO U
TOYHOCTBIO, BBISBIISAS YIPO3bl, KOTOPbIE MOTJIN Obl OBITH MPOIYLIEHBI IPH TPATULMOHHBIX METOAAX
aHanuza. Hampumep, cucremsl Ha 6a3e ML MoryT aBTOMaTu4yecku KiacCUQUIMPOBATh TUIIbI aTak,
YTO MO3BOJIAET ObICTpEE pearnpoBaTh Ha UHIUICHTHI.

Oonapy:xeHHe aHOMAJIMIl B IOBEACHHH 110/1b30BaTeIell U ceTeBOoro rpaduxa

OOHapy)xeHue aHOMaJIMi B TIOBEJCHUU MOJIb30BaTeNeil U ceTeBOM Tpaduke — 3TO OJHMH U3
BAKHEHIINX aCHEeKTOB KHOEpOEe30MacHOCTH, KOTOPBIM TakkKe AaKTUBHO HCIIOJIb3YeT MAaIIMHHOE
o0y4yeHue. AJIITOPUTMBI MOTYT aHAJIM3UPOBATH OBCEAHEBHOE MOBE/ICHUE MOJIb30BATENEH, a TAaKXKe
CTPYKTYpY CEeTeBOro Tpaduka, U Mpyu BHIIBICHUH MOJ03PUTEIbHBIX AEHCTBUNA CUTHAIU3UPOBATH O
BO3MOXKHOH aTake. OTO IOMOraer MJACHTU(UIMPOBATh HHIMAEHTHl Ha paHHEW cTaauud u
IIPEIOTBPATUTE UX pa3BuTue. Hampumep, pe3koe H3MEHEHHE IPUBBIUEK 0JIb30BATENs, TAKUE KaK
BHE3alHble CKaukKh 00beMa 3arpy’kaeMbIX JAaHHBIX WIM HEOOBIYHBIE BPEMEHHBIE NMPOMEXKYTKHU
aKTUBHOCTH, MOTYT CBHJAETEIbCTBOBATH O KOMIPOMETAIMM YYETHON 3allUCH WIH CETEBOU
UH(PACTPYKTYPHI.

I'myOokme HelipoceTH M NX NPUMEHEHHE B aHAJIM3e KMdepaTak

I'my6okue weipocetn (Deep Learning, DL) sBustorcs Oonee mNpoABUHYTOH Bepcuei
JITOPUTMOB MAIIMHHOTO OOYYEHHUs, KOTOpbIE IO3BOJIIOT AHAIM3MPOBATH JlaHHBIE Ha Oolee
riiybokoM ypoBHe. Heifpocetn Moryr pacrno3HaBaTh CIIOKHBIE HATTEPHBI, KOTOpPbIE TPYIHO
BBISIBUTDH TPAJAMLIMOHHBIMU MeToiaMu. Hanpumep, rirybokue HelpoceTn CrioCOOHbBI aHAIU3UPOBAThH
OTPOMHBIE O0BEMBI JaHHBIX, TaKUE KaK CETEeBbI€ JIOTH, OJJIEKTPOHHbIE IHMCbMA, JAHHBIE
BpenoHocHOro [IO, W BBIABIATH KOppPENSALMH, KOTOpPBIE MOTYT YKa3blBaTb Ha CJIOXKHBIE M
MHOTO3TAaITHbIE aTaKH.

[Tpumenenue rmy0oKHX HelpoceTeil 0COOCHHO IMOJIE3HO MPH aHAIM3€ YTPO3 ¢ MHOXKECTBOM
IIEPEMEHHBIX, TAKUX KAaK I[IOBEJICHYECKUM aHaIW3 3JIOYMBIIUICHHUKOB WM BBISBICHUE
LeJICHANpPaBICHHBIX aTak. OHM MOTYT HCIOJNB30BaThCS JJs  pPaclo3HaBaHUS  00pPa3loB
BPEJOHOCHOIO KOJa, MPEACKa3aHus ACHCTBUN aTaKyIIIUX W JaXe MOJEIUPOBAHUS CLEHAPUEB
KubepaTak, YTO MO3BOJISAET YIYUIIUTh CTPATETUH 3aIUTHI.

IIpenmymiecTBa MAIIMHHOTO 00y4eHHUS U HellpoceTell B KHOep0e30MacHOCTH
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AanNTUBHOCTH M camMooOyueHHe: AJITOPUTMBI MAITUHHOTO OOYYEHHUS MOTYT YUUTHCS Ha
HOBBIX JIaHHBIX, aJaTUPYSACh K IOCTOSHHO MEHAIOIIEHCS Cpelie yrpo3.

[ ]

Bbicokasi TouHocTh: brarogaps crnocoOHOCTH BBISBIATH CJIOKHBIE aHOMAJIMHM U MAaTTEPHBI,
cuctembl Ha ocHoBe ML um DL mnpemraraior 0ojee BBICOKYIO TOYHOCTh 1O CPaBHEHHIO C
TPaJULMOHHBIMA METOJAMU.

MacmradupyeMocTsh: MamunHHoe o0ydyeHUEe U HeHpoceTH MOryT 3PQPEeKTUBHO paboTaTh C
007bpIIMMU 00BEMaMH JaHHBIX, YTO OCOOEHHO BaXKHO ISl KPYMHBIX KOMIIAHUHA C OOIIMPHOM
CeTeBOM MHPPACTPYKTYPOH.

3akiioueHue

B coBpeMeHHOM MHpe KUOEpYyrpo3bl CTAHOBSATCS BCe 00Jiee CIIOKHBIMH M Pa3HOOOPA3HBIMU,
TpeOys OT CHENMATUCTOB MO OE30MacHOCTH HCIOJb30BAaHUS HOBEHIIMX TEXHOJIOTUH s
3¢ (HeKTHBHONW 3alIWTHl JAaHHBIX M CHUCTEM. VICKYCCTBEHHBIM WHTEIUICKT B 3TOH 00JIacTH
MpeICTaBIseT CO00M MOIIHBIA MHCTPYMEHT, KOTOPBIN 00Ja/1aeT YHHUKAIbHBIMU BO3MOKHOCTSIMU
JUIE aBTOMAaTUYEeCKOTO OOHApyKeHHs yrpo3, aHanu3a OoibmMX 00BEMOB MaHHBIX M OBICTPOTO
pearupoBaHMsi Ha WHIUACHTHL. Ero cmocoOHOCTh paboTaTh B pPEKUME PEANTbHOTO BPEMEHH,
BBISIBJIATH MATTEPHBI M aHOMAJIMH, a TAK)KE aJalTUPOBATHCS K HOBBIM THUIIaM aTaK OTKPHIBAE€T HOBBIC
TOPU30HTHI B KHOEp3aIuTe.

Tem He MeHee, HeCMOTPs Ha 3HA4YMTENIbHbIE JOCTHKEHUs, I He nuiien orpanndenuii. Xors
OH MOXET 00pabaThIBaTh OTPOMHBIC 00BEMbI HH(POpMaIuu ObicTpee U 3G (HEKTUBHEE, YEM YCIIOBEK,
€My HE XBaTaeT CMOCOOHOCTH MHTEPIPETUPOBATH JaHHBIE B KOHTEKCTE, YUMTHIBATH ITHUECCKUE
aCTeKThl ¥ MPUHUMATh HECTaHAApPTHBIC perieHus. YernoBeueckuid (GakTop MO-MPEeKHEMY UTPAET
KJIIOUEBYIO DPOJb B YIPABIEHUU CHUCTEMaMH O€30MaCHOCTH, OCOOEHHO B CHUTyalUsX, KOrja
TpeOyeTcst TTyOOKWH aHanu3, UHTYUIUS U TBOPUECKUH MOAXxoA. UemoBeK Takke BBIMOIHSET
BakHbIE (YHKIIMH 110 KOHTPOJI0 U HacTpoiike MU -cucrem, mpenoTBpaiias J0KHbIE CpadaThIBaHUS
Y MUHUMH3UPYS PUCKH OT UX HEMPABHILHOU PabOTHI.

Takum o6pazom, MU u yenoBek AOMKHBI AOTIOIHATH IPYT APYTra, CO3/1aBasi MOITHYIO CUMOUO03,
KOTOPBIM 00ECTIEUUT HAWIYUIIYIO 3alIUTy OT KuOepyrpo3. ToNbko codeTaHne TEXHOIOTHUECKUX
Bo3MokHOcTel M 1 denoBedeckoil MHTYHIINH, OTMBITA U OTBETCTBEHHOCTH CMOXET 00€CIeUnTh
BBICOKOA((DEKTUBHYIO M HAJIEKHYIO CHUCTEMY KHOEpOE30MacHOCTH B OBICTPO pPa3BUBAIOLIEMCS
u(ppoOBOM MUpE.
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