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Abstract: The Internet of things (IoT) presents unique challenges for the deployment of machine
learning (ML) models, particularly due to constraints on computational resources, the necessity for
decentralized processing, and concerns regarding security and privacy in interconnected environ-
ments such as the Internet of cloud. In this paper, a novel decentralized ML framework is proposed
for IoT environments characterized by wireless communication, dynamic data streams, and integra-
tion with cloud services. The framework integrates incremental learning algorithms with a robust
decentralized model exchange protocol, ensuring that data privacy is preserved, while enabling
IoT devices to participate in collaborative learning from distributed data across cloud networks.
By incorporating a gossip-based communication protocol, the framework ensures energy-efficient,
scalable, and secure model exchange, fostering effective knowledge sharing among devices, while
addressing the potential security threats inherent in cloud-based IoT ecosystems. The framework’s
performance was evaluated through simulations, demonstrating its ability to handle the complexities
of real-time data processing in resource-constrained IoT environments, while also mitigating security
and privacy risks within the Internet of cloud.

Keywords: Internet of things; security Internet; privacy; decentralized machine learning

1. Introduction

The Internet of things (IoT) has led to a growth in the volume and diversity of data
generated across various sectors, including smart cities [1,2], industrial automation [3,4],
environmental monitoring [5,6], and healthcare [7–9]. However, deploying machine learn-
ing (ML) models within IoT environments presents significant challenges, primarily due
to the inherent resource constraints, limited computational power, and the necessity for
decentralized processing [10,11]. Traditional ML algorithms, which require substantial
memory, processing capabilities, and energy resources, are ill-suited for the low-power and
resource-constrained devices typical of IoT networks [12,13]. Additionally, the dynamic and
heterogeneous nature of data streams in IoT environments complicates real-time training
and updating of ML models [14].

Existing approaches to ML in IoT environments have attempted to address these prob-
lems, but there are many challenges [15,16]. Centralized learning frameworks, such as those
discussed in [17], are plagued by excessive communication overheads and synchronization
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issues, particularly in large-scale IoT deployments. Moreover, centralized methods raise
significant concerns regarding data privacy and security, as they necessitate the sharing of
raw data between devices [18].

In contrast, integrating ML algorithms directly into wireless communication sys-
tems [19,20] offers some benefits but is typically constrained by the limited computational
resources and the complexity of the models that can be deployed. Such approaches may
also fail to fully leverage the potential of distributed learning across heterogeneous data
sources, leading to suboptimal performance [21].

An alternative decentralized approach, known as gossip learning [22–24], has been
proposed as a solution to these issues. In this method, each node in the network maintains
a local model, which is periodically shared and combined with models from peer nodes to
form an updated local model. While gossip learning offers the advantage of decentralization
and efficient information sharing, it introduces challenges such as increased communication
overheads and energy consumption, due to frequent model exchanges. Furthermore,
the simple averaging of model parameters may overlook the quality and relevance of local
data, potentially degrading the overall model performance.

To address these limitations, a decentralized and collaborative ML framework [25] is
proposed that leverages the strengths of gossip protocols. The framework is designed to
minimize communication overheads and ensure efficient model synchronization, thereby
promoting collaborative learning and knowledge sharing among IoT devices. By inte-
grating incremental learning algorithms with a model exchange protocol, the framework
enables IoT devices to engage in continuous learning from distributed data streams, while
maintaining data privacy and security. Additionally, the use of a gossip-based communica-
tion protocol enhances the energy efficiency and scalability of model exchanges, making
the framework suitable for deployment in diverse IoT environments.

This paper presents an experimental evaluation of the proposed framework in a
simulated IoT environment. The framework handles dynamic data streams and resource-
constrained devices, and its performance is compared to traditional centralized incremental
learning approaches. The findings reveal that the proposed framework offers improvements
in some metrics such as F-score, convergence time, storage complexity, and communica-
tion complexity.

Thus, the contributions of this paper are summarized as follows:

1. Decentralized Adaptive Nearest Neighbor Learning (DANL): This algorithm is specif-
ically designed for resource-constrained IoT devices. Unlike traditional algorithms
that rely heavily on centralized data processing, DANL employs incremental learning
techniques that allow for adaptive model updates directly on the devices. This mini-
mizes data transmission and enhances privacy by ensuring that sensitive information
remains on-device, addressing a critical gap in existing solutions.

2. Collaborative Model Exchange Protocol (CMEP): While there are existing protocols
for model synchronization, the CMEP is uniquely focused on maintaining a balance
between efficiency and communication overheads in a decentralized environment.
By utilizing lightweight communication methods, CMEP distinguishes itself by opti-
mizing resource usage without compromising the integrity of the exchanged models.

3. Gossip-Based Communication Protocol (GBCP): Although similar protocols exist,
the GBCP introduces a novel approach to energy-efficient model exchange tailored
specifically for IoT networks. It supports scalable collaborative learning, enabling
efficient knowledge dissemination among devices, while considering their limited
energy resources, a feature often overlooked in other models.

4. Security and Privacy Measures: The proposed framework integrates security measures
that not only protect data integrity, but also ensure confidentiality during interactions
within the Internet of cloud. This dual focus on security and privacy is a signif-
icant advancement over traditional methods, which often address these concerns
in isolation.
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The remainder of this paper is organized as follows: Section 2 reviews related works.
Section 3 details the methodologies used in the proposed framework. Section 4 presents
the results of the experimental evaluation. Finally, Section 5 concludes the paper.

2. Related Works

The main works on collaborative machine learning frameworks for IoT environments
are summarized in Table 1, highlighting their approaches, advantages, and disadvantages.

Table 1. Summary of related work.

Reference Approach Advantages Disadvantages

Lee et al.
(2020) [26]

Collaborative
model exchange
using
reinforcement
learning

Optimizes model
exchange by considering
resource constraints such
as battery life and
processing power

Limited to specific ML
models and requires
significant computational
resources

Hegedüs et al.
(2019) [22]

Gossip learning
(fully
decentralized
approach)

Facilitates
decentralization and
efficient information
sharing

High communication
overheads and energy
consumption, simplistic
parameter averaging may
lead to suboptimal global
model performance

Rangu et al.
(2023) [27]

Hybrid
framework
combining
centralized and
decentralized
approaches

Balances communication
efficiency with model
accuracy

Scalability and security
challenges, complexity of
implementation

Hou et al.
(2023) [28]

Edge-assisted
collaborative
learning

Reduces burden on IoT
devices, faster model
convergence and data
processing

Heavily dependent on edge
infrastructure availability,
security of data transmission
between edge and cloud

Wang et al.
(2023) [29]

Privacy-
preserving
collaborative
learning using
SMC and DP

Enhanced data security
and privacy during
model training

Additional computational
overheads and complexity in
resource-constrained IoT
environments

Darabkh et al.
(2023) [30]

Adaptive
communication
protocols for
dynamic IoT
networks

Optimizes data
transmission efficiency,
reduces energy
consumption

Effectiveness in highly
dynamic and heterogeneous
networks remains unclear,
security concerns in
cloud-integrated
environments

Patsias et al.
(2023) [31]

Edge-centric
optimization
techniques for
task allocation

Improves task allocation
and resource
management, enhances
system performance

Sophisticated resource
management required,
security concerns regarding
edge–cloud interaction

The field of collaborative machine learning frameworks tailored for IoT environments
has been explored in recent years [32]. The rapid evolution of IoT networks, characterized
by resource constraints, dynamic topologies, and heterogeneous data streams, has driven
extensive research into decentralized and collaborative ML approaches. This section
reviews key studies in this domain, highlighting their contributions and identifying existing
limitations, particularly in the context of security and privacy concerns within cloud-
connected environments.
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Decentralized learning frameworks [33,34], particularly those utilizing federated
learning (FL) techniques, have been a focal point of research [35]. FL enables model training
across distributed devices, without centralizing raw data [36], addressing privacy concerns
inherent in cloud-connected IoT systems. However, FL often struggles with inefficient
model synchronization in IoT settings [37], leading to increased communication overheads,
especially in highly dynamic environments [38]. The asynchronous nature of many IoT
systems further complicates synchronization, as devices may unpredictably join or leave
the network, causing delays and inconsistencies in global model updates [39,40].

Lee et al. [26] proposed a collaborative model exchange protocol based on reinforce-
ment learning, optimizing the model exchange process by considering the resource con-
straints of IoT devices, such as battery life and processing power. Despite its merits, this
framework is limited to specific ML models and requires significant computational re-
sources, which may not be feasible for all IoT deployments. Moreover, security and privacy
concerns in cloud-connected environments remain partially addressed, as data exchanges
between IoT devices and cloud services are potential points of vulnerability.

Gossip protocols have emerged as a promising alternative within IoT environments.
The method proposed by Hegedüs et al. [22], known as gossip learning, offers a fully de-
centralized alternative to federated learning. In this approach, nodes maintain local models
with timestamps, periodically sharing them with peers. While gossip learning facilitates
decentralization and efficient information sharing, it requires frequent communication,
potentially increasing overheads and energy consumption in IoT devices. Additionally,
the simplistic parameter averaging approach may neglect the quality and relevance of
local data, leading to suboptimal global model performance. The security implications
of frequent model exchanges, especially in cloud-integrated IoT systems, are significant,
as they may expose sensitive data to interception or unauthorized access.

Addressing the trade-offs between centralized and decentralized learning, in [27],
a hybrid framework was proposed that combines the advantages of both approaches. Their
framework centralizes certain aspects of model training, such as initial model aggregation,
while decentralizing others, such as local model updates. This balance between communi-
cation efficiency and model accuracy shows promise, yet the scalability and applicability of
this hybrid framework across diverse IoT environments remain areas for further research.
Moreover, hybrid approaches often complicate the implementation of robust security and
privacy measures, particularly when interacting with cloud services [41].

The rise of edge computing has further catalyzed the development of innovative
collaborative learning frameworks [42,43]. In [28], an edge-assisted collaborative learning
framework was introduced, which offloads computationally intensive tasks to edge servers,
reducing the burden on IoT devices. By leveraging the proximity of edge servers to IoT de-
vices, the framework enhances model convergence rates and enables faster data processing
and model updates. However, the success of this approach is heavily dependent on the
availability and optimization of edge infrastructure, which can vary significantly across
different deployment scenarios, necessitating careful consideration during implementation.
In cloud-connected environments, the security of data transmitted between edge devices
and the cloud is paramount, as these interactions are vulnerable to a range of attacks.

Privacy-preserving techniques have also garnered significant attention, recognizing
the critical importance of data security in IoT networks, particularly within the Internet of
cloud [18,44]. Wang et al. [29] explored privacy-preserving collaborative learning methods
that utilize secure multiparty computation (SMC) and differential privacy (DP) to protect
sensitive data during model training. While these techniques offer enhanced security,
they often introduce additional computational overheads and complexity, which is chal-
lenging to manage in resource-constrained IoT environments. The integration of these
methods within cloud-connected systems remains a complex but necessary consideration
to safeguard against data breaches and unauthorized access.

Other studies have focused on adaptive communication protocols, such as those
discussed by Darabkh et al. [30], which dynamically adjust communication strategies based
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on network conditions. These protocols aim to optimize data transmission efficiency, while
minimizing energy consumption. However, their effectiveness in highly dynamic and
heterogeneous IoT networks remains an open question, particularly in scenarios where
network topology and data patterns change rapidly. In cloud-integrated IoT environments,
these protocols must also address the security of communications, ensuring that data
remain protected during transmission.

Edge-centric optimization techniques, as investigated in [31], offer another promising
avenue for enhancing collaborative learning in IoT environments. These techniques focus
on optimizing task allocation and resource management at the edge, ensuring that IoT
devices can efficiently process and transmit data. While these methods show potential
for improving system performance, they also require sophisticated resource management
strategies that may not be easily implemented in all IoT contexts. Additionally, the security
of task allocation and data transmission between edge and cloud services is a critical
concern, as these interactions are potential points of vulnerability.

While existing works on collaborative machine learning for IoT environments have
made significant strides in addressing the challenges of deploying ML models in resource-
constrained and decentralized environments, several limitations persist. Centralized ap-
proaches, despite their robustness, may compromise data privacy and scalability [45,46].
Conversely, decentralized approaches often struggle with synchronization issues and
communication overheads. Edge computing paradigms provide real-time inference capa-
bilities but face limitations in computational resources and model complexity [47]. Hybrid
approaches [48], though promising, may introduce additional complexity in model aggre-
gation and synchronization, complicating their deployment in diverse IoT environments.
Moreover, security and privacy concerns, particularly in cloud-connected IoT systems,
remain critical challenges that require ongoing attention.

In response to these challenges, this work proposes a decentralized and collabora-
tive ML framework. By leveraging gossip protocols and decentralized communication,
the framework minimizes communication overheads and ensures efficient model synchro-
nization, while facilitating collaborative learning and knowledge sharing among IoT devices.
This approach also incorporates incremental learning techniques and performance-based
model exchange strategies, collectively enhancing the adaptability and efficiency of IoT
networks in processing dynamic data streams. Furthermore, the framework addresses
security and privacy concerns within the Internet of cloud, implementing robust measures
to protect data integrity and confidentiality during interactions between IoT devices and
cloud services.

3. Methodology

This section presents the proposed framework, focusing on the DANL algorithm,
the CMEP, the GBCP, the PAM, and a discussion of the experimental evaluations. The frame-
work is designed to address the challenges of ML in resource-constrained IoT environments,
with an emphasis on security and privacy.

Figure 1 provides a detailed overview of the methodology and its internal components.
The framework consists of four key stages, each responsible for different aspects of the
machine learning process in IoT environments. The internal workings of each stage are
described, including the tools used and their specific characteristics. The first stage, the
decentralized learning algorithm, involves local data processing on IoT devices, minimiz-
ing data transmission to preserve privacy. Tools like TensorFlow and PyTorch are used
for incremental learning, allowing the system to adapt to resource constraints and process
data locally. In the second stage, the collaborative model exchange protocol (CMEP),
models trained on individual devices are securely synchronized across the network using
MQTT and CoAP protocols. This stage focuses on maintaining data integrity during model
exchange, while minimizing communication overheads. The third stage, the gossip-based
communication protocol (GBCP), involves the dissemination of model updates across
the network. Secure communication protocols, such as GossipSub, ensure that models
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are exchanged efficiently and without unauthorized access. Finally, the prediction and
adaptation mechanisms (PAM) stage handles real-time predictions and system adaptations
based on incoming data. Tools like Scikit-learn and Keras are used to perform real-time
analysis, with security measures ensuring that predictions are made while maintaining
data confidentiality.

Decentralized Learn-
ing Algorithm
Tools: Tensor-
Flow, PyTorch

Local Data Processing

Incremental Learning

Collaborative Model
Exchange Protocol (CMEP)

Tools: MQTT, CoAP

Secure Model
Synchronization

Low Communi-
cation Overhead

Gossip-Based Communi-
cation Protocol (GBCP)

Tools: GossipSub, GOSSiP

Energy Efficient

Scalable Model
Exchange

Prediction and Adaptation
Mechanisms (PAM)

Tools: Scikit-learn, Keras

Real-Time Predictions

Adaptive Behavior

Figure 1. Detailed overview of the methodology and internal components.

The experiments were conducted in a simulated IoT environment that mimicked
real-world resource-constrained scenarios. Specifically, a Raspberry Pi setup was used
to represent IoT devices equipped with limited processing power and memory, which
reflected the conditions outlined in our methodology section. Evaluations were performed
using two datasets: one was a publicly available IoT sensor dataset, and the other was
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synthetic data generated to mirror typical usage patterns in smart environments. This
combination allowed us to comprehensively test the performance of the DANL algorithm,
CMEP, GBCP, and PAM under realistic constraints. Additionally, the network settings
were configured to simulate varying degrees of connectivity and latency, allowing us to
evaluate the robustness of the framework under different conditions. This detailed context
should enhance the understanding of our methodology and its applicability to real-world
applications in resource-constrained IoT environments.

3.1. Decentralized Learning Algorithm

The DANL algorithm forms the foundation of the proposed framework, specifically
tailored to address the constraints inherent to IoT devices, such as their limited compu-
tational power, memory, and communication bandwidth. The algorithm is designed to
operate in a fully decentralized manner, ensuring that sensitive data remain local to the
device, thereby significantly reducing the risk of data breaches and enhancing privacy.

Considering an IoT device i, which receives a continuous stream of local data
Di = {x1, x2, . . . , xn}, where each data point xj represents a high-dimensional observation,
the objective of the DANL algorithm is to maintain and incrementally update a set of
prototype vectors Pi = {p1, p2, . . . , pm}, which effectively summarize the local data distri-
bution. These prototypes serve as centroids or representative points within the data space,
capturing the essential features of the data observed by the device.

For each incoming data point xj, the algorithm identifies the nearest prototype pk ∈ Pi
according to a predefined distance metric d(pk, xj), such as the Euclidean distance [49]:

d(pk, xj) =

√√√√ d

∑
l=1

(pkl − xjl)2 (1)

where pkl and xjl denote the l-th component of the prototype vector pk and the data point
xj, respectively, and d represents the dimensionality of the data.

Once the nearest prototype pk is identified, the algorithm updates this prototype to
represent the new data point xj. The update is governed by an adaptation function f (pk, xj),
which modifies the prototype vector according to the following rule:

p(t+1)
k = p(t)k + η ·

(
xj − p(t)k

)
· exp

(
−

d(pk, xj)

σ

)
(2)

Here, p(t)k is the prototype vector at iteration t, η is the learning rate, and σ is a
scaling factor that modulates the sensitivity of the update based on the distance between

the prototype and the data point. The exponential term exp
(
− d(pk ,xj)

σ

)
ensures that the

magnitude of the update decreases as the distance d(pk, xj) increases, thereby preserving
the stability of the model.

The inclusion of a distance-sensitive scaling factor σ serves a dual purpose: it allows
the algorithm to adapt more rapidly to significant changes in the data distribution (when
xj is close to pk), while preventing excessive updates when the data point is far from the
prototype, thus maintaining the robustness of the learning process.

The DANL algorithm is well-suited to IoT environments where devices must au-
tonomously adapt to local data streams with minimal external communication. By pro-
cessing data locally and limiting the need for prototype exchange with other devices,
the algorithm ensures that privacy is preserved, and data transmission overheads are
minimized. Additionally, the memory-efficient update mechanism allows IoT devices with
limited computational resources to continuously learn and adapt to new data, without
requiring extensive retraining or large-scale data storage.
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3.2. Collaborative Model Exchange Protocol (CMEP)

The CMEP ensures security and synchronization across distributed IoT devices. In the
context of this framework, the primary objective of the CMEP is to facilitate the exchange of
locally trained models M(t)

i across devices, while maintaining the confidentiality, integrity,
and authenticity of the data being shared.

Consider the local model on device i at time t, denoted by M(t)
i . The goal is to securely

merge this model with the model from a peer device j, denoted by M(t)
j , to enhance the

collective learning process. To achieve this, the CMEP integrates advanced cryptographic
techniques, such as homomorphic encryption, to ensure that the model exchange is secure
and does not expose sensitive information to potential adversaries.

The model exchange process between two devices i and j can be represented as follows:

M(t+1)
i = Merge

(
M(t)

i , Decrypt
(

Encrypt(M(t)
j , Kj), Ki

))
(3)

Here, Ki and Kj are the encryption keys corresponding to devices i and j, respectively.

The function Encrypt(M(t)
j , Kj) applies a cryptographic encryption algorithm to the model

M(t)
j using the key Kj, ensuring that the model is securely transmitted. Upon receiving

the encrypted model, device i decrypts it using its own key Ki through the function
Decrypt(·, Ki), which returns the original model M(t)

j in a secure manner.
The merge function Merge(·) plays a critical role in combining the models from devices

i and j. This function is typically defined as a weighted aggregation:

Merge(M(t)
i , M(t)

j ) = α · M(t)
i + β · M(t)

j (4)

where α and β are weighting factors that determine the contribution of each model to the
final merged model M(t+1)

i . These factors can be dynamically adjusted based on the relative
performance or importance of each model. For instance, a device with a more accurate
or up-to-date model might be given a higher weight β, ensuring that the collective model
leans towards the most reliable data.

The CMEP operates in two distinct modes, each designed to optimize the balance
between security, communication efficiency, and learning diversity:

• Random Sharing Protocol [50]: In this mode, each device i selects a random subset
of peers Pi from its neighboring devices and securely shares its encrypted model
Encrypt(M(t)

i , Ki) with them. This random selection mechanism promotes diversity
in the learning process by exposing each device to a wide range of models, thereby
enhancing the robustness of the collective learning outcome. The use of encryption en-
sures that communication remains secure, even if the transmitted data are intercepted.

• Performance-Based Sharing Protocol: This mode introduces an additional layer
of intelligence by allowing devices to evaluate their model’s performance using a
predefined metric P(M(t)

i ), such as accuracy or F-score. Devices then selectively share

their models with peers exhibiting lower performance metrics P(M(t)
j ) < P(M(t)

i ).
The rationale behind this approach is to propagate beneficial updates more effectively,
as devices with superior models are more likely to contribute positively to the overall
learning process. The selection and sharing processes are still governed by secure
encryption and decryption protocols, ensuring that only authorized devices can access
the shared models.

The incorporation of cryptographic techniques within the CMEP not only preserves
the confidentiality of the exchanged models but also provides integrity checks, preventing
unauthorized modifications to the data. Additionally, the performance-based sharing
protocol encourages a more targeted and efficient model propagation strategy, which
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reduces unnecessary communication overheads and enhances the overall effectiveness of
the learning framework.

By seamlessly integrating these components, the CMEP ensures that IoT devices can
collaboratively and securely build more accurate models, all while safeguarding against
potential security threats that are pervasive in distributed and cloud-based environments.

3.3. Gossip-Based Communication Protocol (GBCP)

The GBCP is a component of the proposed framework, designed to facilitate scalable,
energy-efficient, and secure communication among IoT devices. The GBCP models the
IoT communication network as a dynamic, time-varying graph G(t) = (V, E(t)), where V
represents the set of devices (nodes) and E(t) represents the set of active communication links
(edges) at time t. This dynamic graph structure reflects the changing network topology due to
factors like device mobility, varying communication ranges, and intermittent connectivity.

The core idea of the GBCP is to enable each device to probabilistically select communi-
cation partners based on a combination of factors, including proximity, communication cost,
and security considerations. Let pij(t) denote the probability that device i selects device j as
a communication partner at time t. This probability is defined using a softmax-like function:

pij(t) =
exp

(
−dij(t)/λ

)
∑k∈V exp(−dik(t)/λ)

(5)

Here, dij(t) represents the communication cost between devices i and j at time t, which
could be a function of factors like physical distance, signal strength, or estimated energy
consumption for data transmission. The parameter λ serves as a temperature parameter
that controls the balance between exploration and exploitation in partner selection. A lower
value of λ emphasizes exploitation, favoring communication with closer or less costly peers,
while a higher λ promotes exploration, allowing connections with a wider range of peers.

The GBCP’s probabilistic partner selection is critical for achieving a balance between
energy efficiency and communication overheads. By dynamically adjusting pij(t) based on
network conditions, the GBCP ensures that devices focus their communication efforts on
the most suitable peers, while maintaining a level of randomness that prevents network
partitions and enhances robustness against node failures.

Upon receiving models M(t)
j from its selected peers j ∈ Pi(t), device i updates its

local model M(t+1)
i using a secure weighted aggregation approach. The updated model is

computed as follows:
M(t+1)

i = ∑
j∈Pi(t)

αj M
(t)
j (6)

In this equation, Pi(t) denotes the set of peers from which device i receives model
updates at time t, and αj represents the weight assigned to the model received from device
j. The weights αj are computed based on the relevance and reliability of the models:

αj =
Wj

∑k∈Pi(t) Wk
(7)

Here, Wj is a weight assigned to the model from device j, which may depend on

various factors such as the recent performance of M(t)
j , the relevance of the data used to train

M(t)
j , or the trust level associated with device j. The use of a weighted aggregation ensures

that the most reliable and relevant models have a greater influence on the updated model
M(t+1)

i , thereby enhancing the overall accuracy and robustness of the learning process.
Security is a key concern in the GBCP, especially given the decentralized and dynamic

nature of IoT networks. To address this, the GBCP incorporates encryption mechanisms to
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secure the communication links. Each model M(t)
j transmitted from device j to device i is

encrypted using a symmetric encryption scheme:

Encrypt(M(t)
j , Kij) = Cij(t) (8)

where Kij is the encryption key shared between devices i and j, and Cij(t) is the encrypted
ciphertext. Upon receiving the ciphertext, device i decrypts it using the corresponding
decryption function:

M(t)
j = Decrypt(Cij(t), Kij) (9)

This ensures that even if communication links are compromised, the models remain
protected, and only authorized devices can access the transmitted data.

The integration of probabilistic partner selection, weighted aggregation, and encryp-
tion in the GBCP provides a robust framework for secure and efficient model exchange
in IoT networks. By balancing communication efficiency with security considerations,
the GBCP enables IoT devices to collaboratively learn and adapt in a manner that is both
scalable and resilient to the inherent challenges of distributed, cloud-based environments.

3.4. Prediction and Adaptation Mechanisms (PAM)

The PAMs enable IoT devices to make real-time predictions and dynamically adapt
their behavior based on the evolving environmental conditions and data streams. Each IoT
device i maintains a local predictive model M(t)

i , which is continuously updated as new

sensor data S(t)
i are collected. This model forms the basis for making short-term predictions

about future states, thereby allowing the device to preemptively adjust its operations to
optimize performance and security.

Given the current state S(t)
i , the predictive model M(t)

i is used to compute the predicted

future state Ŝ(t+1)
i as follows:

Ŝ(t+1)
i = M(t)

i (S(t)
i ) (10)

Here, Ŝ(t+1)
i represents the estimated state of the environment or network at the next

time step. The model M(t)
i could be a complex machine learning algorithm, such as a neural

network, that captures the relationships between the current state S(t)
i and the anticipated

future state. The accuracy of this prediction is critical for the subsequent adaptation process.
Once the predicted state Ŝ(t+1)

i has been computed, the device must determine the

appropriate adaptation B(t+1)
i , to mitigate any potential risks or optimize performance. This

adaptation is based on a comparison of Ŝ(t+1)
i with either predefined thresholds, historical

data, or other contextual information. The goal is to minimize the impact of any predicted
adverse conditions.

The adaptation process can be formalized as an optimization problem, where the
device seeks to minimize a loss function L that quantifies the deviation between the pre-
dicted state Ŝ(t+1)

i , the actual state S(t+1)
i (once it is observed), and the selected adaptation

strategy B:
B(t+1)

i = argminB L
(

Ŝ(t+1)
i , S(t+1)

i , B
)

(11)

In this equation, the loss function L can take various forms depending on the specific
application. For instance, it could represent the difference in energy consumption, commu-
nication latency, or security risk between the predicted and actual states. The adaptation
strategy B could involve actions such as adjusting the transmission power, altering data
encryption levels, or re-routing communication paths to ensure security and efficiency.

The complexity of this optimization problem depends on the nature of the loss function
L and the space of possible adaptations B. In many cases, the optimization might involve
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solving a constrained problem where certain adaptations are not feasible, due to resource
limitations or security policies.

Additionally, to enhance the robustness of the adaptation process, PAMs can incorpo-
rate probabilistic models that account for the uncertainty in predictions. This is particularly
important in dynamic IoT environments where conditions can change rapidly and unpre-
dictably. One approach is to model the predicted state Ŝ(t+1)

i as a probability distribution
rather than a single point estimate:

Ŝ(t+1)
i ∼ N (µ

(t+1)
i , Σ(t+1)

i ) (12)

where µ
(t+1)
i is the mean predicted state, and Σ(t+1)

i is the covariance matrix representing

the prediction uncertainty. The adaptation strategy B(t+1)
i would then be selected to

minimize the expected loss over this distribution:

B(t+1)
i = argminB EŜ(t+1)

i

[
L
(

Ŝ(t+1)
i , S(t+1)

i , B
)]

(13)

This probabilistic approach allows the device to make more informed and resilient
adaptation decisions, taking into account the inherent uncertainty in predictions.

3.5. Experimental Evaluation

To assess the performance and security of the proposed framework, experiments
were conducted in a simulated IoT environment. The environment consisted of T devices,
with 14 generating correlated data streams. The remaining devices were deployed using
realistic mobility patterns modeled via a random walk with drift, where the drift parameter
µ simulates general movement trends, and the variance σ2 reflects random deviations.

The primary learning task involved anomaly detection within the data streams, us-
ing an incremental nearest neighbor model for each device. The merging function in
Equation (4) is based on secure weighted aggregation, where more recent models are given
higher weights ωj to reflect their relevance:

ωj =
1

1 + exp
(
−γ · (P(M(t)

j )−Pavg)
) (14)

Here, γ is a tuning parameter controlling sensitivity to performance differences,
and Pavg is the average model performance across peers. Signal strength variations were
modeled as time-dependent stochastic processes, with a packet loss probability set to 10%,
representing challenging network conditions.

3.6. Performance Metrics

The following metrics were evaluated to provide a comprehensive assessment of the
framework’s efficiency, security, and effectiveness compared to existing methods:

• F-score: Measuring the balance between precision and recall in the consensus model,
defined as

F1 = 2 · Precision · Recall
Precision + Recall

(15)

• Convergence Time: The time Tc required to reach 85% of the best F-score:

Tc = min{t : F1(t) ≥ 0.85 · Fmax
1 } (16)

• Storage Complexity: The memory Si required to store prototype dictionaries at
each node:

Si =
m

∑
j=1

size(pj) (17)
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• Communication Complexity: The number of messages Mc exchanged during the
learning process:

Mc =
T

∑
t=1

N

∑
i=1

count(M(t)
i ) (18)

• Security and Privacy: Assessing the framework’s resilience against data breaches
Rsecurity and ensuring data integrity during model exchanges:

Rsecurity = P(data breach) and Idata = 1 − error rate (19)

4. Results

This section presents a comprehensive evaluation of the proposed decentralized ML
framework, comparing it with federated learning and gossip-based approaches. The as-
sessment focuses on five key metrics: F-score, convergence time, storage complexity,
communication complexity, and security and privacy. Additional analyses on encryption
overheads, scalability, energy consumption, security in adversarial scenarios, and latency
are also included.

For the comparative analysis, the communication frequency was configured to every
five epochs and a learning rate of 0.01 was set. The model’s accuracy after 100 training
rounds reached approximately 82%, with a communication overhead of around 2.5 KB
per update. Additionally, we evaluated the gossip-based approach, where devices shared
their local models with a randomly selected subset of peers in each iteration. We set the
parameter for peer selection to three peers per iteration, resulting in a convergence speed
of approximately 60 iterations for 80% model accuracy. The overall communication cost
was estimated at 3.2 KB per device update. This decentralized method allows for quick
adaptation to network changes but may lead to higher overheads in environments with
many devices. Both of these approaches were tested under identical network conditions, to
ensure a fair comparison against our proposed framework. Their configurations were care-
fully controlled to provide a baseline for evaluating the effectiveness of our methodology
in smart environments, focusing on communication efficiency and model performance.

4.1. Performance Metrics

Figure 2 presents a comparison of the three frameworks across the key performance
metrics. Starting with the F-score, which measures the harmony between precision and
recall, the proposed framework consistently achieved superior values. This indicates
that the decentralized learning algorithm effectively generated consensus models with
enhanced predictive performance. Specifically, the framework outperformed federated
learning by approximately 9.1% and gossip-based approaches by approximately 16.7%.
The improvements are attributed to the use of the DANL algorithm, which ensures that
local models are incrementally updated, while preserving privacy and security.

4.2. Convergence Time

Convergence time was another metric used, reflecting how quickly the framework
reached a stable and accurate model. As shown in Figure 2, the proposed framework
achieved the fastest convergence, reaching 85% of the peak F-score approximately 25% faster
than federated learning and 32% faster than gossip-based Learning. This improvement was
due to the DANL algorithm, which allowed for rapid model updates by focusing on the
most relevant data points, while maintaining privacy through local processing.

The reduction in convergence time was also a result of the optimized communication
protocols, such as the GBCP, which ensured that the model exchanges were both targeted
and efficient. To further illustrate the convergence behavior, a boxplot is provided in
Table 2, showing the distribution of convergence times across all devices. The lower
interquartile range (IQR) for the proposed framework indicates a quicker convergence
across the network.
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Figure 2. Performance Metrics of the Proposed Framework, Federated Learning, and Gossip-Based
approaches: (a) F-score, (b) Convergence Time, (c) Storage Complexity, and (d) Communication
Complexity.

Table 2. Convergence time(s) across the three frameworks.

Framework Lower Whisker Median Upper Whisker

Proposed Framework 4 7 10
Federated Learning 7 10 14
Gossip-Based 9 13 17

4.3. Storage Complexity

Storage complexity is particularly significant in IoT environments, where devices
often have limited memory resources. As depicted in Figure 2c, the proposed framework
required less memory to store prototype dictionaries compared to the other approaches,
with reductions of approximately 9.1% compared to federated learning and 15.8% compared
to gossip-based Learning. This efficiency is critical for scalability, especially in large-scale
IoT networks, and is achieved through the use of DANL, which incrementally updates
prototype vectors, without requiring extensive memory usage.

The storage efficiency is further analyzed using a cumulative distribution function
(CDF) plot in Figure 3. This plot highlights the probability distribution of storage usage
across the network, showing that a higher percentage of devices in the proposed framework
operated within lower memory thresholds.
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Figure 3. CDF of storage complexity across devices for the three frameworks.

4.4. Communication Complexity

Communication complexity is a critical factor in IoT networks, directly impacting
energy consumption and latency. Figure 2d demonstrates that the proposed framework
achieved the lowest communication complexity, requiring approximately 3.8% less commu-
nication than federated learning and 7.1% less than gossip-based learning. This efficiency
is due to the optimized communication protocols, particularly the GBCP, which minimizes
unnecessary data exchange by prioritizing secure, relevant model updates.

To further explore the distribution of communication overheads, Figure 4 presents a bar
chart that breaks down the average number of messages exchanged per device. The results
show that the proposed framework not only reduced the overall communication load but
also distributed the communication load more evenly across the network. This balanced
distribution helps prevent bottlenecks, ensuring that all devices contribute to and benefit
from the collective learning process.
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Figure 4. Average number of messages exchanged per device across the three frameworks.

4.5. Impact of Encryption Overheads on Performance

Given the framework’s emphasis on security and privacy, it was essential to evaluate
the impact of encryption overheads on overall performance. Figure 5 shows the trade-off
between encryption strength (measured in bits) and key performance metrics such as
F-score and communication complexity. As expected, higher encryption levels introduced
additional computational overheads; however, the proposed framework maintained a high
F-score, with a manageable increase in communication complexity, demonstrating that
security enhancements do not significantly degrade performance.
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Figure 5. Impact of encryption overheads on F-score and communication complexity.

4.6. Scalability Analysis

To assess the scalability, the framework was tested across varying network sizes,
from 50 to 500 devices. Figure 6 illustrates the performance of the proposed framework
in comparison to federated and gossip-based approaches as the number of devices was
increased. The proposed framework demonstrated consistent scalability, maintaining low
communication complexity and high F-scores, even as the network size increased. This
confirmed the framework’s suitability for large-scale IoT deployments.
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Figure 6. Scalability analysis: F-score performance across different network sizes.

4.7. Energy Consumption

Energy consumption is a critical factor in IoT environments. Figure 7 compares the
average energy usage per device across the three frameworks. The proposed framework
showed energy savings, with a reduction of approximately 12% compared to the federated
learning and 18% compared to gossip-based approaches. This reduction was primarily
due to the energy-efficient communication protocols and the localized processing enabled
by DANL.
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Figure 7. Average energy consumption per device across the three frameworks.
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4.8. Security and Privacy in Adversarial Scenarios

The proposed framework’s resilience to adversarial attacks was tested by simulating
various attack scenarios, such as data poisoning and model inversion attacks. Figure 8
shows the framework’s performance under these adversarial conditions. The use of secure
aggregation in GBCP and homomorphic encryption in CMEP ensured that the framework
maintained robust security, with only a minor decrease in F-score under attack scenarios.
This highlights the framework’s effectiveness in preserving data integrity and privacy, even
in hostile environments.
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Figure 8. Security robustness: F-score under adversarial scenarios.

4.9. Latency Analysis in Real-Time Applications

Figure 9 compares the latency across the three frameworks under varying data loads
and network conditions. The proposed framework demonstrated the lowest latency, mak-
ing it suitable for time-sensitive applications. This is attributed to the efficient commu-
nication protocols and the localized processing, which reduces the need for extensive
data exchanges.
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Figure 9. Latency analysis under varying data loads.

5. Conclusions

This paper proposed a decentralized and collaborative ML framework tailored for IoT
environments, with a particular emphasis on security and privacy within the Internet of
cloud. The DANL algorithm forms the cornerstone of the proposed framework, enabling
adaptive model updates on IoT devices through incremental learning techniques. By locally
updating prototype vectors based on incoming data streams, DANL ensures efficient model
adaptation, while preserving device resources and minimizing the need for data transmis-
sion, thereby enhancing privacy. The CMEP protocol utilizes homomorphic encryption
to secure model exchanges between IoT devices, ensuring that data remain confidential
and intact during transmission. This method allows for computations to be performed
on encrypted data, thereby preserving privacy without compromising the integrity of the
learning process. Additionally, the GBCP leverages stochastic processes and graph theory
to facilitate decentralized model exchanges, optimizing communication efficiency while
maintaining security. By integrating these robust cryptographic techniques and commu-
nication strategies, we strengthened the framework’s effectiveness in addressing security
and privacy challenges in IoT environments. By utilizing locally trained ML models and
environmental sensor data, these mechanisms improve the system’s adaptability and re-
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sponsiveness, ensuring efficient operation in highly dynamic IoT settings. The framework’s
emphasis on security and privacy, particularly through the use of secure aggregation
and cryptographic protocols, positions it as a robust solution for cloud-integrated IoT
environments where data protection is paramount. Despite the promising results, several
challenges were encountered during this research. One of the main difficulties was ensuring
security while maintaining low computational and communication overheads, particularly
in resource-constrained environments. The integration of cryptographic techniques, while
necessary for data protection, introduced additional complexity and processing delays.
Moreover, achieving a balance between model diversity and targeted updates in the CMEP
proved challenging, as it required careful tuning of parameters to optimize both perfor-
mance and resource usage. Future research will focus on addressing these challenges by
refining the framework’s protocols to enhance its scalability and efficiency in real-time,
large-scale IoT deployments. Future work will focus on exploring the applicability of the
proposed method in more diverse IoT scenarios, including those with varying degrees of
resource constraints and data heterogeneity, while also varying α in the DANL algorithm
to assess its impact on performance across different scenarios.
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