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ABSTRACT

Blockchain technology presents a promising solution for healthcare, addressing key challenges
like data breaches, patient control, and interoperability. This paper analyzes blockchain applications
in three areas: electronic health records, pharmaceutical supply chain traceability, and clinical trials.
The authors explore security concerns, regulatory compliance, and smart contract vulnerabilities,
proposing solutions like advanced cryptography and improved consensus mechanisms. Real-world
examples, such as Medicalchain and Chronicled’s MediLedger, demonstrate enhanced transparency
and security. However, adoption faces barriers like scalability, computational costs, and regulatory
complexities. The study also highlights ethical issues around data ownership and suggests future
research into improving interoperability and integrating technologies like artificial intelligence and
internet of medical things for better healthcare outcomes.
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INTRODUCTION

The healthcare sector is undergoing a significant transformation driven by the digitization
of medical records, telemedicine adoption, and growing concerns about patient data security. As
healthcare organizations navigate the challenges of protecting sensitive patient information while
ensuring efficient communication among providers, traditional centralized database systems have
proven inadequate. These systems often fail to meet stringent requirements for secure medical
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communication, privacy, and seamless interoperability. Consequently, innovative technologies that
can address these challenges while improving patient outcomes have garnered significant attention.
Blockchain technology, with its decentralized and immutable ledger system, offers a transformative
approach to enhancing healthcare data security and real-time communication between stakeholders.
By enabling secure and transparent transactions, blockchain facilitates confidential patient-provider
interactions, encrypted telehealth consultations, and tamper-proof electronic health record (EHR)
exchanges. These capabilities are particularly critical in ensuring trust in medical communication
and reducing risks associated with centralized data management.

This paper argues that blockchain technology has the potential to revolutionize healthcare by
addressing critical challenges related to data security, privacy, and interoperability while also enabling
innovative applications such as artificial intelligence (AI)-driven diagnostics and secure internet
of medical things (IoMT) integration. To support this argument, the paper will first explore the
fundamental principles of blockchain technology and its relevance to healthcare. It will then examine
specific applications, including patient-centric EHRs, supply chain transparency, and smart contracts
for insurance settlements. Finally, the paper will discuss the challenges and security implications of
implementing blockchain in healthcare; this will be supported by case studies and a forward-looking
perspective on its integration with emerging technologies.

Characterized by its decentralized and immutable ledger system, blockchain enables secure and
transparent transactions that are crucial in an industry where data integrity is paramount. At its core,
blockchain operates on fundamental principles such as decentralization, cryptographic security, and
consensus mechanisms. These principles collectively ensure data integrity and prevent unauthorized
alterations (Agbo et al., 2019; Moosavi & Taherdoost, 2023). In blockchain, each transaction is
meticulously recorded in a block linked to previous blocks, forming a chain that is resistant to
tampering, as seen in Figure 1. This unique structure not only enhances data security, but also fosters
trust among participants by eliminating the need for a central authority (Mayer et al., 2019).

In the healthcare sector, the relevance of blockchain technology is particularly pronounced as
it addresses critical challenges related to data security, privacy, and interoperability. Traditional
healthcare systems often suffer from fragmented data storage, leading to inefficiencies and increased
risks of medical errors (Kamangar et al., 2023; Khezr et al., 2019). Blockchain’s capability to provide
a secure, decentralized platform for managing EHRs can significantly enhance data sharing and
coordination among healthcare providers, ultimately improving patient care (Umrao et al., 2022).
Furthermore, the technology’s inherent features—such as traceability and transparency—can bolster
trust in medical supply chains, ensuring the authenticity of pharmaceuticals and medical devices
(Agbo et al., 2019; Alnssayan et al., 2021).

The integration of blockchain with Al and the IoMT presents additional opportunities for
data-driven healthcare optimization. Al-driven predictive analytics, combined with blockchain’s
secure infrastructure, enables fraud-resistant insurance claims processing, Al-assisted diagnostic
transparency, and real-time IoMT-based patient monitoring. These integrations not only strengthen
healthcare security, but also enhance medical communication by ensuring data accuracy, authenticity,
and accessibility.

The growing interest in blockchain applications within healthcare is evidenced by a surge in
research and pilot projects aimed at exploring its potential benefits. Recent studies indicate that
the adoption of blockchain in healthcare is gaining momentum, with numerous organizations
investigating its use for secure data sharing, patient monitoring, and clinical trials (Adeghe, 2024;
Jamil et al., 2021). Successful pilot projects, such as Estonia’s Healthcare System and MediLedger
for pharmaceutical traceability, exemplify how blockchain can enhance healthcare operations. For
instance, a systematic review highlighted that blockchain could enhance EHR management by making
records more accessible and secure (Mayer et al., 2019). Additionally, the COVID-19 pandemic has
accelerated the exploration of blockchain solutions for tracking vaccinations and managing health
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data, further underscoring its relevance in addressing contemporary healthcare challenges (Marbouh
et al., 2020; Martinez et al., 2022).

METHODOLOGY

This paper conducts a comparative analysis of blockchain implementations in healthcare,
drawing on case studies such as Estonia’s blockchain-enabled EHRs, MediLedger for pharmaceutical
traceability, and IBM’s blockchain pilot for clinical trials. The study evaluates how blockchain
addresses data security, patient control, and interoperability challenges while ensuring regulatory
compliance with frameworks like the health insurance portability and accountability act (HIPAA) and
the general data protection regulation (GDPR). Empirical findings from industry reports and academic
studies are incorporated to assess blockchain’s real-world impact and feasibility in healthcare systems.

This paper builds upon existing studies by providing a detailed analysis of blockchain’s role in
healthcare security and is supported by case studies and a forward-looking perspective on its integration
with emerging technologies. The subsequent sections will explore specific applications of blockchain
in healthcare. These include patient-centric EHRs, supply chain transparency, smart contracts for
insurance settlements, and credential verification for medical staff. Additionally, this analysis will
discuss the challenges faced by traditional healthcare systems and how blockchain technology can
address these issues through enhanced interoperability and security. Finally, the article will examine the
security implications of implementing blockchain in healthcare, alongside case studies of successful
implementations and future directions for research and development.

Figure 1. Blockchain structure
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Challenges in Traditional Healthcare Systems

Blockchain technology holds immense potential for various healthcare applications. In this
section, we focus on three key areas: medical records management, pharmaceutical traceability, and
clinical trials. Each of these areas faces significant challenges related to security, data integrity, and
transparency.

This section outlines the conventional methods used in these areas: the HIPAA and the GDPR;
it demonstrates the limitations that blockchain technology seeks to address. Traditional healthcare
systems are governed by stringent privacy regulations, such as the HIPAA in the United States and the
GDPR in Europe. While these frameworks aim to ensure the confidentiality and security of patient
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information, healthcare systems continue to face significant challenges, including data breaches,
limited patient control, and interoperability issues. These challenges are compounded by the
increasing digitalization of healthcare, where personal health information is stored and transmitted
across various systems.

One of the most critical areas where these issues manifest is in the management of EHRs.
Despite their advantages in digital data storage, EHR systems face significant security vulnerabilities,
limitations in patient control, and challenges related to interoperability. Additionally, compliance
with the HIPAA and GDPR remains a persistent challenge in safeguarding personal health data.
In this section, we explore how EHR systems are affected by these limitations and how blockchain
technology has the potential to offer solutions, ensuring better security, control, and seamless data
sharing across platforms.

EHR Management

Historically, medical records have been managed through EHRs or electronic medical record
(EMR) systems. These systems are designed to digitally store and manage a patient’s health
information. These systems operate on centralized databases, which are managed either by individual
healthcare institutions or by third-party providers.

EMRs encompass a range of data, including a patient’s medical history, test results, diagnoses,
treatments, prescribed medications, and allergies. These records are typically managed through
identity and access management systems that utilize logins and passwords to authenticate authorized
users, such as nurses, doctors, and administrative staff. Additionally, EMR systems can be integrated
with other medical infrastructures and systems, such as pharmacies, laboratories, and billing systems
(Anshari, 2019). While EHR systems have revolutionized healthcare, they continue to face significant
challenges related to security, patient control, and interoperability, which are highlighted by several
high-profile incidents.

Challenges in EHR Management

Despite the improvements offered by EHR systems, healthcare continues to grapple with
substantial data management challenges. These challenges underscore the urgent need for more
robust and secure solutions.

Data Breaches

Data breaches are among the most pressing concerns in EHR management. The largest healthcare
data breach of the year occurred at Change Healthcare, which impacted an estimated 100 million
individuals—over half of the year’s total breached records. This attack was carried out by BlackCat,
also known as ALPHYV, a sophisticated ransomware-as-a-service (RaaS) group that has become a
major cybersecurity threat, particularly in critical sectors like healthcare. BlackCat is known for
using a double extortion strategy, where they not only encrypt files but also exfiltrate sensitive data
to pressure victims into paying ransoms (Nicho et al., 2023). In this case, the attackers exfiltrated
secured health information before encrypting the files, further escalating the impact of the breach.
Despite a $22 million ransom payment, the group did not receive the expected funds, and the stolen
data was later handed over to the RansomHub group (HIPAA Journal, 2024). Data breaches are
not a new phenomenon in healthcare. One of the most notorious attacks in recent history was the
2017 WannaCry ransomware attack, which targeted the British National Health Service. This attack
encrypted thousands of patient records and critical healthcare data, highlighting the vulnerabilities
inherent in centralized healthcare systems (Kaushik & El Madhoun, 2023). According to recent
statistics, healthcare data breaches involving 500 or more records have steadily increased over the
years. In 2024, there were 703 reported breaches, reflecting a slight decrease of 5.9% from the 747
breaches recorded in 2023. However, the number of individuals affected has risen dramatically. In
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2024 alone, over 184 million healthcare records were compromised, affecting 53% of the American
population, underscoring the growing security concerns in the sector.

Additionally, the financial impact of these breaches is substantial. In 2024, the average cost
of a healthcare data breach surged to nearly $10 million, highlighting the severe consequences of
inadequate cybersecurity measures (HIPAA Journal, 2024; IBM Security, 2024). Figure 2 shows
illustrates the increasing trend in healthcare data breaches from 2009 to 2024, highlighting the sharp
rise in incidents over the past decade. The graph demonstrates a consistent upward trajectory, with
significant spikes in breach occurrences observed after 2018.

Figure 2. Healthcare data breaches of 500+ records (2009-2024)
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Lack of Patient Control

In centralized EHR systems, patients often have limited control over their health data. Patients
cannot revoke access or limit whoever views their sensitive information. This lack of control can lead
to unauthorized access, data misuse, and privacy breaches. According to a survey by the American
Medical Association, 92% of patients consider privacy a fundamental right, and 80% want the ability
to opt out of data sharing (AMA, 2022).

A significant concern with centralized systems is that healthcare providers and tech companies
hold full control over patient data. A 2022 lawsuit against Meta highlights this issue, where the
company was accused of gathering sensitive patient data without consent via the Meta Pixel tool
embedded in healthcare websites. This tool tracked patients' health activities and used the data for
targeted advertising, raising serious privacy and ethical concerns (HIPAA Journal, 2022; Kahn, 2022).

Blockchain technology, by contrast, gives patients more control over their data, ensuring better
privacy and security while reducing the risk of unauthorized access.

Interoperability Issues

Healthcare data is often fragmented across various systems and providers, hindering the efficient
sharing of patient information. This fragmentation can lead to delays in diagnosis and treatment,
ultimately affecting the quality of care. Many healthcare providers struggle to access complete medical
histories due to challenges in data exchange(Bataineh et al., 2022).

A study by Lubin and Shah (2022) revealed that 41.5% of transfer-of-care (TOC) forms
were missing during data transfer between Emergency Medical Services (EMS) and Emergency
Departments (ED). Critical details such as chief complaints, medications, and allergies were often
absent or inconsistent, increasing the risk of misdiagnosis and incorrect treatment. Additionally, a
survey by Propeller Insights for Carta Healthcare (2023) found that 60% of consumers lack adequate
access to their health data, underscoring the need for improved interoperability.
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Regulatory Barriers

In addition to technical barriers, regulatory frameworks such as the GDPR in the European Union
introduce further complexities to healthcare data interoperability. While the GDPR was designed
to enhance data privacy and security, it has inadvertently created obstacles to the free exchange of
patient data between healthcare entities, particularly in cross-border contexts (European Commission,
2022). One of the most significant regulatory challenges imposed by the GDPR is its requirement for
strict data access controls and patient consent mechanisms. Under Article 17 of the GDPR, patients
have the “right to be forgotten,” meaning they can request the deletion of their personal data at any
time. (Regulation (EU) 2016/679, Article 17). However, this conflicts with the legal and ethical
requirements of healthcare providers to maintain accurate medical histories for patient safety, insurance
claims, and medico-legal accountability (Shabani & Marelli, 2019). The contradiction between the
GDPR's data deletion rights and the healthcare sector’s need for long-term record retention has
created uncertainty in how EHR systems should be designed to accommodate both compliance and
patient safety requirements.

Another critical GDPR-related challenge involves restrictions on cross-border data sharing. Article
44 of the GDPR mandates that healthcare data cannot be transferred outside the European Union
unless the receiving country ensures equivalent levels of data protection. This has had significant
implications for multinational healthcare organizations and international clinical trials that rely on
collaborative data-sharing frameworks. A study conducted as part of the Joint Action InfAct project
found that GDPR was perceived as a barrier to the secondary use of health data by one-third of
the experts surveyed, with challenges including delays in data sharing, increased administrative
workload, and inconsistencies in GDPR implementation across EU member states (Vukovic et al.,
2022). Differences in national interpretations of GDPR have further complicated cross-border data
exchange, leading some countries to stop sharing health data due to concerns over potential violations
of data protection laws. These delays and regulatory inconsistencies negatively affect time-sensitive
medical research, including drug development, epidemiological studies, and the coordination of
multinational healthcare initiatives

Moreover, the GDPR's lack of standardized implementation across European Union member
states further exacerbates interoperability challenges. While the GDPR provides a broad regulatory
framework, each country interprets and enforces compliance requirements differently, leading to
inconsistencies in how healthcare data are stored, shared, and processed. For example, a comparative
analysis of data protection legislation across eight EU countries revealed significant differences
in national laws, policies, and practices, despite the harmonizing intent of the GDPR (Custers et
al., 2017). These discrepancies create additional burdens for healthcare providers operating across
multiple jurisdictions, as they must navigate differing compliance requirements that add complexity
to data interoperability solutions.

Moreover, the GDPR's lack of standardized implementation across European Union member
states further exacerbates interoperability challenges. While the GDPR provides a broad regulatory
framework, each country interprets and enforces compliance requirements differently, leading to
inconsistencies in how healthcare data are stored, shared, and processed. For example, a comparative
analysis conducted by the European Medicines Agency (2023) found that while Germany required
explicit patient consent for nearly all health data exchanges, France had implemented a more flexible
approach that allowed automated anonymized data-sharing protocols for research purposes. These
discrepancies create additional burdens for healthcare providers operating across multiple jurisdictions,
as they must navigate differing compliance requirements that add complexity to data interoperability
solutions.

Additionally, the bureaucratic nature of GDPR compliance procedures has introduced
inefficiencies in healthcare data exchange. Many hospitals and clinics require manual verification
before patient data can be transferred, adding administrative overhead and delaying critical treatment
decisions. A study by Staunton et al. (2019) found that while GDPR aims to harmonize data
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privacy laws across the EU, its implementation has led to significant complexities in data-sharing
practices, resulting in inefficiencies in health research and medical data processing. These delays are
particularly pronounced in cases involving specialist referrals and cross-border healthcare services,
where legal reviews and additional patient consent procedures often take extended periods to complete.
Such inefficiencies not only burden healthcare providers but also negatively impact patient outcomes,
as timely access to medical history is crucial for accurate diagnosis and treatment planning.

Given these interoperability and regulatory challenges, healthcare institutions are increasingly
exploring technological solutions that enable secure yet compliant data-sharing mechanisms.
Blockchain technology has emerged as a promising alternative for managing healthcare data in a
way that ensures both interoperability and GDPR compliance.

While EHR systems exemplify the challenges of data security and patient control, these issues
extend to other critical healthcare domains, such as pharmaceutical traceability. Inadequate tracking
and security in pharmaceutical supply chains further illustrate the systemic vulnerabilities within
healthcare data management. This section addresses the key issues in pharmaceutical traceability,
focusing on fragmentation, inefficiencies, and security risks.

Pharmaceutical Traceability

Pharmaceutical traceability has long depended on complex supply chains. These systems
employ centralized databases to document and monitor the movement of medications at each stage,
from production to distribution to the end user. The tracking process typically entails the use of
batch numbers and barcodes, which are scanned and recorded at each transfer point (Hammi et al.,
2023). This enables the monitoring of pharmaceutical product movement and the management of
inventory. Furthermore, traceability systems may incorporate mechanisms for monitoring storage and
transportation conditions, such as temperature (Hammi et al., 2023). The data collected is used to ensure
regulatory compliance and for product recalls if necessary (Trautmann et al., 2022). Despite efforts
to ensure traceability in pharmaceutical supply chains, significant security vulnerabilities remain,
including fragmented supply chains, inefficiencies in tracking, and outdated paper-based methods.

Fragmented Supply Chain

The pharmaceutical supply chain faces significant technical challenges due to its fragmented
nature and the multitude of stakeholders involved. This lack of a unified traceability system creates
gaps in medication monitoring, which increases the risk of counterfeit products infiltrating the market.
A notable example is the counterfeit COVID-19 vaccine incidents reported in India in 2021, where
individuals were administered saline instead of actual vaccines at various centers. Over 2,000 people
in Mumbai were affected, highlighting the grave consequences of fragmented systems. Additionally,
in operations across Southern Africa, authorities seized millions of dollars' worth of counterfeit goods,
including fake vaccines. In South Africa, authorities dismantled a warehouse containing 400 ampules
of counterfeit COVID-19 vaccines, highlighting the challenges posed by inadequate monitoring and
traceability systems. These counterfeit medications can be ineffective or even harmful, posing serious
public health risks. The World Health Organization (WHO) estimates that counterfeit medicines
make up to 10% of the global medicines market, particularly in regions with poor traceability systems
(Blais, 2022; Hammi et al., 2023; Kumar et al., 2022; WHO, 2017).

These incidents underscore the critical need for robust traceability systems and regulatory
frameworks to combat the infiltration of counterfeit products into the pharmaceutical supply chain
and to protect public health.

Inefficiency of Tracking

The current traceability mechanisms employed by the healthcare ecosystem are frequently reliant
on paper registers or centralized databases. Consequently, these mechanisms are characterized by a
lack of transparency and the inability to conduct real-time tracking. This inefficiency gives rise to
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significant challenges in the tracing of the provenance of medicines, particularly in the context of
recalls or security incidents. The ability to trace the source and route of pharmaceuticals rapidly and
accurately is of paramount importance in ensuring patient safety (Sahoo et al., 2020).

Outdated Methods Such as Paperwork

The continued reliance on paper-based documentation within the healthcare ecosystem,
particularly in the pharmaceutical supply chain, poses a considerable risk of human error and
falsification. Consequently, such errors and manipulations can result in inaccurate information within
the supply chain, thereby compromising patient security. Additionally, given their susceptibility to
alteration, paper documents are not an optimal medium in high-stakes domains such as healthcare and
the pharmaceutical industry, where reliability and security are of paramount importance (Trautmann
et al., 2022).

Counterfeit antimalarial medicines in Africa exemplify the significant technical and regulatory
challenges associated with drug safety. The WHO has reported that counterfeiters frequently utilize
unregulated facilities to produce substandard or dangerous medications, which may contain incorrect
ingredients or improper dosages.

These counterfeit products are often distributed through illicit channels, including unregulated
online sales and parallel trade, which disrupt legitimate supply chains.

The lack of effective monitoring and quality control in many African countries, where regulatory
systems are often under-resourced and lack sufficient technical expertise, exacerbates this issue. The
public health risks associated with counterfeit medicines include therapeutic failures, drug resistance,
and direct harm to patients (WHO, 2017, 2023).

Moreover, detecting and combating counterfeit activities poses significant challenges that
require international cooperation, advanced testing technologies, and robust legal frameworks to
effectively track down offenders. Beyond the immediate health risks, counterfeit medicines also have
considerable economic and social consequences. They undermine confidence in healthcare systems,
lead to financial losses for legitimate manufacturers, and can potentially fund other illicit activities
(WHO, 2010, 2017). The challenges of data integrity and security are also deeply felt in clinical trials,
where accurate data collection, consent management, and secure sharing of information are essential.

Clinical Trials

In the context of research and clinical trials, data are typically collected, stored, and analyzed
using a clinical data management system. These systems collect data from various sources, including
direct observations, questionnaires, biological samples, and measuring devices. Subsequently, the
data are processed and stored in a centralized database. The process often involves a manual input
of data, although electronic data capture devices are increasingly used to enhance efficiency and
minimize errors. Then, researchers employ statistical software to analyze the collected data, assessing
the efficacy, safety, and potential adverse effects of the treatments under study. Finally, the consent
of participants is managed using consent forms, which are often paper based (Nourani et al., 2019).
Data manipulation, inefficiencies in consent management, and lack of secure data sharing have created
serious vulnerabilities in clinical trials, similar to those seen in other areas of healthcare.

SECURITY VULNERABILITIES IN RESEARCH AND CLINICAL TRIALS

Data Manipulation

In clinical trials, the manipulation of data is a serious concern, as it can distort research results
and lead to inaccurate conclusions about the efficacy and safety of new treatments. Manipulated or
falsified data compromises the validity of research and can pose direct risks to patient safety (Banerji
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et al., 2018). The 2013 research scandal involving GlaxoSmithKline (GSK) in China serves as a
prominent example that has severely impacted trust in pharmaceutical research practices.
Investigations revealed multiple irregularities in GSK’s clinical trials for cancer treatments, with
the primary concern being data manipulation. This manipulation allegedly involved altering or omitting
certain data to present more favorable or less risky trial outcomes, thereby misrepresenting the true
efficacy and safety of the medicines under investigation. Such unethical actions have raised significant
doubts regarding the integrity of pharmaceutical research and the processes used for approving new
medicines, not only in China but globally. The public’s and healthcare professionals’ confidence in
the validity of clinical trial results and the approval of new treatments has been seriously undermined.

Ineffective Management of Patients’ Consent

Consent management in traditional clinical trials is often inefficient, relying on paper-based
forms that are prone to errors or mismanagement. Inadequate consent processes can lead to legal
and ethical violations, diminishing public trust in both medical research and healthcare providers.
Patients may not fully understand how their data is being used or may be unable to revoke consent
once granted (Chen et al., 2023).

Data Sharing

In the absence of robust security protocols used to safeguard the sharing of data between
researchers, there is a significant vulnerability that could potentially lead to the exposure of sensitive
information. This is a particularly concerning issue, particularly when the data in question is sensitive.
In addition, the violation of the confidentiality of patients participating in clinical trials represents
a significant threat to the credibility and trustworthiness of medical research (White et al., 2022).

According to a report by the British Medical Journal, GSK faced scrutiny for its lack of
transparency and ethical breaches, which highlighted the need for more rigorous oversight in
clinical trials (Coombes, 2012). These actions violate fundamental principles of clinical research
and compromise patient safety, as patients may rely on falsified data when using these medicines.
The fallout from this scandal emphasizes the critical importance of maintaining ethical standards
and transparency in clinical trials to restore trust and ensure patient safety.

The challenges faced by traditional healthcare systems can be broadly categorized into three
key issues: inadequate data security, limited patient control over health information, and poor
interoperability among healthcare providers. These factors not only jeopardize the quality of care, but
also undermine trust in the healthcare system. Security concerns, such as data breaches, cyberattacks,
and insider threats, represent significant risks to patient privacy and the overall stability of healthcare
organizations.

Healthcare data management faces persistent challenges in security, patient control, and
interoperability. Traditional centralized systems struggle to utilize medical information effectively
and securely. Blockchain technology offers a promising solution by providing a decentralized,
immutable, and transparent approach. This technology has the potential to significantly enhance data
security, empower patients with greater control over their health data, and improve interoperability
across healthcare providers. The following sections will explore how blockchain can address these
critical issues.

ADDRESSING HEALTHCARE CHALLENGES WITH BLOCKCHAIN

Technical Overview of Blockchain Technology

Blockchain is a decentralized technology that allows data to be securely stored across a network
of computers, rather than in a single location. This decentralized nature makes it highly resistant to
fraud, ensuring that the information stored is transparent, traceable, and immutable. It is fundamentally
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structured around several key components, including blocks, hashes, cryptographic security, and
consensus mechanisms.

A blockchain consists of a series of blocks, each containing a list of transactions. Each block
is linked to the previous one through a cryptographic hash, as illustrated in Figure 3. This figure
depicts how each block in the chain is structured, with a hash that integrates both its own content
and the hash of the preceding block, ensuring the integrity of the data. The hash serves as a unique
identifier for the block and ensures the integrity of the data contained within it. The hash is generated
using a cryptographic hash function, which transforms input data into a fixed-length output, making
it extremely difficult to recover the original data from the hash (Anwar et al., 2021). Any change
to the block's data alters the hash, immediately revealing tampering, and this property is crucial for
maintaining data integrity (Kiktenko et al., 2018; Sharma et al., 2023). For example, if a patient's
HER is stored on a blockchain, any changes would be instantly detected, ensuring data security in
sensitive fields like healthcare.

In addition to hash functions, blockchain leverages digital signatures to authenticate transactions.
Each transaction is signed by the sender using a private key, resulting in a unique digital signature.
This signature is then verified by the recipient using the sender's corresponding public key. This
process ensures transaction authenticity and prevents the sender from denying their involvement,
fostering trust within the blockchain network. These cryptographic techniques safeguard data integrity,
preventing unauthorized modifications and securing the entire blockchain database (Anwar et al.,
2021; Guru et al., 2023). For instance, when a healthcare provider accesses a patient’s data, a private
key generates a digital signature, ensuring only authorized access. This guarantees both authentication
and non-repudiation, reinforcing trust within the system.

Since blockchain is decentralized, it does not rely on a central authority to validate transactions.
Instead, it uses consensus mechanisms to ensure that all participants agree on the state of the data.
As illustrated in Figure 3, nodes are individual participants in the blockchain network that interact
with blocks and play a pivotal role in maintaining the network's security and consistency. Each node
holds a copy of the blockchain and collaborates to validate transactions and propagate updates.

The interaction between nodes and blocks ensures all validated transactions are added to the
blockchain only when most nodes reach a consensus. This distributed validation process secures the
network and prevents unauthorized modifications to the blockchain.

Consensus mechanisms play a crucial role in maintaining the integrity and security of the
blockchain network (Du et al., 2022). Common mechanisms include proof of work (PoW, Lasla et al.,
2022), proof of stake (PoS, Feng et al., 2022), delegated proof of stake (DPoS, Liu et al., 2019), and
practical Byzantine fault tolerance (PBFT, Liu et al., 2023). Each of these mechanisms has distinct
characteristics that impact scalability, efficiency, and energy consumption, particularly in the context
of healthcare applications.

PoW is a consensus mechanism widely used in blockchain networks, including Bitcoin, to ensure
the security and integrity of the system. It operates by requiring participants, called “miners,” to solve
computationally intensive mathematical problems. The first miner to solve the problem earns the
right to add a new block of transactions to the blockchain and receives a reward in cryptocurrency.
Although highly secure, this approach requires significant computational power and energy, making
it less environmentally friendly and slower compared to newer mechanisms (Bard et al., 2021). For
example, POW consumes approximately 707.6 kWh per transaction, producing 380 grams of CO2
emissions. This makes it unsuitable for healthcare systems, which require energy-efficient and scalable
solutions that align with sustainability goals, as seen in Table 1.

PoS is an alternative consensus mechanism designed to address the high energy demands of
PoW. In PoS, individuals, referred to as “validators,” are chosen to create new blocks and verify
transactions based on the amount of cryptocurrency they “stake” as collateral. This system reduces
energy consumption significantly and enables faster transaction processing. For instance, PoS
requires only 0.002 kWh per transaction, producing 0.8 grams of CO2 emissions. Its efficiency

10
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makes it a promising option for applications like healthcare systems, where speed and environmental
considerations are critical (Yang et al., 2019).

DPoS builds on the principles of PoS by introducing a voting system. Participants in the network
use their staked cryptocurrency to elect a limited number of trusted representatives, called “delegates,”
who are responsible for validating transactions and maintaining the blockchain. This reduces the
number of active participants in the consensus process, enabling faster block generation and higher
transaction throughput. With an energy consumption of only 0.0015 kWh per transaction and CO2
emissions of 0.05 grams, DPoS is often regarded as a highly scalable and sustainable consensus
mechanism. These attributes make it particularly suitable for private healthcare blockchains or
networks requiring real-time data processing, such as [oMT data integration (Li & Palanisamy, 2020;
Lietal., 2023).

Proof of authority (PoA) is another energy-efficient consensus mechanism that achieves extremely
low energy consumption (0.00022 kWh per transaction) and minimal CO2 emissions (0.03 grams).
PoA relies on a limited number of pre-approved validators, who take turns proposing and validating
blocks. This mechanism offers high scalability and sustainability, making it ideal for private healthcare
networks that require fast and efficient processing with lower operational costs. However, its reliance
on a limited set of validators introduces risks of centralization and internal attacks, which must be
mitigated through careful governance and design.

PBFT is a consensus mechanism designed to ensure the reliability and integrity of distributed
systems, even when some participants act maliciously. PBFT operates under the assumption that up
to one-third of the nodes in the system can be faulty or compromised without affecting the overall
system's functionality. The mechanism involves nodes exchanging messages to reach a consensus
on the validity of transactions, prioritizing consistency and security. This makes PBFT particularly
suitable for private blockchain networks where trust among participants is limited. Its robustness in
maintaining system integrity under adversarial conditions positions it as a viable option for healthcare
applications that require high reliability and fault tolerance (Xu et al., 2022)

Table 1 below provides a quantitative comparison of key consensus mechanisms in terms of
energy consumption, CO2 emissions, scalability, and sustainability. This analysis highlights the
trade-offs between security and efficiency, helping to determine their suitability for various healthcare
applications.

Table 1. Comparative analysis of blockchain consensus mechanisms in healthcare applications (Pineda et al., 2024)

Feature Proof of Work Proof of Delegated Proof of Proof of
(PoW) Stake (PoS) Stake (DPoS) Authority (PoA)

Energy Consumption (Qualitative) Very High Low Very Low Very Low
Energy Consumption per Transaction 707.6 0.002 0.0015 0.00022
(kWh)
CO2 Emissions per Transaction (g) 380 0.8 0.05 0.03
Energy Efficiency Low High High High
Resource Usage High (Mining) Low Low Low
Security Very High High Medium Medium
Scalability Low Medium High High
Sustainability Low High Very High Very High
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Figure 3. Blockchain workflow

Hash Hash Hash
‘:‘ D (Current and Previous) (Current and Previous) (Current and Previous)

‘ S ‘
asn o
Froneten™ 1 Frinaion™

‘ JUS— ‘

Data1 Data 1 Data 1
DataN DataN DataN

BLOCK 1 BLOCK 2 BLOCK3

Other Information ‘

In addition to the foundational components of blockchain, smart contracts are an essential feature
that enables the automation of processes and transactions within a blockchain network. A smart
contract is a self-executing contract with the terms of the agreement directly written into lines of code.
It automatically enforces and executes the terms of a contract when predefined conditions are met.

Smart contracts operate on the blockchain’s decentralized network, which ensures that once a
contract is deployed, it cannot be altered by any single party, fostering transparency, security, and
trust. They eliminate the need for intermediaries, reduce the risk of human error, and streamline
complex processes.

Blockchain's decentralized nature and smart contract functionality offer solutions to critical
healthcare issues like data privacy, interoperability, and fraud prevention. By securing patient
records and automating administrative tasks, blockchain enhances efficiency and trust, providing a
transformative tool for healthcare systems globally.

Addressing Data Security With Blockchain

The healthcare sector faces unprecedented challenges in safeguarding sensitive patient data, with
data breaches, unauthorized access, and cyberattacks becoming increasingly prevalent. Traditional
centralized systems, while effective in certain contexts, often fall short in addressing the complex
security demands of modern healthcare infrastructures. This section provides a comprehensive
examination of blockchain-driven solutions, focusing on zero-knowledge proofs (ZKPs), secure
multi-party computation, tokenized access control, and Blockchain-enabled intrusion detection
systems. Each solution is critically analyzed in terms of its technical mechanisms, real-world
implementations, advantages, limitations, and feasibility for large-scale healthcare adoption.

BLOCKCHAIN-DRIVEN SOLUTIONS TO DATA SECURITY CHALLENGES
ZKPs

ZKPs represent a class of cryptographic protocols that enable one party to prove the validity of
a statement without revealing the underlying data. In healthcare, ZKPs are particularly valuable for
ensuring privacy-preserving data sharing, enabling secure verification of patient identities, medical
credentials, and compliance with regulatory frameworks such as the GDPR and HIPAA.

zk-SNARKSs are characterized by their efficiency and compact proof sizes, making them suitable for
applications where computational resources are limited. The cryptographic foundation of zZk-SNARKSs
relies on elliptic curve pairings and a trusted setup phase, during which a common reference string is
generated. While this setup enhances efficiency, it introduces a potential vulnerability if the common
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reference string is compromised. In healthcare, zk-SNARKSs have been deployed in projects such
as MediLedger, where they are used to verify the authenticity of pharmaceutical products without
exposing sensitive supply chain data (MediLedger DSCSA Pilot, 2023). This approach ensures
compliance with regulatory requirements while maintaining data privacy. However, the reliance
on a trusted setup and the computational overhead associated with zk-SNARKSs pose challenges for
large-scale healthcare implementations.

The application of ZKPs in healthcare extends beyond data verification to include secure access
control and compliance auditing. For instance, ZKPs can be integrated into EHR systems to enable
healthcare providers to verify patient eligibility for specific treatments without accessing the full
medical history. This approach not only enhances privacy, but also ensures compliance with regulations
such as the GDPR’s “right to be forgotten.” However, the adoption of ZKPs in healthcare is hindered
by their computational complexity and the need for specialized expertise, which may limit their
feasibility in resource-constrained settings.

In Figure 4 this sequence diagram represents how ZKPs are used to establish a user's identity
and eligibility for healthcare services in a blockchain-based system.

The actors and components are:

User: The individual registering their identity and eligibility.

Client Application: The interface used by the user to generate and submit cryptographic proofs.
Smart Contract: A blockchain-based contract that validates the proof and interacts with the ledger.
Blockchain: The distributed ledger that stores verified proofs securely.

b s

Process Flow

The following are the process flow:

1. User Registration: The user initiates the registration by submitting identity and eligibility details
via the client application.

2. Proof Generation: The client application processes the input data and executes cryptographic

operations.

Compile Circuit: Encodes eligibility rules into a proof system.

Trusted Setup: Generates cryptographic keys.

Generate Proof: Creates a ZKP to validate eligibility without revealing sensitive details.

Proof Submission and Validation: The client application submits the proof and identity data to

the smart contract. The smart contract then stores the proof data on blockchain.

7. Verification and Identity Issuance: The blockchain automatically verifies the proof’s legitimacy.
If valid, the smart contract issues a unique digital identity to the user, confirming their eligibility
status.

SNk W
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Figure 4. ZKP-based identity & eligibility verification in healthcare blockchain
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1. Patient Requests Treatment Verification: The patient submits a proof request to the EHR system,
asking whether they qualify for a treatment.

2. EHR System Generates a ZKP: Instead of exposing the entire medical history, the system computes
proof that verifies eligibility based on predefined medical criteria.

3. ZKP Verifier Validates the Proof: The proof is sent to the verifier, which checks its validity
without learning any details about the underlying medical conditions.

4. Verifier Sends Confirmation to Healthcare Provider: If the proof is valid, the provider receives
confirmation that the patient qualifies for the treatment.

5. Treatment Authorization and Traceability: The system logs the verification in an auditable record
for compliance and regulatory purposes, ensuring GDPR compliance.

Figure 5. ZKP-based verification phase: Checking eligibility for treatment
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Tokenized Access Control for Patient-Centric Data Management

Tokenized access control is a blockchain-based mechanism that empowers patients to manage
access to their health data securely. By leveraging cryptographic tokens or smart contracts, patients can
grant or revoke access to their medical records in real time, ensuring greater control and transparency.
This approach addresses the limitations of traditional EHR systems, where patients often have little
control over who accesses their data.

Smart Contracts

In blockchain-enabled EHR systems, smart contracts can automate access control by defining
specific conditions under which data can be accessed. For example, a smart contract could grant
a healthcare provider temporary access to a patient’s records for a scheduled appointment and
automatically revoke access once the appointment is completed (Azaria et al., 2016). This not only
enhances security, but also ensures compliance with privacy regulations such as the GDPR’s “right
to be forgotten.”

Figure 6 shows the sequence diagram description for blockchain-enabled EHR access control.

This sequence diagram illustrates how smart contracts automate access control in a
blockchain-enabled EHR system. The diagram captures the process of granting and revoking access
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to patient records based on predefined conditions, such as a scheduled appointment, as demonstrated
in the following:

1. Healthcare Provider Requests Access: The healthcare provider submits a request to access a
patient’s EHR for a scheduled appointment.

2. Smart Contract Verifies Access Conditions: The smart contract checks whether the request meets
predefined conditions, such as an upcoming appointment.

3. Blockchain Records Access Grant: If the conditions are met, the smart contract generates an
access grant transaction and submits it to the blockchain network for validation and storage.

4. EHR System Grants Temporary Access: Once confirmed, the smart contract updates the EHR
system, allowing the healthcare provider to retrieve the necessary medical records.

5. Automatic Access Revocation: After the appointment concludes, the smart contract triggers
access revocation, generating a new blockchain transaction to remove access.

6. Blockchain Logs the Revocation: The revocation is validated and stored on the blockchain,
ensuring transparency and compliance with privacy regulations such as the GDPR.

Figure 6. Sequence diagram description for blockchain-enabled EHR access control

Healthcarg Provider [HEEhE Elm Wi BAREEET

| Request Access to Patient EHR :
| Check Conditions (e.g., Appointment Time)

Generate Access Grant Transaction

. Confirm Access Grant

. Grant Temporary Access

r
i

i

i

i

i !

| i

| i Validate and Store Transaction
i !

i !

i i

|

|

i

|

i

i

Provide Access to Records

After Appointment Ends

i
1 Revoke Access

|
' Generate Access Revoke Transaction

Validate and Store Revocation

_ Confirm Revocation

_Remove Access

>

i
i
|
|
|
|
' Notify Access Revoked H
\‘ 1

Healthcare Provider Smart Contract Blockchain Network EHR System

Tokenization

Tokenization uses digital tokens to represent access rights to healthcare data, allowing patients
to manage whoever can view their information and under what conditions. For instance, a patient
could create a token to grant a researcher access to anonymized health data while still having the
ability to revoke that token at any time.
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This system has been successfully implemented in Estonia’s blockchain-based healthcare platform,
where patients can track who is accessing their data and revoke permissions instantly. This model
enhances patient control and transparency, ensuring that only authorized individuals can access
sensitive medical information and providing real-time oversight. Such systems are revolutionizing data
privacy and security, giving patients more power over their own health records (Guardtime, 2021).
Figure 6 illustrates how tokenization works to secure access and grant permissions in healthcare
systems, as shown in the following:

1. Patient Issues Access Token: The patient generates a cryptographic token and grants the researcher
permission to access anonymized data.

Blockchain Stores Token: The token is securely stored on the blockchain via a smart contract.
Researcher Requests Data: The researcher submits the token to the smart contract for validation.
Smart Contract Validates Token: If valid, the smart contract grants access.

Patient Revokes Access: At any time, the patient can revoke the token.

Blockchain Updates and Notifies Researcher: The revocation is recorded, and the researcher
loses access.

7. Patient Monitors Access Logs: The patient can track data access history in real time.

AN el

While tokenized access control offers significant advantages, it also faces challenges such as
scalability and interoperability with legacy systems. Additionally, the reliance on cryptographic
keys introduces the risk of key loss or theft, which could compromise patient data. Furthermore, the
usability of tokenized access control systems for patients with limited technical expertise remains a
concern, necessitating the development of user-friendly interfaces and educational resources.

Figure 7. Cryptographic token-based access control in healthcare
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Addressing Poor Interoperability Among Healthcare Providers With Blockchain

One of the most persistent challenges in the healthcare sector is the lack of interoperability among
healthcare providers. Fragmented data systems, incompatible standards, and isolated information
often hinder the seamless exchange of patient data across different healthcare organizations. This lack
of interoperability not only compromises the quality of care, but also increases the risk of medical
errors, delays in treatment, and inefficiencies in healthcare delivery. Blockchain technology, with
its decentralized architecture, cryptographic security, and immutable ledger, offers a transformative
solution to enhance interoperability in healthcare. This section explores how blockchain-based
solutions, such as decentralized data sharing, standardized protocols, and smart contracts, can address
the issue of poor interoperability among healthcare providers. Each solution is critically analyzed in
terms of its technical mechanisms, real-world implementations, advantages, limitations, and feasibility
for large-scale healthcare adoption.

Decentralized Data Sharing for Seamless Information Exchange

Blockchain technology enables decentralized data sharing, allowing healthcare providers to
securely exchange patient information without relying on a central authority. By storing data on a
distributed ledger, blockchain ensures that all authorized parties have access to the same information in
real time, reducing the need for redundant data entry and minimizing the risk of data inconsistencies.

Distributed Ledger Technology

In a blockchain-enabled healthcare system, patient data is stored across a network of nodes, each
maintaining a copy of the ledger. This decentralized approach eliminates the need for a central data
repository, which is often a bottleneck in traditional systems. Healthcare providers can access and
update patient records in real time, ensuring that all parties have access to the most current information.

The blockchain interoperability pilot project leverages blockchain technology to explore the
potential of decentralized data sharing across industries, including healthcare. This project focuses
on creating a more connected and transparent system by ensuring that multiple stakeholders, such
as healthcare providers, patients, and pharmaceutical companies, can access and share accurate,
up-to-date information.

In healthcare, blockchain’s ability to securely manage and share data is particularly valuable. Just
like the MediLedger project in pharmaceutical supply chain management, which enables real-time
tracking of pharmaceutical products, the blockchain interoperability pilot project aims to extend this
model to patient data. This approach could allow healthcare providers to seamlessly access and update
medical records while ensuring transparency, security, and trust. By using blockchain to streamline
data sharing, the project can enhance interoperability across the healthcare ecosystem, improving
efficiency and patient outcomes.

Despite its potential, decentralized data sharing faces challenges such as scalability and data
privacy. The computational and storage requirements of blockchain networks can be prohibitive
for large-scale healthcare applications. Additionally, ensuring compliance with privacy regulations
such as the GDPR and HIPAA requires careful design and implementation of blockchain systems,
particularly in areas such as data anonymization and access control.

Standardized Protocols for Enhanced Interoperability

Standardized protocols are essential for ensuring seamless communication between different
healthcare systems. Blockchain technology can facilitate the development and adoption of standardized
protocols for data exchange, enabling healthcare providers to share information more effectively.
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HL7 Fast Healthcare Interoperability Resources

The HL7 Fast Healthcare Interoperability Resources (FHIR) standard is a widely adopted
framework in healthcare that defines how to exchange health data electronically. By combining
blockchain with FHIR, healthcare organizations can significantly improve how patient data is shared
between different systems, breaking down traditionally siloed or isolated data structures that hinder
interoperability.

Blockchain helps ensure that patient information is exchanged in a consistent and standardized
way, reducing errors and making it easier for healthcare providers to communicate. For example,
by using blockchain to store FHIR resources, healthcare organizations can verify that the data is
accurate and up-to-date. This way, all parties involved—whether doctors, hospitals, or insurance
companies—can access the same reliable information, improving the quality of care and reducing
the chances of data inconsistencies or confusion.

By pairing blockchain’s security and immutability with FHIR’s data format standards, this
integration provides a more efficient and trustworthy system for managing and sharing healthcare
information.

Proof of Interoperability

In healthcare, different systems often struggle to communicate with each other, which can lead to
inefficiencies and errors in patient care. To address this, Peterson et al. proposed a blockchain-based
solution that ensures seamless data exchange across various healthcare platforms. This system
integrates with FHIR, a standard for sharing healthcare information.

The unique feature of their approach is the proof of interoperability mechanism. In simple
terms, it is a process that ensures all clinical messages or data submitted to the blockchain follow the
necessary standards for healthcare information. Just like a quality control system, this mechanism
requires miners (participants who validate the blockchain) to check if the submitted data meets the
required rules—both in terms of structure and meaning.

To make this work, Peterson et al. used a special type of blockchain called a Merkle-tree-based
blockchain, which is a way of organizing data efficiently. By making sure all data complies with
FHIR standards, this system promotes smooth and secure data sharing between different healthcare
providers, improving communication and reducing errors while maintaining the security and trust
benefits of blockchain.

However, the adoption of standardized protocols in blockchain-based healthcare systems
requires significant investment in infrastructure and workforce training. Additionally, the integration
of blockchain with existing healthcare systems poses interoperability challenges and middleware
solutions.

Blockchain technology offers solutions to many challenges in healthcare, including data security,
patient autonomy, and interoperability. However, its true impact is best illustrated through real-world
implementations. The following section explores how blockchain is being applied in healthcare systems
worldwide, highlighting its role in improving medical records management, pharmaceutical supply
chains, and clinical research integrity.

Applications of Blockchain in Healthcare

Blockchain technology presents several solutions to the critical challenges faced by traditional
healthcare systems, particularly in the areas of data security, patient control, and traceability. Its
unique features of decentralization, immutability, transparency, and patient-centric control address
the vulnerabilities present in centralized healthcare databases.

The implementation of blockchain technology in the healthcare sector holds the potential for a
significant transformation in the manner by which healthcare data are managed. This is due to the
innovative solutions that blockchain technology offers in terms of enhancing security, transparency,
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and efficiency. This section examines the impact of blockchain technology on security and innovation
in the context of previously discussed healthcare applications.

Blockchain in Estonia’s Healthcare System

Estonia, recognized as a global leader in digital governance, has effectively integrated blockchain
technology into its healthcare system, setting an example of how innovative solutions can enhance
efficiency, transparency, and patient empowerment. This case study examines the implementation of
blockchain in Estonia’s healthcare infrastructure, focusing on its mechanisms, impacts, and challenges.

The cornerstone of Estonia’s blockchain-enabled healthcare system is the keyless signature
infrastructure (KSI) developed by Guardtime. Guardtime’s KSI has been extensively documented
as a pioneering solution in blockchain-based data integrity, providing tamper-evident verification
mechanisms that enhance the reliability of critical digital systems (Guardtime, 2021). The KSI
blockchain ensures the integrity of healthcare records by employing digital signatures, which provide
tamper-proof verification of data authenticity. This system operates as a private, permissioned
blockchain, meaning access is restricted to authorized entities. Data is processed through a hierarchical
structure known as a hash tree, or Merkle tree, which enables efficient aggregation and verification
of records. Each second, hashes of submitted data are aggregated into a global tree, and the root hash
is stored on the KSI blockchain. This process ensures that any alterations to stored data would be
immediately detectable (Guardtime, 2021).

The EHIS integrates various national registers, such as the population registry, quality registers,
and health care board, which serve as centralized repositories for essential healthcare data. Key
health service providers, including hospitals, pharmacies, general practitioners, school nurses, and
emergency medical services, are connected to the system, enabling seamless data sharing to improve
healthcare delivery. These services, deployed between 2009 and 2014, ensure a robust foundation for
health information exchange. (Metsallik et al., 2018)

The architecture also incorporates central EHIS services, including the prescription center, the
nationwide picture archiving and communication system, the Estonian health insurance fund, and the
drug-drug interaction database. These services facilitate prescription management, medical imaging,
insurance data handling, and clinical decision support. Additionally, external services, such as the
patient portal and the nationwide health information exchange platform, utilize EHIS to provide
patients and healthcare professionals with accessible and reliable digital tools.

The KSI blockchain supports the broader e-health initiative managed by Estonia’s e-health
foundation. This initiative encompasses various services, including secure digital medical records,
e-prescriptions, and real-time access monitoring by patients. Through the X-road platform, a secure
data exchange layer, healthcare providers can seamlessly access and share patient information, reducing
administrative redundancies (E-Estonia, 2022). The integration of these technologies has allowed
Estonia to digitize nearly all healthcare records, streamline operations, and enhance accessibility for
both patients and medical professionals. One of the most notable outcomes of this integration is the
significant improvement in efficiency. The streamlined processes have eliminated redundancies, saving
an estimated 820 work-years annually, equivalent to approximately €5.6 billion in economic benefits
(Bittroff & Sandner, 2020). Transparency has also been markedly improved, as patients are empowered
to monitor access to their medical records in real time. This capability fosters accountability among
healthcare providers and strengthens public trust in the system. Additionally, Estonia’s e-prescription
service, which issues 99.9% of prescriptions digitally, demonstrates how blockchain technology has
reduced paperwork and minimized unnecessary visits to healthcare facilities (Kond & Lillevili, 2019).
The health portal, as seen in Figure 8 of the EHIS offers a user-friendly interface, enabling patients to
access their health and medical data, submit declarations of intent, and view medical invoices. It also
provides tools to restrict access to specific data sections and monitor activity logs, thereby ensuring
transparency and accountability within the healthcare system.
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Figure 8. The Estonian national health information system architecture
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Despite its successes, the adoption of blockchain technology in Estonia’s healthcare system faced
challenges, particularly in achieving interoperability with legacy systems. This issue was addressed
through the deployment of the X-road platform, which standardizes data exchange protocols and
facilitates communication between various stakeholders. Estonia’s healthcare system adheres to the
GDPR, ensuring robust protection of patient data while enabling efficient health data management. A
critical component of GDPR compliance is Article 17, which allows patients to request the deletion of
personal data when it is no longer necessary for processing. Estonia addresses this through advanced
pseudonymization and anonymization techniques within its blockchain framework.While Estonia
has overcome challenges related to interoperability and the GDPR compliance, blockchain-based
healthcare solutions, in general, often face limitations such as scalability, performance, and high costs.
According to Mischa van Reede’s analysis, these barriers are common in many blockchain projects,
but Estonia's KSI blockchain demonstrates how these challenges can be mitigated. The KSI blockchain
is highly scalable, capable of handling 10712 signatures per second, far exceeding the capabilities
of traditional blockchains (van Reede, 2020). Furthermore, KSI's performance is optimized, with
response times 50% shorter and a 20% reduction in data storage costs compared to conventional
blockchain solutions (van Reede, 2020). These improvements effectively address scalability and cost
concerns, making the Estonian model a viable example for broader adoption in healthcare.

Looking ahead, Estonia’s blockchain-enabled healthcare system continues to evolve, with
initiatives focusing on cross-border interoperability and personalized medicine. The e-prescription
system has already enabled patients to access medications in 12 European Union countries, including
Finland, Croatia, and Spain. Furthermore, 20% of Estonia’s population has contributed genetic data
to the Estonian genome center, supporting research and the development of personalized treatment
plans. Current applications include genetic-based drug recommendations and early detection of
diseases such as breast cancer (Estonian Genome Center, 2023).

Despite the success of Estonia’s model, challenges such as interoperability with legacy systems,
scalability, and cybersecurity remain barriers to widespread blockchain adoption globally. However,
Estonia’s ability to navigate these hurdles—such as through the X-road platform for data exchange—
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demonstrates how these challenges can be mitigated. As more countries look to modernize their
healthcare infrastructures, Estonia’s blockchain-driven system offers valuable insights into the
transformative potential of decentralized technologies.

Figure 9. A screenshot from the health portal of the Estonian national health information system
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MediLedger Pilot Project

The MediLedger Drug Supply Chain Security Act (DSCSA) Pilot Project, a collaboration
among key pharmaceutical industry players including AmerisourceBergen, Amgen, Cardinal Health,
Genentech, and Pfizer, further explored blockchain’s feasibility in meeting the requirements of the
DSCSA, a U.S. federal law designed to enhance the security of the pharmaceutical supply chain.
This project aimed to establish an electronic, interoperable system—one that enables seamless data
exchange across different organizations and platforms—for tracking prescription medicines at the
saleable unit and case packaging levels. By enhancing data sharing and system compatibility, the
initiative addresses challenges related to fragmented supply chain data and ensures secure, verifiable
transactions among participants (MediLedger DSCSA Pilot, 2023).

By leveraging blockchain, the pilot achieved high transaction throughput—over 2,000 transactions
per second—sufficient to meet the American pharmaceutical market's peak demand of 4.5 billion
prescription units annually. Each transaction was processed in under one second, enabling near
real-time tracking and validation across the supply chain. Blockchain also provided robust data privacy
through ZKPs, a cryptographic technique that allows verification of transaction validity without
revealing sensitive data. Moreover, MediLedger introduced mechanisms for identifying counterfeit
or suspect products, such as duplicate serial numbers or incorrect provenance, thereby reducing
counterfeit risks and enabling faster recalls (MediLedger DSCSA Pilot, 2023).

The diagram, as seen in Figure 10, illustrates the MediLedger system, which uses blockchain
technology to enhance the pharmaceutical supply chain's transparency and security. Manufacturers
commission unique identities for products, which are authenticated and recorded on the blockchain.
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Distributors and dispensers post transaction records to the blockchain as products are shipped and
received. This system validates transaction integrity, prevents double spending, and ensures ownership.
MediLedger supports rapid responses to recalls and illicit activities, with all data obfuscated to protect
business intelligence. A peer-to-peer messaging network connects participants with nodes managed
by trusted industry partners. Regarding supply chain transparency, blockchain technology enables
authorized parties to monitor the progress of medicines in real-time, from production to delivery.
This level of transparency facilitates the quick identification of issues such as delayed deliveries or
temperature variations during transportation. Furthermore, regulatory authorities can readily access
blockchain data for audits and compliance checks, ensuring that all distributed medicines meet quality
and safety standards.

Figure 10. MediLedger blockchain system in pharmaceutical supply chain
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The MediLedger project demonstrated operational cost reductions, estimating data storage costs at
$4,000 annually for up to 100 terabytes. The total annual operating cost for the entire pharmaceutical
industry was projected to be between $5 million and $10 million, a cost-effective solution for the
system's scale. Beyond cost savings, blockchain's enhanced security capabilities facilitated real-time
identification of counterfeit or stolen products, enabling faster recalls and more efficient investigations.
Furthermore, MediLedger highlighted the importance of industry-led governance to standardize
blockchain implementation and ensure interoperability across the pharmaceutical sector (MediLedger
DSCSA Pilot, 2023).

Despite its advantages, implementing blockchain in the pharmaceutical supply chain comes with
notable challenges. Integrating blockchain systems with legacy supply chain management software
requires significant investment in infrastructure, workforce training, and technical expertise. For
example, early implementations of MediLedger faced interoperability issues with older enterprise
systems, highlighting the need for standardized protocols (MediLedger DSCSA Pilot, 2023).
Furthermore, the lack of global standards for blockchain technology creates fragmentation across
international supply chains, complicating compliance with diverse regulatory frameworks like the
drug supply chain security act and the European falsified medicines directive (European Medicines
Agency, 2023). Smaller pharmaceutical companies and distributors, particularly in low-resource
regions, often encounter barriers to adoption due to limited technical resources and financial constraints
(Hammi et al., 2023).
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Blockchain Interoperability Pilot Project

IBM, KPMG, Merck, and the Walmart pilot project demonstrated substantial improvements in the
efficiency, security, and cost-effectiveness of the pharmaceutical supply chain through the integration
of blockchain technology. This initiative aimed to address the regulatory requirements outlined in
the drug supply chain security act while exploring the broader potential of blockchain to transform
industry operations (FDA DSCSA Blockchain Interoperability Pilot, 2020).

Figure 11 illustrates how each organization’s user personas can record product movement actions
that are recorded in an immutable ledger on the blockchain. This visual representation highlights
the transparency and traceability that blockchain brings to the pharmaceutical supply chain, which
can be similarly applied to clinical trials to ensure the integrity and traceability of data throughout
the study process.

Figure 11. Blockchain-enabled traceability in pharmaceutical supply chains and clinical trials
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One of the pilot's most notable outcomes was the significant improvement in operational
efficiency. Traditional processes for notifying supply chain partners of drug recalls often took up
to three days, which posed substantial risks to patient safety and increased operational burdens.
By leveraging blockchain technology, the pilot demonstrated that this notification process could
be expedited to as little as 10 seconds. This drastic reduction in response time minimizes delays in
isolating affected products, ensuring that impacted stakeholders can take immediate corrective actions.
Additionally, the use of blockchain facilitated real-time traceability of pharmaceutical products
across the supply chain. The system's ability to provide an immutable and transparent record of drug
provenance eliminated reliance on manual processes and reduced errors associated with fragmented
systems (FDA DSCSA Blockchain Interoperability Pilot, 2020).

The pilot also highlighted significant advancements in supply chain security. By utilizing
a permissioned blockchain, the project ensured that data privacy was maintained and access to
sensitive information was restricted to authorized participants. Furthermore, the integration of

24



International Journal of E-Health and Medical Communications
Volume 15 ¢ Issue 1 * January-December 2024

serialization into the blockchain platform provided an additional layer of security. This feature ensured
that drugs could not be dispensed more than once, effectively preventing the distribution of counterfeit
or illegitimate medications. The immutable nature of blockchain records also enhanced trust among
supply chain participants by providing verifiable evidence of a drug's journey from manufacturing
to dispensation (FDA DSCSA Blockchain Interoperability Pilot, 2020).

Cost reduction was another critical outcome of the pilot project. The automation of recall processes
significantly reduced the financial and operational costs associated with manual intervention and
unnecessary quarantining of unaffected products. Additionally, the system's ability to streamline
communication and eliminate inefficiencies across the supply chain contributed to further cost
savings. While exact financial metrics were not disclosed, the reductions in pharmaceutical waste
and operational overheads underscore the economic benefits of blockchain implementation (FDA
DSCSA Blockchain Interoperability Pilot, 2020).

However, the IBM pilot project also highlighted significant challenges that resonate with the
adoption of blockchain in clinical trials. One of the primary obstacles was achieving interoperability
between disparate systems. In both pharmaceutical supply chains and clinical research, stakeholders
often rely on a wide array of platforms that lack seamless integration. The project emphasized the
need for developing standardized processes and robust frameworks to address this fragmentation
(FDA DSCSA Blockchain Interoperability Pilot, 2020).

Another critical challenge lies in establishing governance models that ensure equity and
inclusivity. The decentralized nature of blockchain, while a key advantage, requires collaborative
decision-making to prevent dominance by a single entity. This challenge is equally relevant in
clinical trials, where managing collaborative research across institutions demands transparent and
fair governance structures.

Scalability and performance were also highlighted as pressing concerns in the pilot project.
Managing large data volumes and ensuring timely response times are critical in pharmaceutical
supply chains and clinical research. These challenges underscore the need for blockchain systems that
can handle complex workflows, such as tracking serialized drugs or maintaining trial data integrity,
without compromising speed or efficiency (FDA DSCSA Blockchain Interoperability Pilot, 2020).

Maintaining data privacy and provenance emerged as a further challenge, as blockchain’s
transparency must be balanced with strict confidentiality requirements. The project demonstrated how
apermissioned blockchain could address this issue by granting access only to authorized stakeholders.
Similarly, in clinical trials, ensuring the secure storage of sensitive patient data while maintaining
traceability is essential to upholding both ethical and regulatory standards.

The exclusion of complex scenarios from the pilot project, such as reverse distribution or product
returns, highlights the iterative nature of blockchain adoption. Likewise, clinical trials must continue
to evolve blockchain applications to address intricate issues such as multi-phase studies and protocol
deviations. These limitations, while significant, serve as opportunities for further refinement and
innovation.

The IBM, KPMG, Merck, and Walmart pilot project successfully demonstrated the potential
of blockchain technology to meet DSCSA compliance requirements while delivering measurable
improvements in efficiency, security, and cost-effectiveness. These findings suggest that blockchain
could play a transformative role in addressing key challenges in the pharmaceutical industry and
enhancing patient safety. At the same time, the project underscored critical challenges, such as
achieving interoperability, establishing equitable governance frameworks, ensuring scalability, and
maintaining data privacy. Overcoming these barriers is essential for leveraging blockchain’s full
potential in transforming the pharmaceutical supply chain and clinical trials. Blockchain technology is
revolutionizing the healthcare sector by addressing critical issues such as data security, patient control,
and operational inefficiencies. Through innovative applications like medical records management,
medicine traceability, and research data integrity, blockchain has demonstrated its potential to transform
traditional systems into secure, transparent, and efficient ecosystems.
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Table 2 summarizes the blockchain applications previously discussed, illustrating their benefits
and real-world implementations and the challenges they address. This consolidated view helps
highlight blockchain's versatility in addressing key healthcare challenges.

Table 2. Summary of blockchain applications in healthcare

Application Area Case Study Key Benefits Challenges Addressed
Examples
Medical Records Data security, access Estonia Interoperability, data Interoperability, data
control, audit trail integrity integrity
Pharmaceutical Traceability MediLedger Counterfeit prevention, Supply chain
real-time tracking transparency
Clinical Trials Data transparency, IBM DSCSA Data transparency, Data manipulation,
collaboration Pilot collaboration inefficiencies

The summarized case studies reveal blockchain’s ability to tackle diverse issues in healthcare,
from securing medical records to enhancing supply chain transparency and improving clinical trial
processes. As the next section demonstrates, these applications provide a foundation for addressing
broader security challenges.

This comparative overview highlights the versatility of blockchain technology in addressing
critical healthcare challenges. Estonia's national healthcare system demonstrates the integration of
blockchain for secure medical record management, ensuring data access control and audit trails.
MediLedger addresses pharmaceutical supply chain inefficiencies by enabling real-time tracking and
counterfeit prevention. Similarly, the IBM DSCSA Pilot showcases blockchain's role in enhancing
clinical trial data transparency, fostering collaboration and improving stakeholder trust.

While the benefits of blockchain are significant, challenges persist, including interoperability
with existing systems, regulatory compliance, and scalability. Addressing these barriers is crucial to
unlocking the full potential of blockchain and building a secure, efficient, and transparent healthcare
ecosystem.

Case studies such as Estonia’s healthcare system and the MediLedger initiative underscore
blockchain's ability to mitigate challenges like data integrity, counterfeiting, and inefficiencies. At
the same time, they highlight the need to overcome hurdles such as scalability and compliance for
broader adoption.

As blockchain continues to evolve and reshape the healthcare landscape, it introduces new
opportunities and challenges. In the following section, we explore its role in enhancing security,
mitigating risks, and addressing emerging concerns surrounding data protection and system integrity

CHALLENGES OF BLOCKCHAIN IN HEALTHCARE:
SECURITY, COMPLIANCE, AND ETHICS

Security Implications of Blockchain in Healthcare

Blockchain technology is considered as a robust and secure data storage solution. However, it is
still vulnerable to threats, as attackers are becoming increasingly ingenious at penetrating blockchain
networks to obtain funds or interfere with normal operations. This section offers a summary of the
most prevalent attacks on blockchain systems (Guru et al., 2023; Kaushik & El Madhoun, 2023).
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The 51% Attack

This type of attack typically occurs in public blockchains that employ the PoW consensus
mechanism when an individual or group of attackers secures control of more than 51% of the network's
hash power. With this dominant position, they can manipulate the validation process for new blocks,
reverse transactions by creating longer branches of the blockchain, or execute double-spending by
validating a transaction on the main chain while simultaneously canceling it on a separate chain that
they continue to develop secretly (Ye et al., 2018). Below are documented cases involving Ethereum
Classic and Bitcoin; these illustrate the practical risks and resilience of PoW systems.

Ethereum Classic, a PoW blockchain diverged from Ethereum, suffered 51% attacks in January
2019 and August 2020 and three repeated attacks in a month, resulting in the theft of more than $6.7
million (Badertscher et al., 2021; Berg, 2020).

In the context of healthcare, a 51% attack could lead to the unauthorized alteration of medical
records, fraud, or financial manipulation. For example, an attacker could modify EHRs to introduce
fraudulent data, potentially leading to incorrect diagnoses or treatments. Additionally, if blockchain
is used for insurance claims processing, an attacker could falsify transactions, causing financial fraud
and disrupting patient care (Agbo et al., 2019; Vazirani et al., 2020). The decentralized trust that
blockchain offers would be severely undermined if a malicious actor successfully executed such an
attack.

Sybil Attack

This attack occurs when a malicious actor creates many fake identities in a decentralized network
to gain control and disrupt operations (Hammi et al., 2022). By utilizing these fake identities, the
attacker can exert disproportionate influence over the network, potentially disrupting consensus or
reputation systems. This could involve manipulating votes for protocol changes or engaging in actions
that undermine trust and security, such as fraudulently confirming invalid transactions or blocks
(Hafid et al., 2022). In healthcare, a Sybil attack poses a serious threat to data integrity, security, and
privacy by exploiting the trust model of blockchain networks. A malicious actor could manipulate
clinical trial data by controlling multiple fraudulent identities, altering research outcomes, and
potentially influencing drug approval processes in harmful ways. In patient data-sharing networks,
such an attack could enable unauthorized entities to gain access to sensitive medical records, leading
to severe privacy violations and non-compliance with regulations such as the HIPAA and GDPR. By
overwhelming the network with fake nodes, an attacker could also disrupt legitimate transactions,
delaying critical medical updates or obstructing access to essential healthcare services. While many
healthcare blockchains rely on permissioned or hybrid models to mitigate Sybil risks, the threat
remains significant in public blockchain implementations, where identity verification mechanisms
may be weaker. To counteract these threats, researchers have proposed various solutions. For instance,
Raghav and Bhola (2023) suggest using a universal unique identifier code to prevent Sybil attacks in
blockchain-based healthcare systems. Additionally, Igbal and Matulevi¢ius (2021) explore security
risk management frameworks to address Sybil and double-spending risks in blockchain systems.

Routing Attack

A routing attack disrupts the communication between computers, or nodes, in a blockchain
network by interfering with the flow of data. The attacker may use techniques such as border
gateway protocol hijacking, which involves manipulating internet routing paths to redirect data, or a
man-in-the-middle attack, where the attacker secretly intercepts and potentially alters communications
between two parties without their knowledge. These attacks can cause delays in the sharing of new
blocks, isolate specific nodes from the network, or expose sensitive information (Chaganti et al., 2022).

In this context, a blockchain network refers to a group of interconnected computers
that collectively maintain the blockchain. Border gateway protocol hijacking manipulates
how internet traffic is routed, tricking data into passing through the attacker's path. A
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man-in-the-middle attack allows an attacker to intercept and alter communication without detection.
Block propagation refers to the process of distributing new data, or blocks, to all nodes in the network.

In the healthcare sector, routing attacks present a significant threat by compromising the integrity
and reliability of blockchain-based systems. Medical transactions, such as prescription issuance, test
results, and insurance approvals, may be intercepted before reaching their intended recipients, resulting
in delays that could hinder critical healthcare services. Attackers could alter or discard blockchain
updates, leading to inconsistencies in patient records that undermine the accuracy and trustworthiness
of medical information. When blockchain is employed for medical device monitoring, a routing attack
could disrupt real-time updates on patient conditions, potentially causing life-threatening delays in
care. Given that healthcare networks integrate multiple interconnected systems, routing attacks may
also serve as entry points for more extensive security breaches. By exploiting vulnerabilities in hospital
networks or cloud-based health services, attackers could manipulate blockchain communications
to gain unauthorized access to sensitive medical data, posing a severe risk to patient privacy and
system security.

Double Spending Attack

In this attack, an adversary spends the same unit of digital currency multiple times. The attacker
successfully sends a transaction to one recipient and then quickly initiates another transaction using
the same funds directed to another destination under their control. If the attacker can manipulate the
network so that the second transaction is confirmed before the first, they can effectively spend the
same amount twice. This attack is particularly feasible on blockchains without robust double-spending
prevention mechanisms, such as multi-node transaction confirmation (Begum et al., 2020).

In healthcare, a double spending attack poses a significant threat by exploiting vulnerabilities
in blockchain consensus mechanisms and transaction validation processes. By submitting the same
insurance claim multiple times, attackers could commit financial fraud, leading to unnecessary payouts
and resource misallocation. Duplicate prescription transactions could enable patients to obtain excess
medication illegally, increasing the risk of drug abuse and black-market distribution. Manipulating
supply chain records may result in falsified transactions within pharmaceutical logistics, potentially
allowing counterfeit drugs to enter the system and compromise patient safety.

Smart Contract Vulnerabilities

These arise from coding or logical errors in smart contracts deployed on the blockchain, including
poorly designed functions, data manipulation errors, or unforeseen security flaws. Attackers can exploit
these vulnerabilities to misappropriate funds, manipulate contract behavior, or disrupt automated
processes. This includes attacks such as reentrancy (where one contract maliciously and repetitively
calls another), numerical overflows or underflows, or exploiting function visibility issues (Khan &
Namin, 2020).

In the healthcare sector, vulnerabilities in smart contracts can lead to severe security and privacy
risks, undermining the integrity of blockchain-based medical systems. Poorly implemented access
control mechanisms may allow unauthorized parties to gain access to sensitive patient records,
violating privacy regulations and exposing individuals to potential misuse of their medical information.
Automated billing systems reliant on smart contracts could be exploited to generate fraudulent claims
or overcharge patients and insurers, resulting in financial losses and inefficiencies. Manipulation
of clinical trial data through smart contract vulnerabilities may lead to altered research outcomes
before they are permanently recorded, compromising the reliability of medical studies and regulatory
decisions.

A well-documented example of smart contract vulnerabilities is the decentralized autonomous
organization hack in 2016 on the Ethereum blockchain, where a reentrancy attack led to significant
financial losses. The decentralized autonomous organization raised approximately $150 million in
Ether before being exploited, resulting in the theft of about 3.6 million Ether, valued at around $50
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million at the time. The attack took advantage of flaws in the smart contract's code, specifically a
reentrancy vulnerability that allowed the attacker to repeatedly withdraw funds without updating
the contract's balance (Mehar, 2019). Similar weaknesses in healthcare blockchain systems could
jeopardize patient privacy, financial security, and compliance with industry regulations. The
implications of such vulnerabilities highlight the need for robust security measures in blockchain
applications, especially those handling sensitive data like healthcare information.

Mitigation Strategies

In this section, we discuss the various prevention strategies that healthcare applications using
blockchain can adopt to mitigate the prevalent attacks on blockchain technology.

Preventing 51% and Sybil Attacks

Utilizing permissioned blockchains can effectively prevent 51% and Sybil attacks. The prevention
strategies vary depending on the application type (Asiri & Miri, 2018).

In medical records management, blockchain nodes are exclusively operated by accredited medical
entities, such as recognized hospitals and healthcare organizations. These nodes are selected based
on stringent criteria related to data security compliance and computing capabilities. Implementing
specific consensus mechanisms, like PoA, enhances security by restricting new block creation to
trusted entities. In medicine traceability, incorporating nodes managed by pharmaceutical regulatory
authorities ensures rigorous oversight. Appropriate consensus mechanisms may include variants of
PoS, where the ability to validate transactions correlates with the reputation or commitment of the
regulatory nodes.

In research and clinical trials, nodes run by recognized research institutions help guarantee
data integrity and can employ hybrid consensus systems. These systems may combine validation by
authorized entities with algorithmic methods to detect and thwart attempted takeovers.

Preventing Routing Attacks

Securing communication channels is essential to avoiding routing attacks. The prevention
strategies vary by application type (Igbal & Matulevicius, 2021).

In medical records management, virtual private networks specifically designed for secure medical
data transfer can be implemented. These virtual private networks utilize advanced encryption protocols,
such as Transport Layer Security (TLS) and its predecessor, Secure Sockets Layer (SSL), which
establish encrypted connections to ensure the confidentiality and integrity of data during exchanges
between hospitals and practitioners. TLS, the more secure and updated version of SSL, is widely used
to protect sensitive healthcare information from interception and tampering. Additionally, network
segmentation techniques can be employed to isolate sensitive data and protect it from unauthorized
access.

In the traceability of medicines, secure channels must be established between distributors and
pharmacies, using end-to-end encryption technologies to ensure that the data related to medicine
movement remains secure and unaltered. Moreover, employing asymmetric cryptography guarantees
that only authorized parties can access and verify the authenticity of traceability information. In
research and clinical trials, safeguarding the data exchanged among various involved parties requires
particular attention. Employing encryption protocols tailored to this field ensures the security of
sensitive information.

Preventing Double Spending Attacks

To mitigate double-spending attacks in healthcare applications, specific technical strategies
should be implemented for each application type (Akkaoui et al., 2020).

In medical records management, implementing the PoA consensus protocol
is vital, as only authorized nodes from recognized healthcare entities can validate
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transactions. This approach enhances record integrity by preventing duplicate entries. Additionally, a
layered verification system is utilized, requiring multiple authorized nodes to validate each transaction,
adding an extra layer of security.

In medicine traceability, multi-node validation mechanisms involve participation from various
stakeholders in the pharmaceutical supply chain, including manufacturers, distributors, and
pharmacies. Each transaction (i.e., the transfer of a medication batch) must be validated by several
entities to ensure that no single unit of medication is recorded more than once. This decentralized yet
coordinated method effectively prevents attempts to double-count within the system.

In research and clinical trials, ensuring data integrity involves employing appropriate consensus
protocols, such as modified versions of PoS or proof of elapsed time. In these protocols, data validation
depends on the reliability and reputation of the research institutions involved in the blockchain,
ensuring that clinical trial data is not falsified or inaccurately recorded.

Preventing Smart Contract Vulnerabilities

Regular security audits and penetration testing for smart contracts can help prevent vulnerabilities
(Kongmanee et al., 2019; Sayeed et al., 2020).

In medical records management, conducting regular security audits, especially for compliance
with healthcare data protection standards like the HIPAA, includes thorough penetration tests to
identify potential security weaknesses. Continuous monitoring of smart contracts can also ensure
that modifications or updates comply with patient data confidentiality requirements.

In medical traceability, smart contracts should incorporate built-in defenses against data
manipulation and errors. They must feature cross-validation of transactions at each step in the supply
chain and automated clauses to flag inconsistencies. Regular audits should be conducted to ensure
compliance with pharmaceutical regulations and to prevent unauthorized data alterations.

In research and clinical trials, smart contracts should integrate advanced security clauses to
protect sensitive data. These clauses may include mechanisms for encrypting data both at rest and in
transit, along with automated verification protocols to ensure the integrity of collected data. Frequent
audits must be performed to ensure that these contracts adhere to the strict ethical and regulatory
standards governing clinical research.

Regulatory Compliance Challenges

The integration of blockchain technology into healthcare systems offers promising advancements
in data management, security, and interoperability. However, it also presents significant regulatory
compliance challenges, particularly concerning frameworks such as the HIPAA in the United States
and the GDPR in the European Union. This section examines these challenges and their implications
for healthcare organizations.

HIPAA Compliance Challenges

The Health Insurance Portability and Accountability Act (HIPAA) is a critical regulation in
the United States that mandates the protection of protected health information (PHI). However,
blockchain’s immutability poses significant challenges in relation to HIPAA’s requirements,
particularly the right to amend health records. According to HIPAA’s Privacy Rule, patients have the
right to request modifications or corrections to their health records if they contain errors or if new
medical information arises (HHS, 2013). However, once data is written to a blockchain, it becomes
permanent and cannot be modified, which directly conflicts with HIPAA’s stipulation that records
must be amendable (Benchoufi & Ravaud, 2017). This feature of blockchain becomes problematic,
especially in situations where a patient requests changes or updates to their health records, such as
when errors are discovered or additional treatments are needed. Researchers have suggested hybrid
blockchain solutions—where off-chain storage mechanisms enable compliance with HIPAA while
maintaining the security and integrity benefits of blockchain (Kuo et al., 2017).
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The central issue concerning HIPAA compliance with blockchain lies in the immutability of
blockchain data. The HIPAA guarantees patients the right to amend their health records to correct
errors or add new information. Once data is written onto the blockchain, it becomes permanent and
cannot be modified, creating a direct conflict with the HIPAA requirement for data amendment
(Pollak, 2006). This challenge is explored in Charles et al. (2019), who explain that blockchain’s
permanent record makes it difficult to meet the HIPAA’s provision that health information should be
editable. To address this, Hasselgren et al. (2020) suggest incorporating hybrid blockchain models,
where sensitive data is kept off-chain, while the blockchain records transaction metadata and hashes.
This would preserve the integrity and auditability features of blockchain without conflicting with the
requirement to modify health records. This off-chain solution allows healthcare providers to amend
or delete sensitive health data, which aligns with the HIPAA’s data amendment requirements while
still benefiting from blockchain’s secure framework.

Another significant challenge is related to data access control. The HIPAA mandates that PHI be
accessed only by authorized individuals who require it for treatment, payment, or healthcare operations.
The decentralized nature of blockchain makes it inherently difficult to ensure that only authorized
parties have access to sensitive health data. In public or permissionless blockchains, this issue is even
more pronounced, as the transparency feature of blockchain enables any participant in the network
to potentially view all data unless strict access control mechanisms are integrated (Reinhardt, 2019).
As Hasselgren et al. (2020) note, implementing robust access controls in blockchain applications can
mitigate this issue by using advanced encryption techniques, multi-signature protocols, and public
key infrastructures to secure data transmission and ensure that only authorized individuals or entities
can access PHI.

GDPR Compliance Challenges

Similar to the HIPAA, the GDPR sets forth strict regulations regarding the processing and
storage of personal data, with a particular emphasis on data subject rights and data privacy. However,
blockchain’s immutable and decentralized design presents challenges in complying with several key
provisions of the GDPR, particularly with the right to be forgotten and accountability.

The right to be forgotten allows individuals to request the deletion of their personal data under
certain conditions. Blockchain's immutability creates a direct conflict with this right, as once data
is recorded on a blockchain, it cannot be erased. This presents a significant challenge for healthcare
applications that rely on blockchain to store personal health data. As Hasselgren et al. (2020) explain,
healthcare organizations may need to maintain the ability to erase patient data or grant patients the
ability to control the removal of their data when necessary. Blockchain’s transparent and unalterable
ledger makes this particularly difficult, especially if patient consent or preferences change or if the
data is incorrect. The solution, according to Charles et al. (2019), lies in using hybrid blockchain
systems, where sensitive data is kept off-chain, but the integrity of the transaction and metadata
is maintained on-chain. This approach would allow the deletion of sensitive information stored
off-chain, thereby providing a way to comply with the right to erasure while retaining the benefits
of blockchain’s auditability.

In addition to the right to be forgotten, the GDPR mandates clear accountability regarding
the processing of personal data. The decentralized nature of blockchain introduces ambiguity
about who is responsible for ensuring compliance, as it lacks central authority. According to
Charles et al. (2019), in public blockchain systems, where multiple independent participants are
involved in processing data, it is often unclear who assumes the role of the data controller or
data processor. This creates challenges in assigning accountability, as blockchain’s distributed
ledger does not inherently designate responsibility for ensuring that the principles of the GDPR—
such as data minimization and purpose limitation—are respected. To address these challenges,
blockchain developers could consider using permissioned blockchain networks, where participants
are pre-approved and can be held accountable for processing data (Hasselgren et al., 2020).
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Furthermore, smart contracts could be deployed to automate the tracking of data usage and ensure
that each transaction complies with the GDPR’s transparency and consent requirements.

Finally, the GDPR requires that personal data be anonymized or pseudonymized to protect
individuals’ privacy. While blockchain can pseudonymize data, its transparency presents challenges in
ensuring that data is fully anonymized, as individuals may be re-identified through cross-referencing
blockchain data with external sources. As Charles et al. (2019) suggest, blockchain applications in
healthcare could use ZKPs and advanced cryptographic techniques to ensure that sensitive personal
health data is not exposed while maintaining the integrity of the system. These techniques would
allow verification without revealing sensitive information, aligning with the GDPR’s goal to protect
privacy while ensuring the system’s integrity.

Proposed Solutions and Design Considerations

To overcome these regulatory challenges, several design strategies can be employed. First, hybrid
blockchain models offer a promising solution by combining blockchain’s integrity and auditability with
off-chain data storage. This ensures that the GDPR’s right to be forgotten and the HIPAA’s right to
amend are respected while preserving the benefits of blockchain’s immutability for critical metadata.

Second, the use of smart contracts can automate data access and consent management, ensuring
that patients have control over who accesses their health data and for what purposes. Smart contracts
can also help track and enforce compliance with both the HIPAA and the GDPR, particularly by
automating the collection and revocation of consent (Charles et al., 2019).

Lastly, adopting permissioned blockchains and cryptographic privacy techniques like
homomorphic encryption and ZKPs can mitigate concerns about data access and ensure that sensitive
data is only visible to authorized entities, thus satisfying regulatory requirements for privacy and
accountability (Hasselgren et al., 2020).

Blockchain technology offers transformative healthcare potential, particularly in data security,
interoperability, and privacy. However, its adoption in healthcare must navigate complex regulatory
landscapes such as the HIPAA and GDPR. The immutability, decentralization, and transparency
of blockchain introduce conflicts with several key provisions of these privacy laws, particularly
around data modification, deletion, and access control. By employing hybrid blockchain models,
smart contracts, and advanced cryptographic techniques, healthcare applications can be designed
to comply with regulatory standards while preserving the security, transparency, and integrity that
blockchain offers.

Ethical Considerations

The ethical implications of blockchain technology are crucial to its successful adoption, especially
in the healthcare sector. While ethical challenges in information systems and emerging technologies
have been widely studied, research specifically addressing blockchain ethics remains limited. As
blockchain technology permeates diverse sectors, it becomes imperative to evaluate its potential
ethical and moral challenges to ensure responsible implementation (Tang et al., 2018).

In blockchain, ethical frameworks have been applied differently. Tang et al. (2018) suggest that
ethical issues in complex technologies like blockchain cannot be simplistic. They present an ethics
framework for blockchain, categorizing issues into three levels: micro (technological domain), meso
(application-specific issues), and macro (impact on institutions and society). While these issues
share commonalities, their implications vary depending on the application. Dierksmeier and Seele
(2020) use classical ethical frameworks to classify blockchain’s morally favorable, unfavorable, and
ambivalent aspects, particularly in trust, job platforms, and privacy. These studies emphasize the need
for regulatory mechanisms to ensure blockchain transparency, participation, and openness.

Across different blockchain applications, ethical considerations can be grouped into common
parameters:
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Accountability is a cornerstone of ethics, requiring individuals and organizations to take
responsibility for their actions and be liable for any harm caused. This becomes particularly
important in blockchain applications, where the responsibility for actions must be traced to either
human or software agents (Thekkilakattil & Dodig-Crnkovic, 2015).

Fairness in blockchain means ensuring non-discrimination and inclusion. However, blockchain
technologies, like cryptocurrencies, can exacerbate existing social biases and inequalities
(Lapointe & Fishbane, 2018). Achieving fairness requires understanding the social context in
which the technology operates and its potential unintended consequences (Selbst et al., 2019).
Privacy in blockchain concerns how personal data is collected, processed, and used (Birnhack,
2011; Lazaro & Le Métayer, 2015). While blockchains ensure transparency, they can also raise
privacy concerns, especially in public blockchains where access to data is unrestricted. Privacy
challenges must be addressed both at the technological and application levels (Tang et al., 2018).
Accuracy blockchain ensures accuracy by validating data, but challenges like “zero-state” issues
remain, especially with historical data that precedes the blockchain (Lapointe & Fishbane, 2018).
For example, falsified records before the blockchain's inception could affect the accuracy of the
entire system, such as in land title registries.

For data access, in terms of information technologies, access defines how a person can interact
with and use any system. Access addresses what and how much information can be accessed,
when access will be permitted, who will grant permissions, and what mechanisms will be used
to safeguard access. It is also essential to identify and establish that data is used only for the
purpose for which it was collected and should be used only by authorized persons after obtaining
explicit consent. Any other use of the data may be conditional or prohibited. Even with explicit
consent, the need to guarantee it is used appropriately is essential. Transparency in blockchains
means that all nodes have access to all data in the chain. Such high visibility of all transactions
can be intrusive for the individual's privacy, more so in the case of public blockchains that are
accessible to anyone. In terms of blockchain, according to Lapointe and Fishbane (2018), ethical
issues pertaining to access imply clear definitions about the scope of access and who can access
it while having mechanisms to prevent exploitation.

Data ownership blockchain’s decentralized nature empowers users to control their data, but issues
like data ownership and control remain unresolved. Ethical dilemmas arise over who owns the
data and how it is processed, especially when individuals have limited access or understanding
of blockchain systems. Further, issues pertaining to data subjects having the right to access
their personal data, verify its accuracy, and request correction are also required. Despite the
decentralized nature of the operation, the ethical dilemmas around digital literacy, and the
effective ability to access the system, also become important in the context of blockchains.
Governance in blockchain refers to decision-making processes and authority structures, whether
centralized or decentralized. Thus, it has a direct impact on organizational operations. In the
context of blockchains, governance is based on the models of authority structure and the extent
to which decision-making processes are automated. While these are more specific to defining
the governance structure, a more important ethical dilemma of blockchain implementation
appears at the algorithmic level. Algorithmic governance implemented via smart contracts,
while desirable for preventing criminal activities, may also lead to discrimination. Individuals
whose public key has been erroneously associated with a criminal identity—based on limited
and potentially flawed data, as discussed by Lazaro and Le Métayer (2015)—could face unjust
restrictions. As organizations see the immense potential of blockchains, pertinent questions are
raised with respect to the algorithm.
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FUTURE DIRECTIONS

The integration of the IoMT, Al, and blockchain technology is set to revolutionize healthcare
delivery, enhancing patient outcomes, improving operational efficiencies, and ensuring data security.
This comprehensive analysis explores the future directions of these technologies, focusing on their
synergistic potential and real-world applications and the challenges that must be addressed to fully
realize their benefits.

Blockchain’s Role in Securing loMT Data

The integration of blockchain technology into IoMT systems addresses critical data privacy
and security concerns. Blockchain's decentralized architecture ensures that patient data is stored
securely and is immutable, thereby enhancing data integrity and traceability (Benaich, 2023; Ghadi,
2024). This is particularly important in healthcare, where sensitive patient information is frequently
exchanged among various stakeholders. By utilizing blockchain, healthcare providers can ensure that
data sharing is conducted securely, with a transparent audit trail that tracks who accessed the data
and when (Al-Aswad et al., 2021; Handayani, 2023).

Blockchain technology can also enhance patient consent management, allowing patients to
control who has access to their health information. This capability is crucial in fostering trust between
patients and healthcare providers, as patients are more likely to share sensitive information when they
know it is protected (Mallick et al., 2023; Rattanawiboomsom, 2023). Furthermore, blockchain can
facilitate interoperability among different healthcare systems, enabling seamless data exchange while
maintaining stringent security protocols (Srivastava et al., 2022; Zhao et al., 2018).

The integration of blockchain technology into [oMT enhances data integrity, security, and
accessibility. A blockchain-based IoMT ecosystem enables a patient-centric model, where health data
is owned and controlled by the patient rather than centralized entities (Griggs et al., 2018). This model
ensures that data generated by IoMT devices are filtered through intelligent systems that determine
their relevance and securely store them on the blockchain when necessary.

Blockchain for Secure loMT Networks

Blockchain has been proposed as a solution to IoMT security challenges by integrating
decentralized, tamper-resistant data storage with real-time access controls. For example, Griggs et
al. (2018) introduced a wireless body area network integrated with blockchain technology to enable
secure, real-time patient monitoring. This system evaluates patient health data based on personalized
threshold values, ensuring that only relevant information is stored while reducing unnecessary data
transmission.

Similarly, Zhang et al. (2017) proposed a blockchain-enabled pervasive social network model to
enhance secure data sharing among multiple healthcare nodes. Their solution includes two distinct
protocols: an IEEE-based secure link protocol optimized for low-computation mobile devices and a
blockchain-based data-sharing mechanism that ensures tamper-proof data exchange.

Other researchers have explored hybrid solutions, combining centralized and decentralized
architectures for scalable blockchain-based IoMT systems (Fan et al., 2018). By dividing networks
into edge and core layers, these models improve efficiency, scalability, and adaptability to dynamic
healthcare environments.

However, the implementation of blockchain in IoMT systems is not without challenges. Issues
such as scalability, regulatory compliance, and the need for standardization must be addressed to ensure
the successful integration of blockchain technology in healthcare (Han et al., 2022). Solutions such as
off-chain storage for large datasets and the development of regulatory frameworks that accommodate
blockchain's unique characteristics are essential for overcoming these barriers (Haddad et al., 2022;
Zheng et al., 2017).
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Blockchain-Al Integration in Healthcare

The convergence of Al and blockchain presents a transformative opportunity for healthcare
systems. By securing Al-driven healthcare models with blockchain technology, organizations
can enhance data security while automating data processing and decision-making in patient care
(Khatoon, 2020; Sicari et al., 2022). For instance, Al algorithms can analyze patient data stored on
a blockchain to identify trends and make predictions, while the blockchain ensures that this data
remains secure and tamper-proof. The potential benefits of this integration are substantial. Al can
improve the accuracy of diagnoses and treatment recommendations, while blockchain can provide a
secure framework for sharing this information among healthcare providers (Ali, 2023). However, the
integration of these technologies also raises technical and ethical challenges, including issues related
to data access management, scalability, and regulatory compliance. Addressing these challenges will
require collaboration among stakeholders, including healthcare providers, technology developers,
and regulatory bodies, to establish best practices and standards for the use of Al and blockchain in
healthcare.

Ethical, Legal, and Regulatory Considerations

The implementation of Al, [oMT, and blockchain in healthcare raises significant ethical, legal,
and regulatory challenges. Issues such as patient privacy, data sovereignty, and compliance with
existing regulations—including the GDPR in the European Union and the HIPAA in the United
States—must be carefully navigated (Linn & Koo, 2016). These regulations aim to ensure that patient
data is handled securely and transparently while maintaining patient autonomy over their health
records (Kshetri, 2018).

One of the primary concerns regarding blockchain-based healthcare systems is the immutability
of data. While blockchain ensures tamper-proof record-keeping, it also raises challenges in data
modification and patient rights, particularly regarding the right to be forgotten, as stipulated in the
GDPR (Shahnaz et al., 2019). The integration of privacy-preserving mechanisms, such as ZKPs
and off-chain storage, can help address these legal concerns while maintaining the benefits of
decentralization (Zheng et al., 2017).

To address these regulatory and ethical issues, healthcare stakeholders must develop robust data
governance frameworks that prioritize patient rights, consent management, and security standards.
These frameworks should integrate smart contract-based access control systems that allow patients
to define granular permissions for their medical records (Azaria et al., 2016).

Additionally, ongoing stakeholder collaboration is necessary to establish industry-wide guidelines
for responsible Al, IoMT, and blockchain deployment. Policymakers, healthcare providers, and
technology developers must engage in interdisciplinary discussions to balance innovation with ethical
responsibility while maintaining regulatory compliance (Bataineh et al., 2022).

CONCLUSION

Blockchain technology has the potential to revolutionize the healthcare sector by addressing
longstanding challenges related to data security, interoperability, transparency, and patient control
over personal health information. The increasing digitization of medical records, expansion of
telemedicine, and integration of emerging technologies such as the IoMT and Al highlight the
urgent need for robust and decentralized solutions that ensure data integrity and security. Traditional
centralized healthcare systems have proven insufficient in mitigating risks such as cyberattacks, data
breaches, and fraudulent activities. Blockchain, with its immutable ledger, cryptographic security, and
decentralized architecture, offers a transformative approach to enhancing data management, fostering
patient empowerment, and improving healthcare outcomes.
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One of the primary advantages of blockchain in healthcare is its ability to enhance data security.
By leveraging cryptographic hash functions, digital signatures, and consensus mechanisms, blockchain
ensures the integrity and confidentiality of sensitive patient records. Traditional EHR systems
have been plagued by vulnerabilities, including unauthorized access, lack of patient control, and
interoperability challenges. Blockchain addresses these issues by enabling patient-centric data access,
ensuring that only authorized individuals can view and modify health information. Tokenized access
control mechanisms and smart contracts provide additional layers of security, allowing patients to
manage permissions dynamically and revoke access when necessary. Estonia’s blockchain-enabled
healthcare system exemplifies how such implementations can enhance security and efficiency while
complying with stringent data protection regulations such as the GDPR.

Moreover, blockchain’s role in ensuring pharmaceutical traceability and combating counterfeit
drugs has been widely recognized. The MediLedger project and IBM’s DSCSA pilot have
demonstrated how blockchain enhances supply chain transparency by enabling real-time tracking of
pharmaceuticals from manufacturers to end-users. Counterfeit medicines pose significant threats to
public health, particularly in regions with fragmented supply chains and weak regulatory oversight.
Blockchain’s immutable ledger and smart contract capabilities help authenticate drug sources, track
temperature-sensitive shipments, and facilitate rapid recalls in cases of contamination or fraud. By
integrating blockchain with internet of things sensors, healthcare stakeholders can further enhance
supply chain security and ensure compliance with regulatory standards.

Beyond securing patient data and improving pharmaceutical traceability, blockchain is
transforming clinical research and medical trials. Traditional research methodologies suffer from
inefficiencies related to data manipulation, lack of transparency, and difficulties in obtaining
informed consent. Blockchain-based solutions such as ZKPs and secure multi-party computation
provide privacy-preserving mechanisms for secure data sharing, ensuring that clinical trial data
remains tamper-proof and verifiable. By maintaining an immutable audit trail of research activities,
blockchain fosters trust among researchers, regulators, and participants while accelerating the drug
development process.

Despite its vast potential, blockchain adoption in healthcare faces significant challenges.
Scalability remains a primary concern, as blockchain networks must handle vast amounts of medical
data without compromising performance. Energy-intensive consensus mechanisms such as PoW
present sustainability challenges, necessitating the exploration of more efficient alternatives like
PoS or PBFT. Additionally, regulatory compliance and interoperability with existing healthcare
infrastructures require concerted efforts from industry stakeholders, policymakers, and technology
developers. Integrating blockchain with healthcare’s legacy systems demands standardized
frameworks, cross-industry collaboration, and substantial investments in infrastructure and training.

Moving forward, the successful deployment of blockchain in healthcare will depend on addressing
these challenges through interdisciplinary collaboration and technological innovation. Governments,
research institutions, and private enterprises must work together to develop scalable, secure, and
regulation-compliant blockchain ecosystems. Pilot projects, such as Estonia’s healthcare blockchain
initiative and the MediLedger project, provide valuable insights into best practices for implementation
and governance. Furthermore, integrating blockchain with Al and IoMT will unlock new opportunities
for personalized medicine, predictive analytics, and automated healthcare processes, enhancing patient
outcomes and system efficiency.

In conclusion, blockchain technology represents a paradigm shift in healthcare data management,
offering unprecedented levels of security, transparency, and efficiency. By mitigating cybersecurity
threats, improving patient control, and ensuring the integrity of medical records and pharmaceutical
supply chains, blockchains have the potential to reshape the future of healthcare. While challenges
remain, ongoing research and real-world implementations provide a solid foundation for further
advancements. As the industry moves toward digital transformation, embracing blockchain technology
will be crucial in building a more resilient, patient-centric, and secure healthcare ecosystem.
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