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AHHOTanUA

B faHHOW cTaThe paccMaTpUBAeTCsl MpoLecc pa3paboTKy J1abopaTOpHOTO CTeHZa TIo
VuTtepHerty Beiijei (I0T) Ha ocHOBe MUKpPOKOHTposiiepa STM32 ¢ moaynem LoRa zjist 6ecripoBoiHOM
nepefiaud JaHHbIX. OmMcaHbl 3Tarbl MPOEKTUPOBAHUS arapaTHOW YacTH, BBIOOD CEHCOpPOB U
WCTIO/THUTE/TbHBIX YCTPONCTB, a TaKXKe peair3aliyst IPOrpaMMHOT0 00eCIieueHusl C UCTI0/Ib30BaHHUEM
STM32CubelDE u HAL-6u6/1oTeK.

KimroueBble ciioBa: 10T, STM32, LoRa, 6ecripoBoziHast CBsi3b, 1ab0paTOPHBINA CTEH/, aTUUKH,
UART, I°C, ADC, STM32CubelDE, HAL, RAK3172, MQ-2, MQ-135, GY-30, 06pa6oTKa JaHHBIX,
MHUKDPOKOHTPOJI/IEpPHbIE CUCTEMBI.

AKTYya/IbHOCTb

C pa3BUTHEM YMHBIX TEXHOJIOTUIA BCe OOJIBIITYI0 3HAYMMOCTh TIPUOOPeTaroT CeTH «MHTepHeTa
Bemeii» (Internet of Things — IoT). IoT- 3T0 ceTh dU3NUECKNX O0OBEKTOB (JATUMKOB), BCTPOEHHBIX
CHCTeM, CUCTeM YTIpaBJIeHUs U CPe/ICTB aBTOMaTH3aluu 00paboTku nHbopMaLyy, MoaydyaeMou oT
ceHCOpoB. CHCTeMBbl  «MHTEpHETa  Bellleii»  [O3BOJIIIOT  peaju30BaTh  aBTOMAaTH3AI|HIO
TIPOM3BO/ICTBEHHBIX TPOLIECCOB, SHEPTeTUKH, CEeIbCKOTO XO3SIMCTBA, MeJULIMHbI, CO3/1aBaThb yMHbIE
KBapTUPHI, I0Ma, paiioHsbI U 1jesible Topoza [1]. KoruecTBO yCTPONCTB 1 JaTUMKOB, MOAK/IIOUEHHBIX K
VHTEPHETY, POJ0/KaeT CTpeMUTe/TbHO pacTu. I1o faHHbIM Kommnianuu Cisco, IpUBeJEHHBIM B OTUETe
[siiBa OBaHCa, emje B 2005 rogy MX UMC/I0 MPEBLICUIO HaceneHue 3emid. Ha cerofHsIIHUN eHb
HaCuMThIBaeTCst 0k0/10 50 MunapzioB IoT-ycTpoiicTs, a, coracHo nporHo3y Kiayca I11Ba6a, k 2025
rofly UX KOJIMUeCTBO MOXKET JOCTUYb TPU/IIIMOHA [2].

CoBpeMeHHOe UH)XKeHepHOe 00pa3oBaHue [JO/KHO YUUTHIBATh He TOBLKO Oa30Bble TIPUHLUIIBI
paboTbl MUKPOKOHTPOJIJIEPOB, HO M B3aMOJENCTBHE C TNeprudepruiiHbIMU YCTPONCTBaMH, paboTy ¢
1 posbiMu uHTepdeiicamu (I°C, UART, SPI, 1-Wire), a Takke MeToAbl 6eCripoBOHOM Mepejaun
JAHHBIX, Takue Kak LoRa. Hecmotps Ha pactymmuii unTepec K 10T, yueOHbIe Kypchl ¥ MeTOUUECKHE
Marepuasbl 10 3TOW TeMe OCTAlTCs OrpaHWYeHHBIMH, a CYILeCTBYIOIIUe abopaTopHble CTeH/IbI
3auacTyl0 He OXBaThIBAIOT BECh CIIEKTP aKTyasIbHbIX TEXHOJIOTHH.

B Hacrosieidi paboTe paccMaTpuBaeTCs MPOTOTUIT YueOHO-/1ab0paTOpHOTO CTeH/[a,
TpeIHAa3HAYEeHHOTO [/isi W3yueHHs1 OCOOEHHOCTed TiepefjauM [aHHBIX OT psJa WCTOUHHKOB C
WCTI0/Th30BaHUEM Pa3/IMUHBIX IIPOTOKO/IOB OecripoBoziHOM cBsi3u [3]. B maHHo# paboTe ripesiaraeTcst
pa3paboTka j1abopaTopHOro cTeH/ja Ha 6a3e MUKpokoHTposiepa STM32 ¢ momyneM LoRa, KOTopbIii
T03BOJIUT M3yuaTh K/IHOUeBble acreKkThbl MpoeKTupoBaHus loT-ycTporicTB. CTeH[, BK/IIOYAeT JaTuMKU
Pa3/IMYHBIX THUIOB, YTO [AAaéT BO3MOXXHOCTh OCBOMTb TNPHHIMILI PabOThl C aHA/JIOTOBBIMH M
U(PPOBBIMU CUTHA/IaMH, a TakKKe OeCTIpOBOZIHYIO Mepejjauy AaHHBIX. Pa3paboTka Takoro KoMriekca
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He TOJIbKO paCHIvpseT O6paBOBaTEJIbHBIe BO3MO>XHOCTH, HO M TIOBBIIIIA€T YDPOBEHL IMMOATOTOBKU
6y,qyu.ux1x CIIeli1aJInuCTOB, Aejad UuxX BOCTpe6OBaHHLIMI/I B BBICOKOTEXHOJ/IOTUYHBIX OTPaC/IdX.

Pe3ynbTarhl M HX 00CY)XK/IeHHE
Ha mepBom »3Tarie pa3pab0TKu ObUT MIPOM3BENEH TMOJA00p HEOOXOJUMBIX KOMIIOHEHTOB U
CO3/laHHe MX CXeMaTUueCKOro Tpe/cTaBieHUs. B KauecTBe OCHOBHOW TaT(OPMBI UCIIO/Ib3YeTCs
STM32 Nucleo-L073RZ, a ansi 6ecripoBofjHOM CBsA3M 3afieiicTBoBaH MoAynb RAK3172. B cocras
YCTPOWCTBA TaKXKe BXOJAT JaTUHKU:
MQ-2 1 MQ-135 — ra3oBble CEHCOpHI AJisi Omnpefie/ieHUs] KOHL[@EHTPaLUK BpPeJHbIX
BelLleCTB;
PIR-ceHCOp — AaTuvK ABUWKEHUS;
Hatuuk 3Byka K-037 — [/11 UsMepeHus1 ypoBH4 LlIyMa;
BH1750 — gaTuvK 0CBeLLEHHOCTH;
LCD-pucnineri 1602 — aJ1g BbIBOZA JaHHBIX.
Ha pucyHke 1 nipeficTaB/ieHa cxeMa COeZIMHEHUI BCeX MOZYJIei:

Pucynok 1. Cxema creHja
[Tocne cocraBieHusi cxembl ObIT COOpaH pabouwii CTeH[|, HA KOTOPOM MPOBE/IEHbI TIepBbIe

TecTbl pab0TOCMOCOOHOCTH BCeX MOAY/el. B KauecTBe MCTOUHKKA MUTaHMs UCTO/b3yeTcst USB-mopT
KommbtoTepa. dortorpadusi CoOpaHHOTO CTeH/A TIPe/iCTaB/IeHa Ha PUCYHKe 2:
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PucyHok 2. ®usnueckas peanusanus CTeHJa

Cnepyrormuii star - 3To pa3paboTka mporpaMMHOro obecrieueHus. [jist MporpaMMHUpPOBaHUS
ycTporictBa ucrnob3yorcess STM32CubeMX u STM32CubelDE ¢ 6ubnvorekamu HAL. Kop
HarnvcaH Ha s3bike C, UCTIob3ys CTaHjapTHEIe neprdepuiiHbie bubmiorekn STM32. Peami3oBana
pabora ¢ AL, I°C u UART. Takke MOryT IIOHafo0ATCS Takue IIPOrpaMMbl, Kak
STM32CubeProgrammer /151 IpOBepKH KOPPeKTHOM 3arpy3ku NpomBku U TepmuHan (PuTTY wumm
TeraTerm 5) g/st MpoBepKy coeqvHeHui yepe3 AT-komaHgbl. Ha pucyHkax 3 u 4 mnpejcTaB/ieHbI
CKpUHILOTHI TipoekTa B STM32CubeMX u STM32CubelDE, conepskaiijiie 0CHOBHbIe (haiisbl.

loT_LoRa_Temirlan.ioc - Pinout & Canfiguration

Clock Configuration Project Manager

v Software Packs ~ Pinout
i3 Pinout view System wview

e
e

usarT2TH [

URARTZ R [
ADc Ihe
GPI_pur [

Pucynok 3. HasHauenue nuHoB B STM32CubeM X
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File Edt Source R Run  Window Help

s mowR e i Gy v QOv Qv gy dEEgdefroPow || B
1T Project Explarer * % = B @ mainc =

~ B loT_LoRa_Temirlan I #include

Fill Includes a2 #:I._nclude
: @  finclude “bi
iy @ 4 #include '
7 5 #ineluda " X
> & Sre 6 #include "stm3210z:x | "
&' main.c 1 #include <stdint.h>

l= stm32100_hal_msp.c 5 i T

T OaHHL LA

/e HHe ONA OaHHEE HaTuUEor
> 18 stm320ec it 10 uintle t mg2 value, mgl35 walue, mic_walue, pir wvalue:
» |8 syscalls.c float light lewvel:
I& sysmen.c 2 ' ) ’
[ systern_stm32I0w.c 13 vm.d‘Syst,?mclock_t‘:anfj_?{von?}J'
& Start 14 statie void MY GPIO_Init(veid):
b » static void MX ADC Init(wvoid):
& Drivers 1201

i statlic void MX I2C1l Init(void):
= Debug |7 static void MY USARTZ UART Init(void);
& 6T _LoRa_Temirlan.ioc L
% STM32L073RZTX_FLASH.Id
U Temirlan-LoRal

ef hadc:
f hi2ecl:
ellef huart2;

maHHex c ALN

. Channel (uint32 t channel) {

elConfTypebef sConfig = {0};

nnel - channel:

sConfig.Rank = ADC_RANK_CHANNEL_NUMBER:

if (HAL ADC ConfigChannel (&hadc, &sConfig) != HAL OK) {
Error_Handler();

}

HAL_ADC Start (shadc) :

HAL ADC PollFerConversion(&hadc, HAL MAX DELAY):

uintlé t value = HAL ADC GetValue (&hadc);

HAL ADC Stop (&hade) s

return value;

PucyHok 4. ®parmMeHT Kozia IpoeKTa
[MTocsie 3arpy3ku rnpoiuBku B STM32 Nucleo-LL073RZ 6bls1a BbITIO/IHEHA TTPOBEPKa paboThI
ycTpoiicTBa. [laHHBIe yCIelHo repeiatoTcst 1 obpabarteiBatoTcst. Ha pucyHke 5 BUHO MOAK/IIOUEHHE
T71aThl K KOMIBIOTEPY:

PucyHok 5. ITogkitoueHue 1/1aTebl K KOMITBIOTEPY

[Janbiie MOXXHO HAaCTPOUTHL IIPUEM [aHHBLIX Ha CTOpPOHe cepBepa. Hactpouts LoRa-muio3
(ecnin ucrnonb3yetcs) u cepsep (Harpumep, The Things Network, ChirpStack). Ha pucyHke 6 mokasan
nipuMep c ucnoss3oBaHreM The Things Industries.
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& @ % temiran-loraaslcloud thethings industries/consals

W e ey @ H Dashboard + Add v

ﬂ .

@ Create application @ Add end device -‘:e‘g' Create organization p Add AP| key
& Total end devices & Active applications & Connected
Applications — Gateways
nte
1 & Mo active applications Mo conne:
o |
Fu U
+ Add application
+
& tey lor .
The Things Stack Cloud Discovery
17 Top entities & Notifications [
-
- all Applications Gateways End devices
U !
# Upgradie now » Password of user “ironlan” changed
(i} Resources a1 o 43340 1e2cB4000 = temirtan-lora-lab Mo recent activly: = = New AP| key created for user

Pucynok 6. icnonws3oBanue cepeepa The Things Industries
3ak/iloueHue

B xome pabotrel Obul pa3paboTaH W TPOTECTHPOBaH JabOpPaTOPHBIM CTEHZ Ha OCHOBE
MuKpokoHTposiiepa STM32 Nucleo-L0O73RZ ¢ moxgynem LoRa RAK3172 pns GecripoBofHOM
riepe/iauy JJaHHBIX. YCTPOWCTBO BK/IFOUAeT B cebsi pa3/mmuHble AaTunku (ra3oBele MQ-2 u MQ-135,
ocsewéHHoctTy BH1750, perxenus PIR, 3Byka K-037) u LCD-gucniieid, yTo no3BosiseT U3yvarb
NIPUHLIMIIBI pabOoThI ¢ aHATIOTOBBIMU U 1(POBBIMU CUTHAaMH, a TaK)Ke TEXHOIOTMH OeCripoBOJHOM
cBs3u. bnaromapst ucnonb3oBanuio STM32CubelDE u 6ubmuoreku HAL yzmanoch peanu3oBaTh
OCHOBHbIE (DYHKI[MOHA/IbHbIE MOJY/IM TIpOrpaMMHOro obecrieueHusi, BK/touas pabory c ALII,
untepdericamu I12C u UART. IIpoBesiéHHbIe TeCThbI NOATBEPAUIN KODPEKTHOCTH Nepe/jauy JaHHbIX U
B3aUMO/IECTBUSL BCEX KOMIIOHEHTOB. Takxe pacCMOTpeHa BO3MOXXHOCTb MHTerpaliu C CepBepamu
IoT, takumu kak The Things Industries, yTo pacivpsieT noTeHLMalbHbIE CLieHApPUX NTPUMEHEeHUs
crenzia. Co34aHHBIN CTeH, MOXKET UCTI0/Ib30BaThCs KaK YUeOHbIM KOMIUIEKC /I71s1 0CBOEHUSI KITFOUeBbIX
acrnekToB npoeKTrMpoBaHus [0T-yCTpoicTB, a Takke C/Iy)KUTh OCHOBOM [i/11 Zla/IbHeMIIero pa3BuTHs B
cdepe aBTOMaTH3anMy ¥ 6eCIIPOBOIHBIX TEXHOIOT .
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