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INFORMATION SECURITY IS A KEY COMPONENT OF NATIONAL SECURITY
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In the course of modern globalization, attacks on information and communication technologies
are considered as threats to the direct national security of the state, and their identification and regulation
is a national priority.

In general, we can look at information security from two sides. The first is cybersecurity in the
field of IT, protection against hacker attacks, ensuring personal confidential data of citizens, etc. The
second is the problem of repelling various ideological information attacks on the information front from
the outside and from the inside, the formation of a competent and cold-blooded consciousness among
citizens. The problem of security in the IT field. This industry is an urgent problem that has worried
ordinary developing countries, starting with the most advanced countries of the world. The state is also
interested in the protection of personal data of citizens and, having nailed this by law, serves to ensure
information security through the relevant structures.

According to statistics, in January 2021, more than 25.5 thousand cyber attacks were committed,
which is 2.8% higher than in January 2020. Most of the cyber attacks occurred through malicious
software on computers [7].

Thanks to the acquisition of IT technologies, cyber attacks are most often directed at government
agencies and banks, as well as the infrastructure of the Kazakh internet. Attacks on the credit financial
system, in turn, lead to a decrease in the economic situation of the state. For example, the National Bank
attributes to the main risks in this area the losses of customers, individual financial organizations,
violations of the operational reliability and continuity of the provision of financial services, violations of
the systemic crisis.

The agency for regulation and development of the financial market reported that in 2021, about
2 billion dollars were robbed from two Kazakhstani banks, as well as anonymous transactions on more
than 250 payment cards.

By October 2022, there were 44.3 million payment cards in circulation - 45% more than in the
same period (30.6 million) for 2021. Such growth is the highest in recent years. The most common are
debit cards, the share of which is 76.5%, credit cards-20.0%. At the same time, over the past nine months,
8.3 thousand cases of internet fraud were registered-52.8% more than in the corresponding period last
year. Over the past three years, the frequency of such crimes has doubled [10].

Today, the most valuable asset of any organization is information, and information and
communication technologies are at the heart of all business processes. However, Kazakhstan's
informatization and internet infrastructure are often subjected to hacker attacks. According to The
Information Security Department of the National Security Committee, cyber attacks are aimed at both
government agencies and private citizens of Kazakhstan.

On September 25, Kazakhtelecom registered massive DDoS attacks on a number of sites of
Kazakhstan's information resources. Newtimes.kz, toppress.kz, Kazakh language sn.kz problems were
also noted in the work of a number of media outlets, such as the site and Radio Liberty.

Local internet operators also have problems. On September 28, Kazakhstanis began to complain
about communication problems at Tele2, Kcell and Beeline. The operators had already stated that™ the
failures are not on our part, but at the global level." Such hacker attacks were attributed by the president
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of the Republic of Kazakhstan Kassym-Jomart Tokayev to the upcoming elections of the head of state,
which will be held on November 20 [8].

Several documents have been adopted in the country to prevent possible threats and problems of
informatization. The Republic of Kazakhstan adopted the main legislative acts" on state secrets”,”" on
Informatization”, resolutions of the government of the Republic of Kazakhstan" on approval of uniform
requirements in the field of Information and communication technologies and information security", "on
approval of the concept of cybersecurity (“cyber shield of Kazakhstan™)".

At the same time, the main strategic document on ensuring information security is the Law No.
527-1V of January 6, 2012 "on national security of the Republic of Kazakhstan".

In accordance with Article 4, "Information Security is the state of protection of the information
space of the Republic of Kazakhstan from real and potential threats in the field of information, as well
as the rights and interests of a person and citizen, society and the state, ensuring sustainable development
and information independence of the country”. Article 23 provides for the Prevention of information
dependence of Kazakhstan, prevention of information isolation and isolation from other states,
organizations and individuals, prevention of information isolation of the President, Parliament,
government and forces ensuring national security of the Republic of Kazakhstan, detection and violation
of mechanisms of hidden information influence in the process of formulating and making state decisions,
undermining national security, , in particular, it is noted that priority will be given to the creation and
strengthening of a national system for ensuring information security of the most important objects of
State Electronic Information Resources, Information Systems, Information and communication
infrastructure [3].

The main political and legal act in the country, which defines the principles and main directions
of information security development, is the concept of "Cyber Shield of Kazakhstan™, developed within
the framework of the address of the president of the Republic of Kazakhstan "Third Modernization of
Kazakhstan: Global Competitiveness™ and the strategy "Kazakhstan-2050" for Kazakhstan's entry into
the top 30 most developed countries of the world. The concept defines the main directions of
implementation of state policy in the field of protection of Electronic Information Resources, Information
Systems and telecommunications networks, ensuring the safe use of information and communication
technologies [4] , [5].

It should be noted that the shortage of personnel in the IT sector in Kazakhstan is quite high. This
was announced at a Government Meeting by the minister of digital development, innovation and
aerospace industry Bagdat Musin. It was noted that the main focus is on strengthening the Institute of
state control in the field of information security, focusing on research work in this area. Earlier, President
Kassym-Jomart Tokayev said that by 2025 Kazakhstan will train at least 100 thousand highly qualified
IT specialists [9].

Information security is the most important area that forms the national security of any state.
Especially as internet communication develops, the relevance of Information Security is increasing.
Examples of this are cybersecurity, which is becoming increasingly important around the world today,
unauthorized possession of personal data of citizens through hacking on the internet platform and its use
for various negative purposes, various ideological contradictions in the information sphere, attempts to
manipulate consciousness

In conclusion, realizing the complexity and responsibility of this problem, an integrated approach
is needed to solve it at the state level. Cybersecurity is a complex transnational problem that requires
international cooperation to ensure the Internet. To effectively counter these threats, we need a multi-
level cybersecurity system that protects our citizens and government institutions.

Studying the scale of the threat of cyber threats and cybercrime, it is necessary to strive to prevent
cyber attacks rather than eliminate their consequences based on the methods of the leading countries of
the world.
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CTYICHT (paKynbTeTa MK IyHAPOJHBIX OTHOLICHUM
EHY wuwm. JL.H. I'ymuneBa, Actana, Kazaxcran
Hayunsiit pykoBogutens — .M. Kakenosa

Imob6ansHoe pa3Butue XXI Beka TECHO B3aUMOCBSI3aHHO C SHEPreTHUECKOM COCTaBIIAIOIIEH
HSKOHOMHYECKOTO pOCTa CyObEKTOB MEXKJIYHApPOIHOM MOJMTHKU. B ycIoBHsIX TIeonoinuTudeckoi
HECTaOMJIBHOCTH TOCYyapcTBa NMPOEKTUPYIOT U pealu3yloT HallMOHAJbHbIE CTpaTerMu U B cdepe
sHepreTuueckoi Oe3omacHoctu. Pecnybnuka Kazaxcran, kak oOnagatenb OOJBIIOTO peCypcHO-
SHEPreTUUECKOro IMOTEHIMajla, He sBJseTcs HcKiIodeHueM. [IpoBojs sHepreTMdeckyro IHOJIUTHKY,
KazaxcTraH y4yMThIBa€T M aKTyajbHbIE NPOOIEMHBIE COCTABIAIOIIME, KOTOPbIE OCTPO BIHSAIOT HA
SHEPreTHUECcKyt0 0e30MacHOCTh. B 11esoM, 11 HOHUMaHMS CyTH SHEPreTHUeCKOl 6e301MacHOCTH CTOUT
OCTAHOBMTbHCS HAa KOHTEKCTE JIAHHOT'O MOHATHUS. DHEPreTHUYEeCKyo 0e301MacHOCTh HAYy4YHbIE COTPYAHUKU
MexayHaponHoi mikosiel OusHeca PI'Y Hedtu u rasa umenun UM.M. I'yOkuna TyprymoOaeBa A.K. u
Kynsmamuposa M.C. onpenensitoT Kak OJIMH U3 IIaBHBIX KOMIIOHEHTOB HallMOHAJIBbHOW 0€30MacHOCTH
rocynapctBa. [laHHbI TepMuH proOpest 0coOyro 3HAYMMOCTh Ioclie HE(PTIHOrO KpHU3Kca M CKauka IeH
Ha sHepropecypchl B 1970-1980-x rr. XX Beka. CaM TepMUH «energy security» uyTh pasblie, B 1940-x
r. B CHIA. [TonuTosoru v FopucTsI CBA3BIBAIN JAHHBINA TEPMHUH C HHTEHCUBHBIM Pa3BUTHEM YKOHOMUKH
LITaToB Nocie BTopoit MUPOBOI BOMHBI U OTPOMHBIM CIIPOCOM Ha dHEproHocuteny [1].

I1. PobGeptc ompenenser s3HEPreTHUECKyI0 0e30MMacHOCTh KaK YBEPEHHOCTb B TOM, YTO SHEPTHUs
OyZieT UMEThCS B paclopsKEHUH B TOM KOJIMUECTBE M TOTO KaueCTBa, KOTOPbIEe HEOOX0IMMBI TP JJAHHBIX
HSKOHOMHYECKUX ycnoBHsX. [loguepkuBaercs, 4To sHepreTuyeckas 0e301MacHOCTb €CTh «BO3MOXKHOCTb
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