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Figure 1. 10 most important features 

These models can improve the efficiency of virus detection. The near-perfect malware 
detection rate of GRU is an advantage, but requires improvement from False Positive. The balanced 
performance of the SRNN also makes it a worthy competitor. It is also planned to conduct research 
on methods of protecting the Linux operating system in the future. Cybersecurity is a moving target, 
but something like this can help us keep up. 
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AI-ENHANCED CRYPTOGRAPHIC FRAMEWORK FOR HIGH-SPEED SECURE DATA 

TRANSMISSION IN LOW-ORBIT AIRCRAFT SYSTEMS 
 

Abstract. The increasing use of low-orbit aircraft (LOA) for critical applications requires 
strong data security. This paper introduces an AI-enhanced cryptographic framework for high-speed 
data transmission in LOA systems. The framework uses AI anomaly detection, hybrid encryption, 
and blockchain for real-time security, adaptability, and data integrity. It addresses the limitations of 
traditional cryptography in LOA environments and improves cyber resilience against advanced 
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threats. Key findings include enhanced encryption speeds, lower computational overhead, and 
accurate anomaly detection. The research discusses implications for LOA communication security 
and future directions in quantum-resistant cryptography. 

Introduction. The growing use of low-orbit aircraft (LOA) in critical applications has 
increased the amount of data transmitted between these aircraft and ground stations. This data often 
requires strong security to protect against unauthorized access and cyber-attacks. Traditional 
cryptographic methods face challenges in high-speed LOA communication, including the need for 
low-latency encryption, limited computational resources, and vulnerability to quantum computing 
threats [1]. This paper proposes an AI-enhanced cryptographic framework that combines artificial 
intelligence, advanced cryptographic techniques, and blockchain technology. The framework uses 
AI anomaly detection for real-time threat identification, hybrid encryption for robust data protection, 
and blockchain for data integrity and key management [2]. This solution aims to provide secure, 
efficient, and reliable data transmission in LOA systems.    

Methods. This chapter details the methodologies employed to develop an AI-enhanced 
cryptographic framework for secure high-speed data transmission in low-orbit aircraft (LOA) 
systems [3]. The framework integrates AI-driven anomaly detection, a hybrid cryptographic 
approach, and blockchain technology. 

AI-Driven Anomaly Detection: Long Short-Term Memory (LSTM) encoder-decoder 
models are utilized for real-time threat detection. LSTM networks analyze sequential data, 
processing time-series data from LOA to identify temporal patterns and deviations. The model is 
trained to reconstruct normal data sequences, and anomalies are detected by comparing the model's 
reconstruction with the actual input. 

Hybrid Cryptographic Approach: To balance security and efficiency, a hybrid approach is 
implemented, combining AES-256 for symmetric encryption of bulk data, RSA-2048 for 
asymmetric encryption of secure key exchange, and ECDSA for digital signatures ensuring data 
integrity and sender authentication. The hybrid encryption process involves data preprocessing, key 
generation using a quantum random number generator (QRNG), dynamic key configuration, data 
encryption, encrypted data transmission, and decryption and verification at the ground station. Table 
1 summarizes the key parameters of the cryptographic algorithms used in the hybrid encryption 
approach, highlighting their respective roles in the framework.  

Table 1. Hybrid Cryptographic Algorithm Parameters 
Algorithm Key Size (bits) Block Size (bits) Primary Use 

AES-256 256 128 Bulk data encryption 

RSA-2048 2048 Variable Secure session key exchange 

ECDSA 256 N/A Data integrity and sender authentication 

In summary, the methodologies combine AI-driven anomaly detection with a hybrid 
cryptographic approach and blockchain technology for secure key management and data integrity. 

Results. This chapter presents the results of the AI-enhanced cryptographic framework's 
evaluation and discusses their implications for secure data transmission in LOA systems [4]. The 
evaluation focuses on AI-driven anomaly detection performance, the efficiency and security of the 
hybrid cryptographic approach, and the impact of blockchain integration. 

AI-Driven Anomaly Detection Performance: The LSTM-based anomaly detection model 
demonstrated high accuracy in identifying simulated cyber-attacks, achieving an average accuracy 
of 98.2% in detecting spoofed ADS-B messages. 

Hybrid Cryptographic Approach Evaluation: The hybrid approach was evaluated for 
encryption speed, computational overhead, and security. The system achieved an average encryption 
speed of 1150 Mbps, with an average CPU utilization for encryption and decryption of 35%. The 
approach proved resilient against simulated cyber-attacks. 
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Blockchain Integration Impact: Blockchain integration enhanced the overall security of the 
system, with an average transaction latency for key updates and data verification of 250 ms. The 
blockchain implementation successfully prevented data tampering and ensured the immutability of 
key records. 

Comparative Analysis: The proposed framework was compared against traditional methods 
and existing blockchain-based solutions. It demonstrated improved real-time performance due to 
optimized consensus mechanisms and reduced computational load compared to existing blockchain 
solutions, while offering more robust security features than traditional encryption methods. 

Results Visualization: To illustrate the trade-off between encryption speed and security level 
for different methods, Figure 1 is generated. 

 

 
Figure 1. The trade-off between encryption speed and security level for different methods 

Discussion. The results demonstrate the effectiveness of the proposed AI-enhanced 
cryptographic framework for securing LOA communications. The integration of AI-driven anomaly 
detection provides a proactive defense, while the hybrid approach ensures speed and security [5]. 
Blockchain technology enhances the system's trustworthiness. The transaction latency introduced 
by blockchain integration could be a bottleneck for extremely time-sensitive applications and will 
be explored in future research. 

Conclusion. The developed system represents a promising solution for addressing 
environmental monitoring challenges. The system demonstrates high accuracy, acceptable error 
margins, and reliable data protection. Future research will focus on developing adaptive UAV 
control strategies to further optimize the monitoring process and expanding the system's 
functionality. 
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Marat G.S. (Almaty, Al-Farabi KazNU) 

FINDING THE THERMOPHYSICAL PARAMETERS OF THE MATERIAL BASED ON THE 
HYPERBOLIC EQUATION OF THERMAL CONDUCTIVITY 

With the development of technology, scientists have recently begun to use hyperbolic heat 
conduction equations more often. Here, a special place is occupied by the determination of the 
thermophysical parameters of the material, when the process of heating bodies by high-intensity 
energy flows is studied. Methods for solving the inverse problem for the hyperbolic heat conduction 
equation have not yet been sufficiently developed. For practical use, based on the measured 
statistical data, the development of methods for finding the thermophysical parameters of the heated 
material has a special place. Therefore, the development of methods for solving coefficient inverse 
problems for hyperbolic heat conduction equations becomes an urgent task.  

This work is devoted to numerical methods for finding the thermophysical parameters of the 
material under the heat. The mathematical model on the basis of hyperbolic equation of thermal 
conductivity is presented as well as the relaxation of heat flow  is taken into account. 

The implementation of the Fourier method for solving the nonlinear hyperbolic problem of 
thermal conductivity in a one-dimensional approximation by spatial coordinate is considered on the 
assumption that the diameter of the heating region is much greater than the depth of heat penetration. 
The main idea of this method is that the solution of the problem for partial differential equations is 
reduced to solving auxiliary problems for equations with fewer independent variables. 

Using the modified Newton method, numerical results were obtained for finding all the 
thermophysical parameters, as well as a comparison with the initially set values was carried out. 
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