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INVESTIGATION OF MAC AND APPLICATION LAYER PROTOCOLS WITH TRUST
SUPPORT FOR NETWORK SECURITY

The paramount importance that events have attained with respect to securing communication
networks is further compounded by interconnectivity. With floodgates opened to the Internet of
Things (IoT), mobile devices, and wireless communication, the growing level of complexity in the
environment has made networks more vulnerable to a variety of cyber threats. Among the most
critical would be the MAC layer and application layer in network communication, which are the
two layers directly impacting trustworthiness, efficiency, and security of data transmission.

Traditional means of security largely refer to cryptographic procedures or to the centralized
application of the firewall, which are sometimes ineffective in a highly dynamic, decentralized, and
resource-constrained environment such as a Mobile Ad Hoc Network (MANET) or an IoT system.
In this regard, trust-related means have started gaining popularity since they can quickly adapt to
their specific changing environments and can provide that extra measure of security in both the
MAC and application layers.

The MAC layer is responsible for controlling data transmission on a shared medium so that
bandwidth can be used efficiently, and collisions can be avoided. The MAC layer has itself been
under attack, with a plethora of methods like jamming, spoofing, and denial of service (DoS).
Likewise, the application layer, providing services for end-users like web browsing, messaging, and
file transfer, is a target for malware, phishing, and data breaches [3].

To resolve these vulnerabilities, trust models are being introduced within network protocols.
Trust-based systems can assess and analyze the behavior of nodes or services over time, enabling
them to make well-informed decisions towards these nodes or services based on past interactions,
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feedback, or context. For example, if a node is found to be consistently dropping packets or sending
malicious data, that node may be marked as untrustworthy and disallowed to participate in any
network communications [4].

The primary goal of this thesis is to analyze how the support for trust can be incorporated
into MAC and application layer protocols to provide the desired security for networks. The specific
objectives will be as follows:

-An analysis of existing MAC and application layer protocols will be carried out to examine
their potential for exploitation.

-Study existing trust models and assess their relevance to network security.

-Design or select trust-enhanced protocols for both layers and compare their performance.

-Simulate or apply these protocols under a variety of network conditions and attack
scenarios.

-Assess and compare how well trust support can counter the threats to security.

The primary thrusts of this research are trust support mechanisms in wireless and ad hoc
network settings such as MANETS, wireless sensor networks (WSNs), and IoT networks. It will
refrain from any significant deliberation on lower layers (e.g., physical layer) or systems highly
centralized as traditional enterprise networks. The usage of NS-3 or OMNeT++ simulation tools
will be adopted for modeling and evaluation of the protocols under consideration.

The research design includes the following:

- Literature Search: An elaborate study of existing MAC and application layer protocols,
trust models, and known security attacks.

- Protocol selection and design: Identification or development of trust-based enhancements
for selected protocols.

- Simulation and testing: Scenario implementation to evaluate protocol performance under
conditions, with varying levels of trust and attack patterns, in simulated network environments.

- Analysis of Data: Performance measurement of key metrics such as packet delivery ratio,
throughput, delay, and trust accuracy.

- Comparison and Evaluation: Comparison of trust-supported protocols with standard
protocols in terms of security, efficiency, and adaptability.

Trust-supported protocols are predicted to show significant improvements in these security-
related metrics, especially in hostile or unreliable environments. At the MAC layer, trust support
could recognize and isolate misbehaving nodes, thereby protecting against jamming or collision
attacks. Trust models at the application layer could identify malicious content or fraudulent services,
thus bolstering end-to-end security [5].

Additionally, trust-aware protocols are expected to preserve acceptable performance trade-
offs involving additional overhead for better reliability and resilience.

The main contribution presented in this doctoral thesis is the systematized evaluation of trust
support on two different layers of the network stack—namely, MAC and application. While existing
studies were often oriented toward one layer or another, this work aims to fill the gap between these
two layers to construct a comprehensive view of how trust mechanisms can be harmonized across
several layers. Such a correlation could be used to facilitate success in developing secure protocols
for upcoming systems of wireless communication and IoT networks.

New threats to the security of the networks require more than static defenses. Trust-based
protocols constitute a more flexible and dynamic way of ensuring security based on local context,
especially at the MAC and application layers of the communication spectrum. Given the design,
implementation, and analysis of trust within this thesis, it aims to be very enriching in producing
insight into key issues concerning trust across multi-layer security in networks.
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THE THREAT OF DEEPFAKE TECHNOLOGY TO HUMANITY IN RECENT YEARS

Deepfake technology has become a serious problem for information security and public trust
in recent years. Deepfake technologies, which use artificial intelligence to create hyper-realistic fake
videos and audio, pose a threat in various fields, including cybersecurity, politics, media, and
personal privacy. The increasing complexity of deep-sea fishing algorithms has raised serious
concerns about their potential use to spread disinformation, identify fraud, and manipulate public
opinion.

The latest global statistics show that approximately 96% of deepfake content on the Internet
is pornographic, which disproportionately affects women. Moreover, a study conducted in 2023
showed that the number of financial fraud cases related to deepfakes increased by 300% compared
to the previous year. Additionally, the Deeptrace Labs report says that the number of deepfake
videos doubles every six months, with an estimated 85,000 videos in circulation by the end of 2022.
These alarming figures highlight the urgent need to improve detection mechanisms and regulatory
measures to combat the growing threats of deep counterfeiting.

One of the main risks associated with deepfishing technology is its impact on cybersecurity.
Cybercriminals use voice and video recordings created using deepfake to carry out phishing attacks,
defraud security systems, and manipulate authentication mechanisms. For example, financial
institutions have reported incidents where voice clones created by artificial intelligence have been
used to authorize fraudulent transactions.

In one well-known case in 2020, cybercriminals successfully used deepfake audio to
impersonate a company executive, transferring $35 million to fraudulent accounts. In addition, the
Europol report for 2023 notes an increase in the number of fraudulent activities based on deep
forgery targeting banking institutions, where artificial voices deceived employees, forcing them to
process unauthorized transactions.

In a notable case from 2020, cybercriminals successfully used deepfake audio to impersonate
a company executive, transferring $35 million to fraudulent accounts. Additionally, a 2023 report
by Europol highlighted an increasing number of deepfake-based scams targeting banking
institutions, where synthetic voices deceived employees into processing unauthorized transactions.

These incidents illustrate how deep-face technology is used in financial fraud, highlighting
the need to strengthen security measures and verification protocols based on artificial intelligence.
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