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HCCJEIOBAHME IMOTEHIUAJIA AI-MOJEJIE B ABTOMATHU3AIIAN
KHUBEPATAK

B nocnennue rospl uncio kubeparak CTpEMUTEIBHO PACTET, @ METO/IbI 31I0YMbIIIJIEHHUKOB
ycnoxHstoTes. MckycctBenHbli nuTemiekt (MW) u mammHaHOE 00yueHue NpuBeIr K HOBOMY BUTKY
MPOTHBOCTOSIHUS: aTaKyIOIIHe HUCIONB3YIoT MU 1ist aBTOMaTH3aMy U MacIITaOMpPOBaHUs aTak, a
3aIIMTHUKM  aJanTHUPYKOTCS K HOBBIM  yrpozaM. HMIM-mMozenum  mO3BOJAIOT — CO31aBaTh
MPaBIONOI00HBIE (PUITMHTOBBIE COOOIIEHHS M BPEIOHOCHBINA KO, YTO YIIPOIIAET aTaK! JaxKe JJIs
MaJOOMBITHRIX 3JI0yMBIIIIEHHUKOB. [lo nanueiM ®BP (2024), NM-UHCTpYMEHTH 3HAYUTEIHBHO
MOBBIIAIOT 3()(HEKTUBHOCT, MOIIEHHHUYECKUX CXEM, BKJIIOYAsi TapreTHPOBAHHBIC (DUIITUHTOBBIC
KaMIIaHUM U CO3JaHUEe PEATTMCTUYHBIX MOAJIENIOK A1 0OOMaHa JKepTB.

TpaauuoHHbIE XaKePCKHE aTaKi BO MHOTOM I0JIarajiuch Ha HaBBIKU U€JI0BEKa: MHKEHEPUs
COLMAJILHOTO JIOBEPHsl, PY4YHOH Moa0Op YsA3BMMOCTEH, HAlMCaHME SKCIUIOMTOB 3KCIEpPTaMHu.
[locTenneHHO MHOTHE 3Tallbl CTAJIM aBTOMATU3HPOBATHCS — IMOSBUIIMCH CKAHEPHl YSI3BUMOCTEH,
sKcIuIoNT-(periMmBopku (Metasploit u 1ip.), G0THETHI A1 MaCCUpPOBaHHBIX aTak. Al momHsI 3Ty
aBTOMATH3allMI0 HA HOBBIK YpOBEHb. Temepb BO3MOXKHO CO3/IaHHE AaBTOHOMHBIX areHTOB,
CIOCOOHBIX MOCIEI0BATENbHO MPOXOAUTH 1Mo dTanaM kKill-chain (oT pa3Begku 10 SKCOUIBTPALUN
JaHHBIX) C MHUHUMAaJbHBIM BMeNIaTeNbCTBOM uenoBeka. Hampumep, mHctpyment DeepExploit
(2018) mpomeMoOHCTpUpPOBaJ TNPUMEHEHHE TIIyOOKOro oOydeHHs C TMOAKPEIUIEHuEeM s
aBTOMATUYECKOTO IPOBEACHUS IEHTECTOB: areHT H3y4aeT OTKPBITYI0 MOBEPXHOCTh aTaku H
nooupaet 3¢ eKTUBHBIE SKCIITIONTHI B peXHMe caMoOydeHus. B pe3ynbraTe cokpaiaercss 4ucio
MOTBITOK JJIs YCIIEIIHOTO B3JIOMa, W aTaka MOKET pa3BUBATHCA BIIIYyOb CeTH (MyTEM LIETIOUYKHU
KOMIIpOMETAllMM CHavaia mnepudepuitHoro ysma, 3areM BHYTpEeHHeHl ceTu) 0e3 py4yHOro
ynpasieHus. [losBunuce u apyrue npumepsl: aaroputMmsl Ha ocHoBe Generative Adversarial
Networks (GAN), reHepupyroomue BapHaHThl BPEIOHOCHBIX (ailioB, KOTOpBIE OOXOIAT
JNETEKTUPOBAHUE CPEICTBAMHU 3alllUThl, cnenuanbHble Al-moxynu g malware, mo3Bosiomue
U3MEHSTh MOBEJIEHUE BpEIOHOCAa «Ha JIeTy». TakuMm o0pa3oM, kuOepaTaku BCTYIUIM B SIOXY
YaCTUYHOM WJIM TIOJIHOW AaBTOHOMHOCTH, KOTJa KJIIOUEBble pelIeHus (Kakyl YsI3BUMOCTh
9KCILTyaTUPOBATh, KaK CKPBITh CJEIbl, KaK HIM(PPOBaTh JaHHbIE XKEPTBbI U T.JI.) IPUHUMAET HE
YeJIoBEK, a 00y4eHHast MOAeNb (cM. Tabm. 1).

Tab6muna 1
Buier aBTOMaTH3UPOBAHHBIX aTaK

Kareropust atakn Ilpumep wucnouas3oBanus | Ilocaexcreus
Al
@umuHr U conuHxeHepus | I'enepanus IIACEM u | MaccoBble pacCbUIKH, TAPreTUPOBY
COOOIIEHUI C TIOMOIIBIO | MOIIEHHUYECKUE COOOIIIEHUS

LLM (ChatGPT, | ommmOOK, CIOXXHO  OTJIMYUMBIG
WormGPT), cunTe3 rosioca | HaCTOSIIIKMX; POCT YCHEITHOCTH 001
(Voice GAN)
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DKCIuTyaTanus
ySI3BUMOCTEHN

ABTO-TICHTECTEpHI Ha 0ase
obyuenuss (DeepExploit),
LLM-arenTsl st MOHUCKA
6aros (CVE-Bench)

BricTpoe oOHapyKeHHE u
IKCILTyaTaIus TIBIP B
0€30MacHOCTH, TMPOHUKHOBEHUE
BrIyOb cetm  0e3  ywyacTus
4eJI0BEKa

Co3znanue malware

['enepanus KoJa
BPEJOHOCHBIX  MPOrpaMm
yepes KOJIOBEIE LLM
(Codex), momumopdusm ¢
noMotibio GAN

MHOX€eCTBO HOBBIX BapHUaHTOB
BpenonocHoro 10, o6xomsmux
M3BECTHBIE CUTHATYPHI U evasion-
CHUCTCMbI

Deepfake-araku

UckaxeHne pearbHOCTH:
HNOJICTIbHOE  BHUJEO WIH
aynuo (Hampumep, JULO
PYKOBOJUTENS Ha BUAEO)
JUIsl 0OMaHa COTPYJTHUKOB

VcnemnHaeie MOIICHHUYCCKUC
TpaH3aKIuu, BblAa4da
KOHCI)I/IIICHIII/IEU'H)HI)IX JaHHBIX

370YMBIIJICHHUKY TIOA BHIOM
«boccay u mp.

A,HaHTI/IBHBIe aTaKu

Al-Monenu BHYTpH
BpPEJOHOCOB (xak B
DeepLocker) JUIS
CKPBITHOCTH M TOYEYHOTO

Tpyano o6uapyxumeie APT,
KOTOpBIE JOJI0 OCTAalTCA B
cUCTeME U HaHOCAT  yuepo
TOJIBKO 3aIJIAHUPOBAHHOMN €U

cpabaTbIBaHHS

Janee oOcyxmaercs KOHIENIMS O€30MacHOro  HCMoib30BaHUS — pasBuroro WU,
SIBJISIFOIIETOCS OTIPEICTICHHBIM CYOBEKTOM MH(POPMAIIMOHHON O€30MacHOCTH, a HE TOJIBKO JIUIIIh
WHCTPYMEHTOM, a TAK)K€ BOIIPOCHI TOCTPOEHUS 3aILUTHI OT HETO.

OnuH npakTrdeckuit crieHapuii opranm3zatiu Mb B arioxy pa3BuBaronmxcst

Cuenapuit opranmszanuu b B snoxy paszBuBaronuxcs Al-TexHOIOruil MOKET BKIHOYATH
MEPOIPUATHS MO BBISBICHUIO U aHAIN3Y CYIIECTBYIOIUX Al-MHCTPYMEHTOB, UCIIOJIb3YEMBIX JJIS
aBTOMaTH3allMd KHOepaTak, ¢ MOCIEIYIOUMM ONpPEeNeHHEM KIIIOUYEBBIX YIpo3 U yA3BUMOCTEH
MH(}OPMALIMOHHBIX CUCTEM, HanOo0JIee MOABEPKEHHBIX BO3/IEHCTBUIO HHTEIUIEKTYaIbHbBIX aTaK. ITO
MO3BOJIUT CBOEBPEMEHHO IPOTHO3MPOBAaTh BO3MOXKHBIE aTakKd M BbIOMpaTh ONTHUMAaJIbHBIE
3alllUTHBIE MEphI, TaKHe KaK CHelUaln3hpoBaHHbIe Al-IETEKTOphl M CHUCTEMbl MOHUTOPHHIA
aHOMaJIMi, YTO CYIIECTBEHHO CHHU3UT BEPOATHOCTb YCHEIIHBIX aTaKk M MHHUMH3UPYET
MOTEHLMAJIbHBIA  ymiep0. AJbTEpHATUBHBIMH MOJAXOJAaMU MOTYT CIYKUTh TMpUMEHEHHUE
pacuIMpeHHbIX TOJUTHK 0€30aCHOCTH M apXUTEKTYPHBIX PELICHUH, TakuX Kak Zero Trust, a Takxe
BHEJIPEHUE CHUMMETPUYHBIX Al-pemeHnii uisi aBTOMAaTH3UPOBAHHOIO PEarupoBaHUs U
IIPOTUBOAECHUCTBUS aTaKaM B PEKUME pPeaIbHOTO BPEMEHH.

[TonBoast wuTOr, MOKHO CKa3aTh, YTO TPYAHOCTH HOCAT Kak MpPaKTUYECKHH, Tak u
NPUHIUIHATIBHBIN XapakTep. OHM He OTMEHSIOT Toro (akrta, uro offensive u defensive Al 6yayT
pa3BUBaThCS — HO MTOKA3bIBAIOT, UTO MYTh ATOT He npsiMoil. HeobxonrnMa B3BemIeHHas TOJUTHKA: C
OHOW  CTOPOHBI, CTUMYJIHpPOBaTh HCCIEeNOBaHHUA (YTOOBI HE TMpourpaTb B  TOHKE
3I0YMBIIUJIEHHUKAM), C JPYrod — KOHTPOJHMPOBATh pPACIPOCTPAHEHHE OIACHBIX HapaOOTOK.
Pemenne mnpoGiieM [aHHBIX W HMHTEPIPETUPYEMOCTH TpeOyeT COTPYIHHUYECTBA MEXIY
KOMITaHUsIMH, oOMeHa mHpopmarmeli o0 arakax, WHBeCTHIMI B explainable Al. A mpobGiema
alighment B JTaHHOM KOHTEKCTE — MOTHBALUs CO3/1aBaTh ClIELUAIbHbIE ‘“3OTUYHBIE BUpYCHI : MU,
KOTOPBIE TO3BOJIAT U3YYUTh METOJBI ATAK, HO HE BBIMAYT U3-NI0J KOHTPOJIS U HE IPUYMHAT Bpela
pEaJIbHBIM LIEIISIM.
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