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IBM QRADAR SIEM JXYWECIHIH AKITAPATTBIK KA VIIICI3JIIK
CAJIACBIHJIAFBI MYMKIHIIKTEPIH IIOJTY YKOHE BAFAJIAY

Annotanusa: byn wmakamaga IBM  QRadar axkmapaTThIK KayilCi3liK OKHUFalapblH
MOHHUTOPHUHITEY >XKOHE Tayjay >Kyieci KapacTblpbuiafpl. JKyieHiH Herisri (QyHKUusiapbl MeH
MYMKIHJIIKTEp1, OHBIH 1IIIHJI€ OKUFaJIapbl )KHHAY 'KOHE HOpMalu3alusiay, naiiatanymsliapabiy
MiHE3-KYJIKbIH Tal/ay JKOHE MAallMHAJIBIK OKBITY/AbI Koiaany Oaranmanabl. CoHbIMEH Katap, IBM
QRadar-gs1 Splunk, MaxPatrol SIEM >xane Elastic Security cusikrsl ananortsl SIEM xyitenepiMen
caJIbICTBIpMalbl Typae Tangay xyprizuigl. IBM QRadar-abiH opTypii yibIMaapaa KOJIJaHbBLTYbI
’KOHE OHBI €HT13y epeKUIeNiKTepl Typasibl YChIHBICTAP JKacallbl.

Kint ceznep: IBM QRadar, SIEM sxyiieci, Kayinci3aik, MalllMHAIBIK OKBITY, OKHFaIap.Ibl
MOHUTOPHUHITEY, aKMapaTThIK KayilCi3AiK, aHaIUTHKA.

Kipicme. Ka3zakcranma akmapaTThIK KayilCi3IiK MPOIECTEPIH aBTOMATTaHABIPY MaHBI3IIbI
Mocenere aWHanyna. KyH caliblH jkaHa Kayinci3mik >Kyienepi eHrisumim, y#eimpaap Typii
WHIUACHTTEPl Tajnjgayra MXOyp. AKMapaTThIK KayllCi3[iK OKUFaJapblH TUIMII Oackapy YUIiH
OpTaNBIKTaHABIPbUIFAH Kyhenep KaxeT. byn skymeicta QRadar sxyileciHiH MyMKiHAIKTEp1
KapacTBIPBUIBII, OHBIH apXUTEKTypachl, HET13I1 KOMIIOHEHTTepl xoHe Oacka SIEM xylienepimMen
CaNIBICTBIPMAJIbI TaJIaybl KYprizineai. by zeprreynin makcatsl — QRadar aknmapaTThIK Kayinci3aik
OKUFaJIapblH MOHUTOPHHITEY KOHE TaJlay *KYHECIH KOCIMOPBIHFA €HT13Y JKOHE OHBIH THIMAUIITH
Oaranay. ConbiMeH Katap, QRadar »yHeciHiH apXUTEKTypachl MEH HEri3ri KOMIIOHEHTTEepiH
3epTTeil OThIphIN, oHBI Oacka SIEM xyiienepiMeH calbICThIpy apKbLIbl YHBIMHBIH aKMapaTThIK
KAyINCI3MITIH KYIICUTYIIH OHTAMIIbI JKOJAAaphIH aHbIKTay. MakcaTka >KeTy VIIH aKmapaTThIK
KAyilCi3IK OKUFalapblH OacKapyIblH MaHbI3ABUIBIFBIH  KapacTelpy, QRadar xylieciHiH
apXUTEKTypachl MEH Heri3ri KOMIIOHEHTTepiH Tanjnay, oHbl ©Oacka SIEM xyilenepimeH
CaJIBICTBIPHIT, apTHIKIIBUIBIKTAPbl MEH KEeMIIUTIKTEpIH aHbIKTay, KocimopbiHaa QRadar >xyiecin
€HT13y MYMKIHAIKTEPIiH 3epTTeY JKOHE YCHIHBICTApP a31piIey KaxeT.

IBM QRadar SIEM komnaHus >KeNiciHAeT] MbIHIaFaH KYPBUIFbIIAH OKUFaIap bl )KHHAKTATI,
oJlapibl OHJE, TAAAN b, KAJIBIIKA KENTIpeli )KoHe BIKTUMAJ KayinTep/i KallFaH eCKepTYJIepACH
axsipaTaapl. XKyie IBM Security X-Force Threat Intelligence KbI3MeTiMeH MHTETpallUsIaHFaH, OJ1
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KayinTi [P-mekeHxalnapplH IEepPeKKOPBIH, OeNriai KayinmTepii, craM Ke3JepiH koHe 0acka Ja
bIKTUMaJ madypu1aapael Kamtuabl. QRadar SIEM kayinTepai aHbIKTay KoHE HEri3r1 MiHACTTEePIl
Oenriiey MakcaThbIH/Ia OKHFAIAPAbl HAKTHl YaKbIT PEKHUMIHJE KOPCETINl, MAaHBI3BI TOMEH HEMeEce
JKaJFaH KayilTepAl CysriieH oTKi3y KaOuleTiHe ue. barmapiama omnepanusiiblK SKyHelaepIieH,
KoJlaHOaap/aaH, JePEeKKOpJIap/IaH KoHEe KHOepKayilcCi3miK JKyHelepiHeH OKWFaIap/bl >KUHAII,
KEMUTIK KYPBUIFbUTapJaH TpaduK Typalbl MojiMerTepAl KaOvuimaiimbl. CoHpnaii-ak, Oackapy
xyienepinen, DHCP cepBepiepiHeH >koHE OCaNIBIKTApbl TAIJAUTHIH CKaHEPIEpICH albIHFAH
aKnmapaTThl ©HJIeN, OachIMIIBIKTap/Ibl aHBIKTAIl, ECKEPTYJep CaHbIH a3aiitamel. JXKyiie mepekTepi
KeIen KalbllKa KenTipin, 0acka akmapaT Ke3JepiMeH e3apa OpEeKeTTeCYAl OHTaMIaHIbIpaIbl,
JepeKTep arblHBIH THIMAI OacKapbll, HaKThl Kayintepai aHbikraiael. QRadar SIEM
KuOepKayinrepi THIMII 6acKapyIsl KaMTaMachl3 €Till, erKen-Ter kel ecenTepi OanTayra skoHe
JepeKTepAl HAKThI YaKbIT PeKUMIHAC 137e€yre MyMKIH/IK Oepe/i.

IBM QRadar xyiiecin Ka3akcranma KoiIIaHbUIATBIH aHATOTTAPBIMEH CAIBICTBIPY

Kazakcranma akmaparTelKk Kayincizmik canaceinna SIEM kyienepinin OipHemie Typiepi
KeHiHeH Konmanbuianel. Onapaeiy immage IBM QRadar, Splunk, MaxPatrol SIEM xone Elastic
Security >xy#enepiH epekiie artam eTyre Oojaabl. 3-KecTele OJapAblH apTHIKIIBUIBIKTAPBI,
KEMIIUTIKTEP1 XKoHE (DYHKIIMOHAIIBIK €PEeKIISTIKTEP] CATBICTBIPMAIIBI TYP/AE KapaCThIPBUIFaH.

3- Kecre — SIEM xyiienepiHiH caabICTHIPMAIIbI Tal1aybl

Kepcerkimrep |[IBM QRadar Splunk MaxPatrol SIEM [Elastic Security
Opramra . :
JKeHin opnary, Opuary Opuary xeHu1,
OpHaty )KoHE  [KMBIHJIBIKTAFbI . . o
. |6ipak Kypaeni KYPIETLIIrt aIIbIK OACTAIKbI
Oanray OpHAaTy, MOJYJIBIIK
OamnTaynap KaKeT. [KOFaphbl. Ko7 (opensource).
apXUTEKTypa.
. JKakcel OHIMIITIK,
... [XKorapel OHIMILIIK,
o JKorapsl ©HIMILIIK,| . Oprama YJIKEH
OHIMITIK Oipak YIKeH| . ..
200,000 oxura/MHUH. OHIMJILTIK. NepeKTepMEH
pecypcTap Kaxer. S
YKYMBIC 1CTEH/I.
Kenin Macmradray Kenin
MacIITa0Tana bl . WBIHJIAY, Killll  [MacmTadTa
AL, Nxemal MacmTaGTayK sy, ¥,
Macmrabranysl |[yiIKeH YMKLHIIT YKOHE opTa OYITTHI
KOCIOpBIHAAP Y AL Ou3HECKe HIeHIiMIepMeH
YIIiH KOJIAIbI. OarbpITTaJFaH. KOJ/1ay.
OTaHABIK  OHIM,
MamnHanbIK - .
oKrry, Threat Keneiitinren OoCaABIKTAapAbl  |AHOMANUSIAPABI
OYHKIIMOHAIBIK Intelli ’ence nepexTepai Oackapyra Tajnjay, JorTapabl
£ BU3yalIM3alusay. |0achIMIIBIK YKUHAY KOHE 13/1eY.
KOJITaYBl. .
Oepeni.
HBI KOFapbl .
. Ky PEL, . Terin HycKachl
Korapsr. Ipi NIEPEKTEP KOJIEMIHE
bara . T S Opramra Gara. Oap, aKbLIbI
yilbIMAapFa THIMI. |0aliIaHbICThI o
. KeHeuTynep Oap.
e3repel.
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Kepcerkimrep |[IBM QRadar Splunk MaxPatrol SIEM [Elastic Security
MeMIIeKeTTiK
Kes-kenren yibIMAAp MEH [[TarbIH x0HE OpTa

Ipi >xoHe opTa

Konnany canacel . KeJeMIeri KapKbl KOMITaHHsLIAP,
KOCITOPBIHAAP.
KOMITaHUsIap. CEKTOpbIHA cTapramnTap.
OarbITTAJIFaH.

IBM QRadar — Ka3zakcTaHHBIH ipi KOCIOPBIHAAPEI MEH MEMJIEKETTIK MEKeMeIIepiHIe KEHIHCH
KonganbutateiH SIEM xyiienepinin O6ipi. OHBIH 06acThl apTHIKIIBUIBIKTAPBl — JKOFAphl OHIMALTIK,
nambiran Threat Intelligence MyMKiHAIKTEp1 koHE KeH (PyHKIHMOHAN. MeMIIEKEeTTIK CEKTOp YIUiH
OyJ1 1renrimM ocipece MaHBI3IbI, ce0ebi 01 Kypaem madyburaap/Ibl aHBIKTayFa KOHE OKUFaIapIbl
KBUIIaM Tanaayra MyMKiHAIK Oepeni. Kasakcrannbik Hapeikta MaxPatrol SIEM cekini oTaHABIK
OHIMJIEp MEMJICKETTIK MEKeMellep apachlHAa TaHbIMal, ce0ebi oJap WITTBIK Kayilci3mik
TaJanTapblHa COWKEC Kele[di J>KOHE IKePTUTiKTI peTTeylli OpraHAapAblH CTaHIapTTapblHA
oeitimnenren. An Elastic Security ke0iHe IIaFbIH >KOHE OpTa OM3HEC YIIH KOJDKETIMIl Oamama
peTiHIe KapacThIPbUIAbl, OUTKEHI OHBIH WKEMIUIITT MEH CalbICTRIPMAlbl TYPAEC TOMEH KYHBI
IIaFbIH YUBIMIAPABIH KQXKCTTUIIKTEPIHE Cail Keei.

IBM QRadar ka3ipri TaHjga akmapaTThlK KAyilCi3[iK JXYHeIepiH MOHHTOPHHITEY KOHE
Oackapy YIIH eH Y3[iK memiMaepAid Oipi 6onbin Tadbutaasl. IBM QRadar xkyiieciH eHrizy
YUBIMAAPIBIH aKNapaTThlK KayilCi3iK JEHredlH apTThIpyFa JKOHE KayinTepli Jep Ke3iHIe
aHbIKTayFa MYMKIiH/IK Oepei.
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KEJIJIIK CTETAHOI'PADUA

Keninik tpaduxreri creranorpadust — OyJ1 KENUTIK JAepeKTep IMIHIe aKmapaTThl Kachlpy
oici, OJ YIIIHIN TapanThlH OaKbUIaybIHAH THIC Kayaabl. byl TexHHWKa Kymus JepeKTepii Kopray
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