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Bonamakra jxacaHIbl WHTEUIEKT XOHE MANTMHAIBIK OKBITY TEXHOJOTHUSIIAPHIH KOJIAHY
APKBUIBI KEJIUTIK CTETaHOTPaUSIIBIK 9IICTEP Il aHBIKTAY XKoHE 00N IbIpMay oAICTEPIHIH THIMAUTIITIH
apTThIpyFa OaFbITTAIFAH 3epPTTEyNep Kyprizy Kaxer. Creranorpadusra Kapchl TYPYABIH >KaHA
TOCUTZEPIH 93ipiey JKOHE KOJAAHBICTAFbl OMICTEPAi JKETUINIPY MaHbBAbBL. by OarbiTTa
3epTTeyiepai Oyrarray, TpapuKTi Taunay XoHE KAIbIIKa KENTIPYAiH jKaHa oMicTepiH KypyFra
OarpITTay KepeK.

XKeminik creranorpadusi Kynus aknaparThl KOpray Kypalibl peTiHe MaHBI3/IbI PO aTKAPaIbl.
On akmapaTThl JKachIpbIH JKETKI3yJl KamMTamachl3 €Tefi, Oy ocipece IeH3ypa Hemece Oakbuiay
Kaymni Oap >karnmaiiapia mMaHeAbl. CreraHorpadusHbl NmaiganaHyJIbIH 3TUKAIBIK ACHEKTIICPiH
eckepy KaxeT. llemimaep KynusUIbUIBIK MEH KayiMCi3AIKTI KaMTaMachl3 €Ty YIIiH KaObUIaaHFaH
HIapagapbslH apachblHAAFbl Tene-TeHAIKTI TaOybl Tuic. JKemimik creraHorpadusra OailllaHBICTHI
»KaHa TEXHOJIOTUsIJIAp MEH KayilTepIiH naiaa 00ybIHa TaibiH 00Ty )KOHE KOpFay CTpaTeTrUsIapbiH
YHEMI KEeTiJAipil OTBIPY KaKeT
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[IPUMEHEHWE METOJIOB UICKYCCTBEHHOI'O UHTEJUIEKTA JIJIS1 AHAJIM3A
VI3BUMOCTEM CETEN 1 OBHAPY)XEHUS ATAK

B ycloBHSX SKCIOHEHIIMAIBHOIO POCTa HMHTErpaluu HH(OPMAIMOHHBIX TEXHOJIOTHUH B
TOPOJICKYI0 MH(MPACTPYKTYpy KoHIenus "ymHoro ropoaa" (Smart City) cTraHoBHTCS Bce Oosiee
pacripoctpaHeHHOH. OpHako, HECMOTpPsT Ha MpeuMylecTBa NHU(POBHU3ALNHU, MPOOIEMBI
Kk1OepOe30MacHOCTH OCTalTCAd KpUTHUeCKUMHU. Pacmupenune 1mudpoBoil HHOPacTpyKTypel U
noBceMecTHoe BHepeHue ycrpoilctB MutepHeta Bewelt (IoT) co3maroT moTeHManbHble BEKTOPBI
aTak, BKJIIOUas epexBar JaHHbIX, aTaKH THIA «0TKa3 B 00ciayxkuBanun» (DoS) u ganscuduxanmo
nanHbix [1]. HecmoTpst Ha akTUBHOE pa3BUTHE pelIeHWH B ob6iacTu KubepOe3omacHOCTH,
MacIITaOUPOBaHUE U YCIIO)KHEHHUE apXUTEKTYPhI ""YMHBIX TOPOOB" MOPOXKAAET HOBBIE BBI3OBBI. J{71s1
3((HEeKTHBHOTO YCTpAaHEHUsS ySI3BUMOCTEH HEOOXOJMMa CHUCTEMAaTHUYeCKas aKTyalIu3allus
IIPOTOKOJIOB 0€30IIaCHOCTH, BKIIIOYAIOLIAs KPUITOrpaUUYEecKyr 3allMTy JaHHBIX, CTPOTYIO
ayTeHTU(UKALMIO, MOHUTOPUHT CETEBOTO TpaduKa U PETYJISIPHBINA ayUT OE30MaCHOCTH.

TexHomOrMM 5STUYHOTO XaKMHra W TECTHUPOBAHUSA HA IPOHUKHOBEHHE (TIEHTECTUHT)
MPEJCTABIAIOT cO00M MEepCHeKTUBHBIE METOJOJOTHH Ul MOBBIIIEHUS YPOBHS 3aIMIICHHOCTH
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U(POBBIX CETEeH U CUCTEM, OCOOSHHO B TE€X CIIydasx, KOTJa TPaJAUIMOHHBIE MEphl 0€30MacHOCTH
OKa3bIBAIOTCS HEAOCTATOYHBIMU JUIsi OOHApY)KEHUS HOBBIX BEKTOpOB aTak. I[leHTecTHHT,
MPOBOAMMBINA  KBATH(PHUIIMPOBAHHBIMUA CIICIIHATUCTAMH, TIO3BOJISIET WMHUTHUPOBATH pPeajbHBIC
KHOEepaTaku, 4TO CIOCOOCTBYET MPOAKTUBHOMY BBISBICHUIO M YCTPAHEHUIO TMOTCHIIMAIBHBIX
ysi3BuMocTei [2]. s moBeimeHus 3 EKTUBHOCTH U aBTOMATH3AIMH IEHTECTUHTA TIPEIIaraeTcs
MPUMEHEHHE METOI0B MAITMHHOTO O0YYEHUSs, B YACTHOCTH, OOYYEHUS C OJKperuieHHeM [3].

B cBs3u ¢ 3TUM, 1ENBI0 HACTOSAIIETO MCCIENIOBaHMS SBISIETCS pa3pabOTKa METOJOJIOTHH U
WHCTPYMEHTApHsl JJIsi TECTUPOBAHUs OE30MaCHOCTH OecnpoBOJHBIX JoKambHBIX cererd (WiFi) ¢
MPUMEHCHHEM QJITOPUTMOB MAITMHHOTO OOYYEHUsS JJIsi MOJCIMPOBAHUS MPAKTUYSCKUX aTak Ha

npotokoiasl WPA2 u WPA3.
MeTo0I10THS CCIIEAOBAHUS
[Ipenamaraercs HOBas OpUTMHAJIbHAs METOJMKA aJalTUBHOTO TECTUPOBAaHUSA Ha

IIPOHUKHOBEHUE OECIOBOIHBIX CETEl B peaJlbHOM BPEMEHU M COOTBECTBYIOLIUMN MPOTrpPaMMHBIN
MHCTPYMEHTApUil C MCHOJIb30BaHUMEM anroputma ¢ nojakperuiennem Q-learning (reinforcement
learning, RL) u sncunon->xanHoi cTparerueit uccienoBanus cpeasl (epsilon greedy exploration)
[3]. PaspabortanHoe mporpaMMHOE CPEJICTBO MPEACTABIAET COO0H KOMIUIEKCHYIO YTUIUTY  JUIS
ayauta  OesomacHoct  Wi-Fi  ceredl, koropas  BbImoimHSAeT OOHapyKeHHE M aHaIU3
OecrpoBOJHBIX TOYEK JOCTyMa (CKaHWpOBaHME, COOp MaHHBIX, UX MPeNOoOPadOTKY M aHalu3), a
TaKKe OCyIIecTBIsAeT pasiauunbie Bunbl atak (Deauth, Auth DOS, Beacon flood, EAPOLStart
Flood, RTS/CTS Flood, WIDS Confusion) ¢ BO3MOXHOCTbIO  (OPMHUPOBAHUS
aBTOMATHU3HPOBAHHBIX OTYETOB 00 ys3BUMOCTSIX [4]. A3bIk peanuzanuu Python 3.x.

Hns oneHku 5¢G(HEKTUBHOCTH aJalNTUBHOM METOAMKH M HMHCTPYMEHTa TECTHPOBAHUS
MPOBEACHBI MPAKTHYECKUX IKCIIEPUMEHTOB B CETSIX, MOJICPKUBAIONINX MPOTOKOJIbI WPA2 n
WPA3. [lepeueHb YCTPONCTB U UX POJIb B IPAKTHUECKUX IKCIIEPUMEHTAX MPEJICTaBICH B Ta0uIe
1.

Tabnuna 1 — CocTaB SKCIIEPUMEHTAILHOTO CTEH 1A

VYerpotictBo | Mogaens/ [ponieccop| Pons / JleticTBue [Mompnepxka
IIPOTOKOJIA
WPA2/WPA3
HoytOyxk 1 Huawei MateBook X| Atakyer TP-Link Archer C64) WPA3
Pro Premium Edition] AC1200 WiFi poyrep
/ Intel Ultra 7 155H
WiFi poytep TP-Link Archer| [Ipunumaer ataky; WPA3
C64 AC1200 TIOIKJTFOYEHBI
MacBook M3 Pro m Samsung
S24+
HoytOyxk 2 MacBook M3 Pro [Mogxmrouen x TP-Link Archerl WPA3
C64 AC1200
Cwmaptdon Samsung  S24+ [Mogxmouen x TP-Link Archerl WPA3
Exynos C64 AC1200
Cwmaprt Mijia Smart Ob6ecneunBaet yBrnaxHeHue, WPA2
YCTPOMCTBO Evaporative BO3AyXxa B ImoMemeHuu. KMmeer
ymHoro  noma, Humidifier 2 Lite MUKPOKOHTPOJLIEP ¢ Wi-Fj
YBJIAKHUTEIIb monynem (2.4 ITu, Ha Oa3e
ESP8266)
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Onwucanue npoliecca alaliTUBHOTO TECTUPOBAHUS YSI3BUMOCTEN OECIPOBOIHOM CETH

B Hauane kaxnoro skcrnepuMmeHTa Monenb Q-Learning (¢ ucnonb3oBaHuem g-greedy
CTpaTeruH) BHIOMpaeT KOMOMHALIMIO U3 HECKOJBKUX aTak M3 33JaHHOTO MHOXecTBa Action Space
(manpumep, DeauthFlood, AuthDOS, BeaconFlood u np.). IIporpamma mapamienbHO 3amycKaeT
BbIOpaHHBIE aTakd C 33JaHHBIMU TMapaMeTpamu. llocie KpaTkoro MHTEpBasia aTakd IMPOLECCHI
OCTaHaBJIMBAIOTCS, POU3BOIUTCS 3axBar Tpaduka (pcap) u c6op CSV-noros. U3 nomydeHHBIX
TAHHBIX U3BJIEKAETCS 3HAYCHHUE station_count ¢ GuuibTpanueii mo 6azoBomy Habopy MAC-anpecos,
a TaKKe AaKTUBHBIM CHOCOOOM M3MepsieTcsd TeKyllas IpPOM3BOAUTENIBHOCTh LENH  4Yepe3
ycranoBienue TCP-coenunenuii. [lapametp

«Bpmrpsi» (Reward) anropurMa ¢ NOAKPEIIEHUEM PAaCCUUTHIBACTCA KAaK pa3HUIA MEXAY
0a30BbIM M TEKYIIUM YPOBHEM MPOU3BOJUTEIBHOCTH, C JOMOJHUTEIHHBIM OOHYCOM 3a CHIDKEHHE
coenunenus effective_count no nyns. [Ipu nocnenoBarensHoM coxpanenuu effective_count=0 Ha
MPOTSDKEHUHM HECKOJIBKUX IIaroB MOJETh HAYWHACT OTAABATh MPEANOYTEHHE KOMOMHALIUSAM aTak,
IPUBOASIIUM K 3HAYMTEIbHOMY CHHKEHMIO TPOU3BOAUTENIBHOCTH aTaku. B pe3ynbrate, eciau npu
WCTIOJb30BAHUU ONTUMAIBHBIX KOMOMHanWi atak Reward 3HaYMTENBHO BO3PACTAaET, 3TO
MOJTBEPXKIAeT UX ycremHocTb. [1o uroram cepuun
SMU30/I0B PACCUMTHIBAIOTCA METpuku Accuracy, Precision, Recall u Fl-score, mosBosstoniue
00BEKTUBHO OLICHUTh YCHEIIHOCTh aTaK ¢ TOUYKH 3pEHHsI MOJIEIM MAIIMHHOTO O0YYEHUSI.

Pe3ynbTatsl u o0cyxaeHue.

AHanu3 KypHaJIOB PETUCTPALUU COOBITHH (JI0T-(aiioB) Mokasana, 4To KOMOMHHUPOBAHHOE
npumenenue atak DeauthFlood (peann3oBaHHBIX C HCIIONB30BAHMEM YTHIWTHI aireplay-ng) u
AuthDOS (yrunuta mdk4) ¢ BbICOKOW MHTEHCUBHOCTBIO (JIBa MapajliesIbHBIX MOTOKa, 50 makeToB
B cekyH1y (pps) u mapametp -s 1000 mis BeaconFlood) nmpuBoaut x 3HaunTenbHOMY 3QQeKTy
otkaza B obOcnyxuBanuu (DoS). HaOmromanack mNpoAoDKUTENbHast MOTEpsS COEAMHEHUS
KJIMEHTCKUMHU YCTPOMCTBAMM M HEBO3MOKHOCTb €r0 BOCCTAHOBJICHHSI B T€UEHHME BCETO MEepHoja
TECTUPOBAHUS.

W3onupoBannoe npumenenue arak RTSCTSFlood u BeaconFlood He nemonctpupyet
3HaYuTeNbHOTO YPdexta. OgHako, mpu UX KomMOuHammu ¢ arakoil AuthDOS, a B HeKOTOpbIX
cinyvasix — ¢ DeauthFlood unmu EAPOLStartFlood, nabmtonaercs cymiectBeHHoe ycuieHue DoS-
ataku. B Tecrax, mpoBeneHHbIX Ui npotokoida WPA3, ontuManbHON KoMOMHanMel oka3anach
AuthDOS + RTSCTSFlood. JlanHas KoMOWHAIMsI IPUBOIMIA K YCTOMYMBOMY CHUXKEHHIO METPUKHU
effective station_count 10 HyJIS ¥ YBEJIMUEHHUIO TTapaMmeTpa reward 10 TTOJIOKUTETHHBIX 3HAYCHHH,
YTO TOJATBEP)KIACT JUIMTEIbHBIE NEPUOABI HENOCTYIHOCTH CETHM M HAJIM4YUE YSA3BUMOCTEH B
uccaeayeMon KoHpurypamm.

3akirouenne. Ha ocHOBE METOOMKM aJalTHBHOIO NEHTECTHHIA C HCHOJb30BaHHEeM RL-
MOJIETIM PEeajn30BaHO IMPOrPaMMHOE CPEICTBO, KOTOPOE peanu3yeT aKkTHUBHBIE aTakud Ha CETh,
cobupaet HH(OPMAIIHMIO O XOZ€ aTak (BpeMs BBHIIIOJIHEHHUS, OTBET CETH, YUCIO KIMEHTOB, CTEIIEHb
UX MOBTOPHOTO MOAKIIOYEHUS U T.1.). Ha ocHOBe aHanu3a coOpaHHBIX JAHHBIX aBTOMAaTHYECKU
ompenensercss HauOonee >PQEeKTUBHAS CTpaTeTdsi TECTUPOBAHUS, KOTJa HWHTEHCHUBHOCTD
OTIpe/IeNIEHHBIX aTakK CJIEAyeT CHU3UTh WM TOBBICUTH, @ KaKHE€ aTakd CTOUT KOMOMHHPOBATh.
Cucrema «yuuTcs» Ha KaxAOM Ilare, AUHAMMYECKH IE€pEepaclpelesiss Pecypcbl M MEHss
KOMOHMHAIIMIO aTaK.

Jlannoe uccienoBanue GpuHancupyercs Komurerom Hayku MUHUCTEPCTBAa HAYKH U BBICIIETO
oOpaszoBanus Peciyonuku Kazaxcran (BR24992852).
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ABTOMATHNYECKOE OBHAPYXEHHUE YI'PO3: MOXET JIM U1 3BAMEHUTDH
YEJIOBEKA?

AHHOTAIMUA:

B coBpemeHHOM wMupe KUOEpyrpo3, TAe aTaku CTAHOBSTCS BCE Ooliee CIOXKHBIMH H
M30IIPEHHBIMH, aBTOMATHU3AINS TIPOIIECCOB O0OHAPYKCHUS ¥ PearnpoBaHMs TPHOOPETAET 0COOYIO
3HaUYUMOCTh. MickyccTBeHHbIH nHTeNeKkT (M) akTHBHO BHEIPSIETCS B CUCTEMBI HH(POPMAITMOHHOM
0€30IMacHOCTH, Tpeiarasi OBICTPBIN aHAJIW3 JAHHBIX, BBIABICHUE aHOMAJUH W MPEIOTBPAICHUE
atak. OgHaKo OCTa€Tcsi OTKPBITBIM BOIpOC: MOXeT i MM MOTHOCThIO 3aMEHUTH YelOBEKa B
obecrieueHnN KNOEpOE30MacHOCTH?

[lenp maHHOW cTaThU — PACCMOTPETh BO3ZMOXKHOCTH, MpEUMyIecTBa u orpanunyeHus MU B
ABTOMATHYECKOM OOHApYXCHHH yrpo3, a TakKe MPOaHAIN3UPOBATh, CIIOCOOCH JIM OH 3aMCHHTH
JKCIIepTa-dyenoBeka. B cratee OyAyT paccMOTpEHBI COBpeMeHHble anroputMbl MU, wux
3¢ (HEeKTHBHOCTh B OOHAPY)KEHUH yTPO3, a TAKXKE POJIb YEIOBEKA B WHTEPIIPETAIIMH JIAHHBIX U
MIPUHATHH PEIICHUN.

Knroueevle cnosa: xubepbezonacnocms, UCKYCCMBEHHbIU UHMENIeKM, MAWUHHOe 00yYeHue,
Helipocemu,  OOHApYJiceHue y2po3, aHOMAnus, asmomamusayus, 2nyboxkoe  oOyueHue,
nogedeHuecKull aHanus3, Kubepamaxu, UHGOPMAYUOHHAS OE30NACHOCMb, 3aUUMAa OAHHbIX,
aneopummsl, CcamoodyyeHue, aHAIU3 Cemeso20 MpaguKa, MOHUMOPUHS, peasuposanue Ha
unyuoenmol, smuxa MU, sxcnepm-uenosex.

BBenenue:
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