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Abstract.This article provides an overview of Kazakhstan's cybersecurity initiatives at the
international level. The current threats in the field of cybersecurity are identified. The author points
out the reasons why it is necessary to develop international cooperation in the field of information
security. The author especially focuses among them on the integrated nature of the information space,
which allows cybercriminals to carry out attacks while physically they are located on the territory of
another country. The author also highlighted such threats as the evolving nature of cyber threats and
the imperfection of existing legal systems on information security. The risks associated with the
vulnerability of software applications, which are becoming relevant in connection with the large-scale
digitalization of the provision of public services, are separately noted. The author notes that the fight
against cyber threats is not the task of one state, but of the entire international community. And in
this context, Kazakhstan's initiatives to ensure cybersecurity at the international level are of particular
importance.

Keywords: cybersecurity, information security, global initiatives of Kazakhstan

Obecnieuenne KnOepOE30MAaCHOCTH  SBJSIETCS  aKTyaJlbHBIM — BOIPOCOM  JUJIsL  BCEro
MEXIYHapOJAHOIO MPOCTPAHCTBA BBUAY HApACTAIOLIUX YIPO3 BMECTE C JajJbHEHIINM pa3BUTHEM
MH(POPMAIlMOHHO-KOMMYHUKATUBHBIX TexHoJoruil. Kpome Toro, rocynapcrBa mupa akTUBHBIMU
TEMIIaMHd  BHEJPSIIOT B TpOLIECC  TOCYAAPCTBEHHOTO  YIpaBl€HUs  MHPOPMAIMOHHO-
KOMMYHMKAI[MOHHBIE TEXHOJIOTMH, MHOTHE TOCYJapCTBEHHBIE YCIIYTH CETOJHS MOXHO IOJIyYUTh B
anekTpoHHOM Qopmate. LludpoBuzanun mnosiexar MHorue chepbl KU3HEAEATEIbHOCTH JIIOJEH,
BKJIIOYast CUCTEMY 00pa30BaHus, 3ApaBOOXPAHEHUs, MAJIOTO U CPEHEro OM3Heca U Tak Jajee.

KubepOe3onacHocTh ompefensercss Kak «COCTOSHHE 3alllMIIeHHOCTH HHQOpMalUu B
3JIEKTPOHHOH (hopMe u cpefibl ee 00paboTKU, XpaHeHHUs, epeaayd (JIEKTPOHHBIX HH()OPMAIIMOHHBIX
pecypcoB, HHPOPMALIMOHHBIX CUCTEM M MH(GOPMAIIMOHHO-KOMMYHUKAIIMOHHON HHPPACTPYKTYpHI)
OT BHEIIHMX M BHYTPEHHUX YIrpo3, TO ecTh HH(pOpMaIMoHHass Oe30macHOCTh B  cdepe
uHpopmatuzauum» [1].

3 ¢espans 2021 rona Ha 3acenannn Cosera bezonacHoctu Pecniyonnku Kaszaxcran IlepBeiii
[Ipesunent, Enbdacet H.A.Hazap6aeB oTMeTHII B Ka4eCTBE KJIFOUEBBIX BBI30BOB yIpoO3bl B 00J1aCTH
kubepbe3onacHoctu. Panee, Bo Bpems 3acemanust Cosera besomacHoctu B 2019 rogy oH Takxke
yAenus 0co00e BHUMaHUE HEOOXOIUMOCTH ycuiieHus kuoepOezonacHocTu. Ha 3acenanun Coseta
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6e3onacHocTH Mo kubepoOezonacHoctu B 2017 rogy Enbacel ormeTmn, uto pa3BuTHe MU(PPOBBIX
TEXHOJIOTHI ¥ UX BHEAPEHUE NMPU3BAHO MPUHECTH TOJIb3Y, HO B TO K€ BpEMs IMOJBEPKEHO YIpo3am,
K KOTOPBIM CTpaHa J0JKHA OBITh TOTOBA.

[To omeHKaMm J3KCHEPTOB, Yrpo3bl KUOEPOE30MACHOCTH Ha CETOAHSIIHUN J€Hh HUMEIOT
TeHJICHIIUIO K pocTy. CorjacHO HEKOTOphIM JaHHBIM, B sHBape 2021 roma B Kazaxcrane ObLIO
COBEpIICHO YyTh Oosiee 3 ThiC. kubeparak — B 2,8 pa3a 0oJIbIIIe IO CPABHEHHUIO C SHBAPEM MTPOIILIOTO
rona. M3 6onee yem 3 Thic. kubeparak B stHBape 2021 roma 2,7 ThIC. IPUXOIUTCA Ha OOTHETHI —
3apa)kK€HWE KOMIBIOTEpOB uepe3 BpenoHocHoe [IO s panbpHEHIero ux UCHIOJNIb30BaAHUS
3JIOyMBIIUICHHUKaMH 0e3 BeaoMa HMX BiaaeiblieB. KolndecTBO HMHIIMACHTOB-OOTHETOB 3a TOJ
BEIpOCIIO B 3,2 pa3a. HIMAEGHTOB, MPU KOTOPBIX (PUKCHPOBAIOCH OTCYTCTBHUE JOCTYIA K HHTEPHET-
pecypcam, 6b110 3adguKcupoBano 176 — Ha 69,2% OGomnblie, yem rojom panee [2].
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Pucynok 1. KoimuectBo nnuuaenToB kudeparak B Kazaxcrane ¢ 2017 mo 2020 rr. [2]

[Ipu 5TOM Ba)XHO OTMETHTH, YTO OOecIieueHne KuOepOe30MacHOCTH 3aTPYIHIECTCS BHICOKOM
CTETIEHbI0 ~ MHTETPUPOBAHHOCTH  WH(GOPMAIMOHHOTO  MPOCTPAHCTBA  CTpaH, MPaKTUYECKU
Pa3MbIBAIOTCS TPaHUIlbl BUPTYAJIbHOTO MPOCTPAHCTBA B MEKIYHAapoJHOM KoHTekcre. Hampumep,
HKCHEePThl OOECTIOKOEHBI TaKUMH PHCKAMHU, KaK HOCHIOAHHO 3I60JIIOUUOHUDPYIOWUIL XaAPaKmep
Kubepyzpo3, "3MEHEHUE CTPATETnu U «IIEPEX0/l OT MOJIEIH LIEHTPAJIbHOTO KOMAaHIHOTO YIpaBJIeHUS
00T-ceTsIMM K OJHOPAHIOBOM MOJENIM C PACHpENeNeHHONM CTPYKTYpOH YHpaBieHHUs, CIIOCOOHOM
OXBaThIBaTh HAXOJSAIIMECS B PA3IUYHBIX CTpaHaX KOMIBIOTEPhI C PACKPBITOM CHCTEMOM
6e3onmacHocTH» [3]. DTO sABIEHME MpeJCTaBlIsAeT COOOW OCOOBIM PHMCK, TaK KakK 3aTpyAHSETCS
oTpesiesIeHue TOYHOI'0 MECTOHAX0KIEHUS KaKOro-1100 OTAENBbHOT0 reorpaduueckoro 00beKTa Kak
MecTa MPOUCXOXKICHNS KOepaTak ¢ UCIOIb30BaHUEM OOT-CeTel, COOTBETCTBEHHO, UX OOHAPYKEHUS
U nnoAaByieHus. Takke Mpu TaKoM CTpaTeruy MOXKET ObITh HE TOJIBKO MPOU3BECHO paCIIPOCTPaHEHUE
cmaMa ¥ BPEJOHOCHBIX MpOrpamMM, a TaKXKe 3alpellieHHOr0 KOHTEHTA, MPU 3TOM BIAJENbIIbI
aTaKOBaHHBIX KOMITBIOTEPOB MOTYT HE 3HaThb O TOM, YTO HMX YCTPOMCTBO HCIOJIb3YeTCS IMpHU
KubepaTake.

Taxxke sKCHepThl OTMEYAIOT TaKUE YIPO3bl, KaK ociadieHue 3azpaoumenbHulx 6apbepos u
COBEPUIEHCMB06AHUE  MEXHUUECKUX cnocooos cogepuienus Kubepnpecmyn/ieHuil.
HecaHkimmoHupoBaHHBINA TOCTYN K WH()OPMAIMOHHO-KOMMYHHUKAIITMOHHBIM CHCTEMaM C IEThI0 UX
paspylieHus 1u00 MaHUMYIHUPOBAHUS UMU CTAHOBHUTCS JOCTYITHEE M3-3a CJIa0oro ()MHAHCOBBIX H
MHTEJJIEKTYaJIbHBIX 3arpaJuTeIbHBIX OapbepoB [UIsl MPUOOPETEHUS MHCTPYMEHTAapus, TO €CTb,
Habopa TEXHUYECKUX CPEJCTB W MPWIOKECHHH IS PACCBUIKM CllaMa, CO3JaHUS BPEIOHOCHBIX
MIPOrPaMMHBIX CPEJICTB.
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Kpome TOXe, »sKkcmepraMu oOTMeYaeTcs Takas IMpolieMa, Kak HecoeepuieHcmeo
Cyuiecmeylouux npagoewlix cuchHiem 1o Borpocam o0ecTiedeHnI0 HHPOPMALMOHHOM O€30MTaCHOCTH.
Tak, kuOepHpecTymHUKU TEpPEHOCAT CBOU ONEpalldd B CTPaHbl, KOTOpble HE MNPUHSIIU
COOTBETCTBYIOILIME MEPHI JUISI MPECeUCHHsI AEATEIbHOCTH KuOeprpecTynHukoB. Ilpu sToM m3-3a
MHTErpanuy MHGOPMAIMOHHOTO MPOCTPAHCTBA OHM MOTYT aTaKOBaTh CBOUX JKEPTB U3 CTpaH C
IIPUHATBIMU 3aKOHOJATENbHBIMU MEpPaMU U OyJqy4yu Ha TEPPUTOpPUM Jpyroi crpassl. [lo onenkam
HKCIIEPTOB, MHOTHE CTpaHbl MHpa HPHUHSUIM COOTBETCTBYIOIIEE 3aKOHOJATENHLCTBO B 001acTU
obecrieyenus kubepOe3omacHocTH. OIHAKO OSTH  3aKOHBl NPUMEHHMBI B OINPEIEICHHBIX
HAI[MOHAJILHBIX MJIM pErHoHANbHBIX MacimrTabax. B ciydae, ecnu Bce cCTpaHbl BBEAYT
COOTBETCTBYIOIIIEE 3aKOHOAATEIbCTBO, KHOCPIPECTYITHUKH HE MOTYT OBITH JIETKO 3KCTPaIUpPOBAHBI
U3 CTPaHbl, B KOTOPO# TaHHOE KUOEepIpecTyIuieHne ObUI0 HHCIIUPUPOBAHO, B CTPAHY, B KOTOPOi OHO
OBLIO COBEPIICHO, €CIIM 3TU MIPABOBBIE CUCTEMBI HE 00€CIICUNBAIOT BO3MOXXHOCTh B3aUMOICHCTBUSI.
B nanHOM KOHTEKCTE Ba)KHO BbIpaOOTaTh MEPhI B3aMMOIIOHUMAHUS U B3aUMOJICHCTBUS 110 BOIPOCAM
obecnieueHurs KuOepOe30MmacHOCTH MEXy CTPAaHAMH MHUpA.

Takke BaXXHOHW YIrpo30W SBISICTCS YAZGUMOCHb HPOZPAMMHBIX npuioxcenui. Tax,
BPE/IOHOCHBIE MPOTPaMMHBIE CPEJICTBA MOJIYYaIOT PACIPOCTPAHEHHUE, B TOM YHUCIIE, U3-3a HAJTUUMS
ySI3BUMBIX MECT B MPOTPAMMHBIX MPHIOXKEHUSX, KOTOPHIE HCIONB3YIOTCA Ui MOJNyYeHUs
HECaHKLMOHUPOBAHHOTO JOCTyNa K HH(OPMALMOHHO-KOMMYHHMKAIIMOHHBIM cHUCTeMaM. Takum
oOpa3om, oOjeryaercs IOCTYN K YSI3BHUMBIM IMPOTPAMMHBIM MPUTIOKEHUSM H CUCTEMaM. OTO
0cOOEHHO B@XHBIM BOMPOC BBUIY MAacIITaA0HOW IU(PPOBU3AIMKA TOCYAAPCTB, BHEIPSIONINX
ANEKTPOHHBIN (PopMaT ImpeaoCcTaBICHHS TOCYIapCTBEHHBIX yciyr. B ciydyae Hanmuyus cinaObix MecT
B IIPOrPaMMHOM OOECIIE€YEHUH MOXET OBbITh IOJy4YeH HECAHKIMOHWPOBAHHBIM JOCTYH K
MH(OPMALIMOHHBIM CUCTEMaM M YCTAaHOBJIEH KOHTPOJIS HaJ HUMHU. DTO MOXKET MPUBECTH K MOTEpe
JUYHBIX JAHHBIX, & TAKKE K (UHAHCOBBIM ITOTEPSIM.

Taxxke OTHENbHON Yrpo30il SBJISETCS OTCYTCTBHE OPTraHU3AIMOHHBIX CTPYKTYp B oOjactu
obecrieueHust knbepoe3onacHocTU. be3yciioBHO, HEKOTOpBIE CTPAHbI U PErHOHAIBHBIE 00 BEAMHEHHS
CO3/1a COOCTBEHHBIE CTPYKTYpBI, 3aHMMAIOIIHECS CHUCTEMaMH HAOJIOJCHHS U OMOBEIIECHUS U
pearupoBaHMEM Ha HWHUUJCHTHI, a TaKXXE OPraHU3aLMOHHBIE CTPYKTYpbl IJs KOOpAUHALUU
JeSITeNbHOCTH 10 pearupoBaHUI0 Ha KubOepartaku. OJHaKO HEOOXOIMMO JAajbHEWIIee pa3BUTHE
COTPYJIHHYECTBA, ((OPMUPOBAHHE U COBEPILICHCTBOBAHHE JIEATEIHHOCTH OpraHU3alil 10 BOIpocam
obecrieyeHnto kubepbezonacHoctu. Ecnm kubeparaka coBepiIaeTcsi B OJHOM CTpaHe, ee
pa3pyLIUTENbHbIE MOCIEACTBUS MOTYT B T€UEHHE KOPOTKOI'O BPEMEHHU JOCTUYb CBOMX JKEPTB B
CTpaHaxX, MEXIy KOTOPBIMH HUMEIOTCS COCIUHEHUS. DKCIEePThl CYUTAIOT, YTO CBOOOIHBINA MOTOK
nH(popMaluu, COBMECTHas paboTa U COTPYAHUYECTBO MEX/1y HALIMOHAIIbHBIMU OpPraHU3allMOHHBIMU
CTPYKTypaMU HMEIOT KH3HEHHO BaXHOE 3HaueHue s S((EKTHBHOrO YCTpaHEHHs] TaKUX
WHIIUJICHTOB U PearupoBaHus HA HUX

Takum 00pa3oM, yrpossl, CBA3aHHbIE ¢ KHOEPIPOCTPAHCTBOM, HOCST IJI00ATIBbHBIN XapakTep.
I'eorpaguueckue ¢GakTopbl HE SBISIIOTCS NPENATCTBUEM Ui MECTa M BPEMEHM COBEPILICHUS
kubeparak. Bce MOMBITKM pemiuTh 5T MpOoOIEeMbl Ha HAIMOHATLHOM U PETHOHAIBLHOM YPOBHSX
OKa3aJMCh HEAOCTAaTOYHBIMU. IOpuamyeckue u TEXHHYECKHME Mepbl Ha HALMOHAIBHOM U
PETMOHAIBHOM YPOBHSAX HEOOXOIUMBI, OJJTHAKO UX HEIOCTATOYHO, JJISl TOTO YTOOBI MPEOI0JIeTh 3TH
r7100aIbHBIE YTPO3bI.

Kubepyzpo3vt aenaomces npodaemoit ne 00HOI OMOEIbHO 63AMOI CHIPAHbL, U 0Decneuenue
UHDOPpMAUUOHHOIL 0e30NACHOCIMU  803MOMCHBIM MOALKO NPU MECHOM COMPYOHUYECHEe
2ocyoapcme u mpedyem 6vipadOmMKu COMECHIHBIX MeP NO NPOMUEOOCIUCMEUI0 0003HAUEHHBIM
yepo3zam.

Kazaxcran B memsx ycuiieHus KuOepOe30MmacHOCTH Ha MEXAYHapOJIHOM YPOBHE, a TaKxke
MPEIOTBPALIEHUIO YTPO3 TEppopU3Ma C HCIOJb30BaHWEM HH(DOPMAIMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTHH, BbIABUraeT cBoM HHHUIMATUBBL. Tak, B 2019 romy na Cammure Illanxaiickoit
opranuzanuu cotpyaauydectBa Ilpesmnent PecnyOmmku Kazaxcran K.K. TokaeB BeicTymmn c
nHuoMaTuBoi co3nanusi LlenTpa mHopmManmoHHO# Oe3omacHOCTHM Ha pasze PernonanbHON
anTuteppopuctuyeckoil ctpyktypsl IHIOC. I'maBa rocynapctBa akeHTHPOBAJI BHUMaHHE Ha TOM,

215



«Tayeuciz Kazakcran: TYpakTbUIBIK neH nporpecke 30 skplm» aTThl X|-1mi XaabIKapaiabIK FHIIBIMH-
NMPAKTHKAJIBIK KOH(epeHINs ;KHHAFbI

YTO TEpPEeBOJ MHOTUX cdep OOIIECTBEHHONH M DKOHOMHYECKOW J>KM3HU B OHJIAWH-TIPOCTPAHCTBO
aKTyalIn3upyeT TeMaTHKy Kubepoe3onacHocTu [4].

JlaHHAsT WHUIMATUBA SIBISCTCS BAXKHBIM IIArOM 110 YKPEIUICHUIO MEXKIYHAPOIHOU H
peruoHaibHON Oe3omacHocTH. Ee peanmsanmsi OyaeT CrIOCOOCTBOBATh YCHUJIICHHIO MeEp TIO
o0ecrieyeHnIo0 KnOepOe30MacHOCTH B PETHOHE, a TAKXKE 3allMIaTh HHPOPMAIIMOHHOE IPOCTPAHCTBO
ocC.

Crnucok nureparypsl
1. [Tocranosnenue IlpaButennscTBa Pecriyonuku Kazaxcran ot 30 utons 2017 roma Ne
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KA3AXCTAH B YCJIOBUSAX I''IOBAJIM3ALIMN

Abstract. The article reveals a new vision and prospects for the development of regional and
global security systems of the Republic of Kazakhstan in the XXI century, the picture of the creation
and construction of Kazakhstani statehood, the establishment of the young republic at the regional
and international levels is unfolding. reveals the fundamental and strategic role of the First President
of the Republic of Kazakhstan - Elbasy N.A. Nazarbayev in formation and development of modern
Kazakhstani statehood.

Key words: national security, regional security, international security, global initiatives,
concept, foreign policy, diplomacy, pragmatism.

KazaxcTtan A0CTUT 3HAYUTEIBHBIX YCIEXOB B CBOEM PA3BUTHUHU 3a T'ObI CBOEH HE3aBUCHMOCTH.
brnaronapst cBoeit MUPOTBOPUECKON ACSITEIBHOCTA M TJI00ATBHBIM WHUIIMATUBAM IO YKPETIICHUIO
peruoHabHON 0e30MacHOCTH, cTpaHa oOpesia 3HAYMMBIN MOMUTHUYECKUN BEC M MEXTYHAPOIHBIN
npectux [1].

Cnenyer OTMETUTh, YTO 3a TroAbl He3aBUcMMOCTHM Kaszaxcran ykpenws MO3ULIHUM Ha
MEeXIyHapoaHOU apeHe. Hare rocynapcTBo peanusyer mparMaTH4YHYIO U PO aKTUBHYIO BHEITHIOKO
MOJINTUKY, BHOCUT BECOMBIN BKJIaJ B (POPMUPOBAHUE U PEATU3AIUIO TJI00ATBbHOM U PErHOHAIBHON
MMOBECTKH JTHS B 00JaCTH 0€30MaCHOCTH, COTPYAHUYECTBA U pa3BUTHSA. CBUIETETLCTBOM BBICOKOTO
MeXayHapoaHoro aBTopurtera Kazaxcrana 3a mocieqnue rojsl crano npeacenarensctBo B OBCE,
EBpA3DC, IOC, OUC, OAKB u TropkckoM coBere.

HecMoTpsi, uTo B MuUpE <«IIOJIBIXaeT» MaHIEMUs KOPOHOBUPYCA — BHELIHSAA MOJIUTHKA
Pecyommmkn Kazaxcran octaercsi BRIBEpEHHOM, IMOCIEIOBATEILHON U OTBETCTBeHHONW. C MOMEHTa
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